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1. OBIJETIVO DO CADERNO DE TESTE

Este caderno de testes refere-se ao item 10 do termo de referéncia do certame N2 04/2015,
que visa comprovar as funcionalidades e requisitos técnicos da solucdo de NGFW firewall
appliances (equipamento, licengas e software) para conclusdo de prova de conceito dos
produtos ofertados da marca Fortinet. Serdo demonstradas as funcionalidades especificas aos
itens pontualmente indicados no subtdpico 9.1.2 e demais que a PGDF considerar relevantes

para homologacao dos testes.

Os testes foram realizados nas instalacbes da NCT Informatica, localizado no Centro
Empresarial Jodo Carlos Saad no SBS Quadra - 02, Lt - 03, Bl - Q, 82 andar Brasilia/DF CEP
70070-120, a partir da data do dia 19/11/2015 horario comercial das 08:00 as 18:00 com

intervalo das 12:00 as 14:00 até o seu final no dia 26/11/2015.

2. ESTRUTURA FISICA

Switch Huawei 55352 |

Fortigate 70D - Standalone (|
Fartigata B00C - Cluster .
Fortigate 600C - Cluster

FortiSandBox — VM
FortiAuthenticator — VM ..
FortiManager - VW

Spirent Test Center (|

o

MNotebook 2

e

Notebook 1
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3. TABELA DE EQUIPAMENTOS
Equipamentos entregues, conforme edital.
Quantidade Modelo Equipamento \ Descri¢ao
2 Fortigate 800C NGFW + Web Filter
2 Fortigate 600C NGFW
1 Fortigate 70D NGFW
1 Huawei $5352 Switch para conectoriza¢do de ativos.
1 Fortimanager VM Geréncia Centralizada + Fortianalyzer
1 Fortiauthenticator VM Fortiauthenticator
1 FortiSandBox VM FortiSandBox
—aw BE eSS EEomT o
LG L L =
Fortigate 800C
Firewall Firewall Firewall Firewall Firewall IPS Firmware
Throughput | Throughput | Throughput Max New Throughput | Instalado
1518 Bytes 512 Bytes 64 Bytes | Concurrent | Sessions
Session per second
20 Gbps 20 Gbps 20 Gbps 7 Million 190,000 6 Gbps FortiOS
5.2.40u
mais atual
st eSS EEECCRE -
Fortigate 600C
Firewall Firewall Firewall Firewall Firewall IPS Firmware
Throughput | Throughput | Throughput Max New Throughput | Instalado
1518 Bytes 512 Bytes 64 Bytes Concurrent | Sessions
Session per second
16 Gbps 16 Gbps 16 Gbps 3 Million 70,000 4 Gbps FortiOS
5.2.40u
mais atual
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= , oo i FEEZERTINET.

(ot X RN Fotaars. P
- e
Fortigate 70D
Firewall Firewall Firewall Firewall Firewall IPS Firmware
Throughput | Throughput | Throughput Max New Throughput | Instalado
1518 Bytes 512 Bytes 64 Bytes Concurrent Sessions
Session per second
3.5 Gbps 3.5 Gbps 3.5 Gbps 2 Million 4,000 275 Mbps FortiOS
5.2.40u
mais atual
° : TTIlL : ;
g T eeseee Srreewl " -
| biE | Sessee
Spirent Test Center
Ports per Connector Mm/m.ax Min/max tx Firmware
Feature module type frame size rates Instalado
P (w/CRC)
10/100/1000
8 x ports -10G Base-T ;f:;csl:;ﬁzz
CV-10G-S8 (trafego IMIX copper 58-16384 to 101% of line 4.44
stateless)
rate
2x 10G (trafego SFP+,
CPU-5003 statefull 10GBASE- 58-16384 58-16384 4.44
SR/SW
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Switch Huawei 5352
Interfaces Performance Firmware
Fourty-eight 10/100/1000Base | Forwarding V200R003 ou mais
-T ports and four 10GE Base- X | performance:130.94Mpps atual

SFP+ports

Servidor para teste do ambiente de Virtualizacdo

PowerEdge M620

2x Intel Xeon E5-2650 2.00GHz, 20 M Cache, 8.0GT/s QPI, Turbo, 8 C, 95W

256GB RDIMM, 1333 MT/s, Low Vol t, Dual Rank, x4 Data Width

Serial-Attach SCSI Backplane f or M620

2x 300GB 10K RPM SAS 6Gbps 2.5in Hot-plug Hard Drive

1x Controller H310 SCSI Hardware RAID 1

1x Intel x520-k Dual Port 10Gb KR Blade Network Daughter Card

1x Intel 10GbE -x/k, Dual Port I/ O Card for M-Series Blades

12G iDRACT7 Enterprise for Blades

VMware® vSphere® ESXi™ 5.5
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Ambiente Virtualizado
FortiManager-VM
Devices/ADOMs/VDOMs | Max Number of | Total Network Total Storage Firmware
Supported (Max) Web Portals Interfaces Capacity Instalado
Up to 10,000 Up to 10,000 1 to 4 network 80 GB (minimum) | FortiOS 5.2.4
card supported ou mais
atual
FortiAuthenticator-VvM
Recommended Max Firmware
Number of End-users Instalado
Upto 1M 4.0.1 ou mais
atual
FortiSandBox - VM
Virtual CPUs (Minimum | Memory Support | Virtual Storage Number of VMs Firmware
/ Maximum) (Minimum / (Minimum / Instalado
Maximum) Maximum)
4 / Unlimited 8 GB / Unlimited | 30GB/16TB 4 to 54 (Upgrade | 2.1.0 ou mais

via appropriate
licenses)

atual

4. CABEAMENTO ESTRUTURADO

A infraestrutura montada para os testes deste caderno em determinadas situaces podem ser
alteradas, inclusive para uma melhor demonstragdo ou sanar duvidas, os laboratdrios serao

interligados com:

e Cabos UTP cat. 6

e Transceivers FG-TRAN-SX - SFP 1.25 Gbps
e Cordoes fibras épticas OM3

5. DEMAIS EQUIPAMENTOS
Demais equipamentos que compdem o ambiente de testes:

e Notebooks — com o sistema operacional Microsoft Windows Professional -
responsaveis por salvar todas as evidéncias dos testes.

e Power Distribution Unit para energizacao dos equipamentos.
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6. PERFIL DE TRAFEGO TESTE

Os padrdes de testes adotados os quais visam a validacdo de desempenho dos equipamentos
dos equipamentos ofertados para o pregdo eletrénico 04/2015 estardo com todas as
funcionalidades habilitadas requisitadas no certame conforme cada tipo, respectivamente Tipo
1, Tipo 2 e Tipo 3, isto é, o trafego gerado serd distribuido e ajustado de forma a alcancar as
regras.

Serd utilizando o método de teste de avaliacdo de acordo com a RFC-3511, metodologia
padrdao e reconhecida pelo mercado com modificacdes para refletir o ambiente no qual o

dispositivo ird realmente ser avaliado.

O trafego de teste utilizado na avaliagao deverd possuir a seguinte distribuicdo aproximada de

protocolos:
a) HTTP =35% (conteudo varidvel com imagens, textos, tipo e tamanho de 100bytes a
500kbytes)
b) HTTPS = 5% (conteudo varidvel com imagens, textos, tipo e tamanho de 100bytes a
500kbytes)
¢) RTP UDP =30% (distribuicdo de tamanho: 56% 64bytes, 17% 512bytes e 23%
1518bytes)

d) FTP =5% (imagens, textos, tipo e tamanho de 100bytes a 1Mbytes)

e) VPN =5% (IPSec, conteldo varidvel com imagens e textos)

f) DNS =5% (queries de tamanho varidvel: 10bytes a 1kbytes)

g) Email = 2% (POP, SMTP e IMAP com conteudo variavel, incluindo arquivos anexos)

h) Multicast = 3% (streaming com trafego de pacotes UDP 64bytes)

i) Ataques = 5% (Ataques stateful/stateless, variados, no minimo 100 tipos diferentes,
encapsulados nos protocolos http, https, ftp, ftps, sftp, cifs, nfs, POP3, SMTP e IMAP
sendo que 10% destes ataques devem utilizar algum método de ofuscacao)

j) Aplicagbes = 5% (uTorrent, Skype, Exchange, SQL, RDP)

Podera haver uma varia¢do de na distribuicdo de cada protocolo indicado acima e incrementar
a taxa de trafego UDP/RTP.

Todo o volume de trifego mencionado tem por objetivo obter os resultados de cada
equipamento NGFW firewall appliance através dos testes gerados pelos equipamentos Spirent
baseados em suas respectivas na folha de dados, para cada um dos tipos de equipamentos
ofertados.

Parametro Definigao

CPS Connections per Second - Este pardmetro indica quantas novas conexdes/sessGes
TCP por Segundo o sistema sob teste estd consegue tratar. Neste teste as
conexdes/sessbes TCP estabelecem com o “triple handshake” e sdo encerradas
imediatamente com “Reset”

CC Concurrent Connections — Este parametro indica quantas conex&es/sessdes TCP
simultaneas o sistema consegue sustentar. No teste de Concurrent Connections a
conexdo TCP é estabelecida com o “triple handshake”, mas ndo é encerrada por um
periodo programavel, ao final do teste todas as conexdes estabelecidas devem ser
encerradas.
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Throughput E a quantidade de bits por Segundo recebidos, que passaram pelo sistema sob
teste.
Tuneis VPN Quantidade de tuneis VPN IPSec estabelecidos com trafegando

7. AMBIENTE DE TESTE

Para execucdo dos testes sera utilizado uma estrutura de ambiente em formato
"Three-Homed", composta por uma LAN (local Area Network), WAN ( Wide Area Neywork) e
DMZ ( Demilitarized Zone), aplicando esta para todos os modelos de equipamento.

Serdo criados objetos de demonstracao de teste tais como: Regras de Firewall, enderecos de
nds de rede, NAT/PAT, IPS/IDS, controle de aplica¢do, antivirus/anti-spyware, DLP, VPN Ipsec,

Filtro URL e QoS, e geracao de Logs dos registros de eventos.

Adocdo de nomenclatura e a quantidades de objetos seguiram um padrao de script base em
todos os testes da seguinte maneira:

Objeto Descricao Quantidade \
Address/IP Range Servidor_X 1-128
VIP VIP_IP 1-100
IPS Default 1 (4000 Assinaturas)

Regras de firewall

N/A

1-128
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8. RELATORIO FINAL

Ao final da execucgdo do caderno de teste da prova de conceito, conforme item 10 do anexo | -
Termo de Referéncia, apresentamos o relatério final com todas as evidéncias:

8.1. QUANTO AO DESEMPENHO
Todos os equipamentos NGFW Firewall appliance dos Tipo 1,2 e 3 submetidos nesta prova de

conceito foram testados com todas as funcionalidades ativas, tais como: IPS, Antivirus e
Anti-spyware ativados em cardter simultaneo, para ser aferida a capacidade de throughput.

Item 1.6 - CARACTERISTICAS ESPECIFICAS PARA OS 4 (QUATROS) APPLIANCES
QUE COMPORAO O CLUSTER DO SITE PRINCIPAL E DO SITE BACKUP:

Site Backup

Os equipamentos que comporao o cluster do Site Backup (Firewall Appliance Tipo

2) deverdo possuir um throughput minimo de 2 (dois) Gbps para as

Item de Teste | funcionalidades de firewall com controle de aplicagdo habilitado e throughput
-1.6.1.1 minimo de 1 (um) Gbps para controle de aplicativos, IPS, antivirus e anti-

spyware habilitados e atuantes simultaneamente para todas as assinaturas que

o fabricante possuir;

Objetivo do Aferir os indices de throughput com as features solicitadas
Teste

Configuragdo | Foram configurados sensores de IPS, APP control e Antivirus com as
do Teste configuragdes de base e assinaturas default:

-Sensor de IPS : todas as assinaturas disponiveis no dia do teste.

-Sensor de AV : habilitado a monitoracao de todos os protocolos.

-Sensor de APP control: habilitado com todas as categorias de aplicacdes
disponiveis no dia do teste.

Os sensores foram habilitados em todas as regras onde o trafego foi gerado.

O gerador de trafego (spirent) foi configurado com os parametros de trafego ja
descritos nesse caderno de testes.

Procedimento | O trafego é gerado a partir do Spirent, e pode ser observado que os nimeros
do Teste solicitados neste edital foram alcangados no equipamento FGT 600C

Evidéncias - Teste com APPControl habilitado.
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F
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System O CreatsNew g Edt

Your changes have been saved.
Router

. ~ port10 (vlan2s) - port 11 (vlan29) (1)
17 Eall all 3 always A ¥ ACCEPT Edefault
b port11 (vlan29) - port8 (vian20) (1)
 port12 (vland1) - port15 (vland2) (1)
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| svstem  Create New g Edit 1 Delete
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“1Pve o
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Regras de firewall.




PREGAO ELETRONICO N° 04/2015

Revisao:
03

(NCT

CADERNO DE TESTES TECNICO

Pagina:
12/126

- Spirent

ormectons .. Connactens .. | Netvierk

e,

Sce el
Zonnections per second - Clien 15
laajeii Network traffic
1900.000
180,000
W 1700000
=00 [ 160,000
150,000
a0 140,000
130,000
o _ 1200 v
! E t1onae0
F 5 1000000
3 500 5 oono00
£ so00m0
Z o000
H- 000,000 { | F5Naume iyt
: oo |
5o aao,00 {[[
| 3a0,000 [
0o 200,000 ||
“ 100,000
o
P 000100 000ZOD 000300 000400 0DGS00  00OBOD  OO7O0  0ODEOO
woo0  of|< 5
~— Sum of incoming| 635,759
~  Attempted| 533 —  Sum of outgoing| 1,202,531
- 50 Total| 183,070

S Wizards + [ Summary... | Manage Ta

# Uses Defaults Manage.

Xl
30,00000% 2
Frame Length =3
Load Loadumt | Freme mxosbion || 3
s s s :
300 Mbps M uopfRTP
o
1 Mbps Fixed qg
» Mo M UDPIRTP :
20 Mbps Mo UDP/RTP b
>
7 x
1RxRate | Change Result View ~ )

Aggregate Port L1 Rx Rate

Fatimated server nroc fime) 3.9572

w il Fortiview
=88 Netrork
* Interfaces
* WAH Link Load Balani
“DNS
* DNS Servars
* Packet Capture

& Config
¥ & Admin

[ Certificates
& 58 Monitar

€)@ nups

192.168.163.

*RTINET

Py
b wab Filter

& Application Control
J tntrusion Protaction

s Data Leak Pravention

# B Advanced

> vioget o

} Dasvemars

Datach /£ X

i cPU Usege:

6 vemor

Usags:

Disk Usaget

[ tos Rate
(5] ==

88/inde

Name

Comments

Tnspection Mode

Datact Viruses.

® ok
O monitor

Sensor de AV

[Bean fles and Block viruses.

@ Flowbasad O

Praxy

® Block O Monitor

Datact Connactions to Botnat C&C Sarvars

Send Files to Fortisandbox Appliance for Inspection

= Temperature:

B couer status:
Y Fonstates

Disk: 26 logs/s=c
FortiAnalyzer: 25 logs/sec

Total Sessions: 8088
New Sessions per Second; 1612

Total 2 powsr suppliss.
ps2 stat et viorking prapsry

Total 3 fans.
PSZ Fan 1 is not working properly
PS2 Fan 2 is not working praperly

% Reboot (@ Shurdown

Equipamento alcangando throughput solicitado.

Jcetaute . [ENTNE]




Revisao:

PREGAO ELETRONICO N° 04/2015 03

Pagina:
13/126

CADERNO DE TESTES TECNICO

System

Security Profiles

ps://192.168.169.88/inde: @ | Q Pesquisar

TINET | FortiGate 600C

TINET | FortiGate 600C

care 175 Sensor T -

s default [View 1PS Signatures]

Comments [Prevent critical sttacks.

Pattern Based Signatures and Filters
% Antivinus
b web Filter QGcyztien 1, £
@ Application Control C severiy taaet [ n0s 1 vAction " Packetlogging [ MatchedSignatres _________[0]
28Ga1Disp_album SQLInjection
- r— - o & o s ® 2wire Wirelass Rourer XSRF Password Reset
SN cvanced [show all 9593]
Rate Based Signatures
L bl Swnatwe ] Threchold | Duration (seconds) [ Track By | Action | __Block Duration (minutes) ]
ApacheHTTRServerbos 200 1 any Black o
Digium Astarisk File.DescriptorDes 0 1 any Block o
Digium Astarisk 1AX2.Call Number, 275 1 any Black o
[ DetNetNuk ling. Oracle.Attack 1000 5 Any Block a
200 10 ;n, Black o
10 2 e Black o
200 = Black o
o 10 Any Block o
1000 10 Any slack o
200 10 o Black "
MS.Active.DirectoryLDAPPacket Handiing.DoS 100 : any Block o
MS.OWA Brute Forca is : = Black o
ven M RDP.Cannsction Brut 200 10 Any Block o
User & Device iy SecurityFeatu s 2 Any Block o
\WiFi & Switch Controller MSMindo T K 35 1 Any Block o
Log & Report 5. SMB ServerNTLM, Authentication Bypass 1000 1 Any Elack o v
Sensor de IPS
€ @ hitps://192.168.169.88/index @ Q Pesquisar 8 =

< 16us Dos
- Multicast
* proxy Options
 SSL/55H Inspection
5 Objecs

88 monitor

5//192.168.169.88/index @ Q Pesquisar

= T =
" npphcntion controt | 75 [0

~ port10 (vian28) - port11 (vlan29) {1) =

137 all al 3 ahways AL 7 AccepT B default Edefault default

» port11 (vian29) - ports (vian30) (1)
¥ port13 (viand1) - port15 (vian42) (1)

138 =all al S default Edefault default

3 alviavs ¥ AcCEPT

 port16 (viand3) - port15 (vians2) (1)

130 Galt Gl 3 always B default Edefault default

+ port1s (viands) - port19 (vian4s) (1)

140 @l @l Emdefault Edefault default

3 ahways

» part2 (LAN-VLAN-10) - port3 (GERENCIA-INTERNET) (1)
w port2 (LAN-VLAN-10) - port4 (Spirent-DMZ_VLAN20) (50)

* Broxy Options

Security Profiles.
ven

- Spirent

G Create New @ Edit ¥ Delet= (@ Section Vien () Glabal View
Schedie *orvice ~ Appication Contro—| 105 o]
P = @ Sy S——— g
120 Eall Eall 3 alwavs TALK @ DENY
1m Eall =all 3 alwavs 2 TIMESTAMP @ DEny
122 1l 1= all 3 alwavs Quuce @ oEny
123 Eall Eall 3 always @ vooLive @ oeny
PP @t —— Gosmr
125 Eall Eall 3 always @svsLoG @ DENY
o0 | (ma e s S o
= | m @ e S Py
= | s i YT =7 o
i | mm @ = P i Emm— i
» port2 (LAN-VLAN-10) - VPN-25-TUNNEIS (26)
» port22 (VPN_B_Interna) - VPN_B_VPN_A (2)
» port4 (Spirent-DMZ_VLAN2D) - port2 (LAN-VLAN-10) (34)
Hs e
» port? - pork3 (CERENCIA-INTERNET) (5)
w port8 (vlan30) - port11 (vlan29) (1)
» sslroot (SSL VPN interface) - port7 (2)

Reg?as de firewall




PREGAO ELETRONICO N° 04/2015 Re‘(’)‘gaOS
r - Pagina:
e CADERNO DE TESTES TECNICO
14/126
e T (E=T e Load BMDML:MN( e -
Zonnections per second - Client] | @, @, | @ |3, [

|54 2 upee
laajaj | Network traffic EiLs
1 Mbgs Fixed
2 Mbos MK UDP/RTP

0 Mbps [ UDP/RTP

{"""’"‘v""""""-"" ]

5 x
and Counters > Aggregate Port L1 Rx Rate | Change Result View ~ )

1,800,000

1,700,000
| 1,800,000
! v 1,500,000

z ey
sa0uanbag puewior) | saiado g pasodx]

s “’ 1,400,000

1,300,000

s e o Vo e Vs o

Aggregate Port L1 Rx Rate

e 000100 00200 00000 000400 ODOS00  QOOSO0  0DO7OD  0G0R00
oooton of | < >

¥
| —  Sum of incoming| 532,024
= Attempted| 5 —  Sum of outgoing| 1,153,777
= Established| %6 Total| 1,721,801

Fetimated

[Commarapram

® &« = @ @ W B ror

24/11/2015

Comentario Todas as configuragGes tanto do FGT 600C como do Spirent foram
apresentadas/explicadas a todos os presentes na sala de homologacdo.
Maiores detalhes sobre o relatério de trafego gerado pelo spirent, podem ser
encontrados no CD anexo a este caderno.

Assinatura Assinatura NCT

do Cliente

Site principal

Item de Teste

Os equipamentos que comporado o cluster do Site Principal (Firewall Appliance
Tipo 1) deverdo possuir um throughput minimo de 4 (quatro) Gbps para as
funcionalidades de firewall com controle de aplicacdo habilitado e throughput

-1.6.1.2 minimo de 2 (dois) Gbps para controle de aplicativos, IPS, antivirus e anti-

spyware habilitados e atuantes simultaneamente para todas as assinaturas que
o fabricante possuir;

Objetivo do Aferir os indices de throughput das features solicitadas

Teste

Configuragdo | Foram configurados sensores de IPS, APP control e Antivirus com as

do Teste configuracdes de base e assinaturas default:
-Sensor de IPS :todas as assinaturas disponiveis no dia do teste.
-Sensor de AV : habilitado a monitoragao de todos os protocolos.
-Sensor de APP control : habilitado com todas as categorias de aplica¢des
disponiveis no dia do teste.
Os sensores foram habilitados em todas as regras onde o trafego foi gerado.
O spirent foi configurado com os parametros de trafego ja descritos nesse
caderno de testes.

Procedimento | O trafego é gerado a partir de Spirent e pode ser observado que os nimeros
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do Teste

solicitados neste edital foram alcangados no equipamento FGT 800C

Evidéncias

- 800C com APPControl

+//192.168.169.87inde:

TINET
Dashboard
w il Fortiview o
& 8 Netvork
* Intarfaces & verov o
* WAN Link Load Balanci| | Usage:
“ons
& Disk Usage:
* DNS Servers = o - o
* Explicit Proxy
o Disk: 193 logs/sec
* Packet Capture (] oo nate: Fortanalyzar: 153 logs/ssc
Sontd = Total 5 34426
b Acmin & o Nev Sessions par Second; 6229
5 Certificatas
& & Monitor
#— Temperature: — " + System Informa y i
S —— <
J Povarstatus:  Total 1 power supply. Allworking properly
$f Fanstatusi 7ot 5 fans. Al verking praperly
32 Reboor @ Shutdown
* Unit Operation s ox

Equipamento alcangcando throughput solicitado.

€)a <://192.168.169.87/inde e

RTINET | FortiGate 800C

e
Router ey = [View Application Signatures]
Policy & Objects
=
Security Profiles
% Antvirus Categories
& sotnat @ Genersl.intarest & socialmedia & web.others
3 & susiness & mobite & storage.Backup & ANl Other known
Intrusion Protection Applications
2 & Cloud.T & Netvork Sarvies @ update
@ED Advanced & All Other Unknown
@ collaboration @ o @ video/Audio Appiications
@ email & proxy & vorp
@ came & RemoteAccess & Industrial
Application Overrides
] 2 Add Signatures
Category. Action
Nomatching entries found.
Options
T Deep Inspaction of Cloud Applications
@ Allow and Log DNS Traffic
@ g oplacement Messages for HTTP-based Applications
Apply.
€ 8 nhttps//192.168.169.87/indlex e \ Pesquisar =

ATINET | FortiGate 800C

e —
T R R R T

CresteNew  J ]

T Destination T Schedule VSaewet < Action
» ot 704 -wanz (2 1)
w port10- port1l (2-2)

2 all al 3 always TAw 7 AccEpT Edefault
+ port13 - port13 (3- 3

* Proxy Options 3 al Eal 3 alwavs aALL v AccepT Edefault
_SSL/SSH Inspaction P TTTET T mCe,
® £ Objects
B @l al 3 always ZALL v AccEPT Edefault

8 Monitor
v port18 - port19 (5- 3

5 Eall Eal 3 always aAL ¥ ACCERT Edefauit
~ port2 - porté (6-6)

6 @al @al 3 always aAL v AGCEPT Edefault
v ports -port11 (7-7)

7 al al 2 always 2AL v AGcEPT Edefault

Regras de firewall

- Spirent
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£ Run-Time Statistics - o x

atistics View Help

e Warmory Pool . Comacbors —. Cornacions »~ IR I Wizards + 3, Summary. Manage Tags... | & User Defaults Manager.

X[
g 2
H H
2 (=} Network traffic - Client/Network -3
o o 3
Jee e i 4
Network traffic ]
i v Gateway o Tpus Gatewsy Mac | Respondto || §
3,750,000 liress 1Py Ciakeway Mac Resolve State ing 3
300,000 a0:09:07:09:00:08 Resolved O :
S, 00:09:0F:09:00:0C Resolved (=] £
T 00:09:0F:08:00:10 Resolved O =
00:09:0F:09:00:10 Resolved [m] 8
2750000
2500000
£ 225000
- >
£ 200000
£ 1m0 a
2
1,500,000 2 x
1,250,000 i \rt L1 Rx Rate | Change Result View = &) I )
| -egate Port L1 Rx Rate
ag00a ||/
250000 ||
o
0000 000200 000300 COGAM 00300 O0O30D  0ODTOD  0DOSO0
< >
- 00:02:00
——  Sum of incoming| 1,786,252 v
—  Sum of outgoing| 1,954,386
Total 3,740,633
| EL
| Estimated server proc time| 2.5528
S @ @ ~euweBrr
o 23/11/2015

€ | @ | https;//192.168.169.87 index

D wisot @ Destiboat

+ System Resources s ox Detach / X

= @ Dashboard

il Forvviaw CPU Usager .
= 8% Network
e G vero -
* WAN Link Load Balancil Usage:
e & omcumes W i o - e
e 8 B eonmer Do

¥ Config =
¥ Admin [€]
) Cartficates

Total Sessions: 18968
Hiew Sessions par Second: 3373

1

Temperature: g ¥ System Informat

Qe Pover status:  Total 1 pover supply. All working proparly

df FanStstusi Totsl 3 fans. All working properly

¥ Reboor (@) shutdown

) )
Equipamento alcancando throughput solicitado.

€ ) @& nitpsi//192.168.169.87/inde e

pad
iii g
(<}
-
ES
[[]

FE3ATINET | FortiGate 800C = W I

Edit AntiVirus Profile default [N E)

s default

Comments [Scan files and block viruses.

Inspaction Made @ Flowbased O Proxy
Detect Viruses @ Block O Menitor

& [T

B Wb Filtzr

Sand Files to FortiSandbox Cloud for Inspaction (Requirss FortiCloud sccount)

® Suspicious File= Only

© Al supported Files

Intrusion Protaction

7

£ Advanced
Detect Connections to Botnet C&C Servers
ores
© Monitor

Apply.

Sensor de AV
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Name default [View 1PS Signatures]
Poficy & Objects

Cemments [Prevent critical attacks.

Security Profiles
Pattern Based Signatures and Fiters
4 Antivirus

3 CrastaNen
% web Fier 2 2 |
R T packat ogpey T ol
oy PV ——
: 3Cam 3COaAmon P8 Sarver Buffr Overan
SED Advancad Medium, High,Crsical Al A ) ouaule >

[show all 8663]

Rate Based Signatures

e Samue | ihreshoid | Duauon(seconds) | irackby | Acton | blodcburaton (minutes) |

ven

User & Device

WIFi & Switch Contraller

Log & Report

Sensor de IPS

€ | @ | hiips;//192.168.169.87/inde @ wBe 9 ¥ a =
FEIRTINET | FortiGate 800C D »«\ o B

System Crestaiaw g Edit 3 Delte (@ Section View (5 Global View —
Router [seax T v source ] = Destinabion [~ scheduie [ vservice 1 —Action 1 ~av 1 = Apphcstioncontral _______~irs o]

» fgt 70d -wan2 (1-1)
v port10 - porti1 (2-2)

Eal always Edefault £ defauilt defauit

- port1s (3-3)

“ proxy Options sl

- port1s (4-4)

3 ahwavs  AecepT EBdefault B defauit default

- SSL/SSH Inspaction
£ Objects
& 8 Monitor

3 atways

« AccepT default

- port10 (5-5)

Eal alwavs ¥ ACCERT

ETHdefault 3 default default

 port2 - port4 (6-6)
e

sl sl 2ALL

3 always « AccepT Edefault B defauit default

v ports - porti1 (7-7)

1 N O S T 7 I S 7 S = S

» wan2 -want (8 -8

Regras de firewall

- Spirent

|2 Run-Time Statistics
Statistics View Help

Responsa Tim... Received que... Memory Pool ... Connectons ... Connections ... | Network traf

= 3 7 Perspective + | [lF] Sequencer | ] Reporter
H %
3 |2 |2 Network traffic - Client/Netwark |2 Edit Links... T Edit Interface... &
i £ Clear Actions
2 Networlk traffic - &l
= 2,750,000
l1Pv4 Defeult 1Pvd Gateway | Resolve Py Gateway
2,500,000 |Gateway Modifier
17223102 Step = 0.0.0.0
2250000
i7221102 Step = 0.0.0.0
2000000 7234101 Step = 0.0.0.0
7235.10.1 Step = 0.0.0.0
1750,000
& 1em0000 ”
2 120000 o4
* 2 x
000,000 {| Jf
Aggregate Port L1 Rx Rate | Change Result View = 53
780,000
500,000 :gate Port L1 Rx Rate
250,000
o

000100 000200 000300 000400 0DOSO0  000S00 000700  OOOB00 o

>

000500
Sum of incoming| 1,125, 154 ¥

—  Sum of outgoing| 1,423,359
Total| 2,551,513

Fefimated carver nroc Hime| 0.9523 o

seauenbe g puswo | seedi pasode | w

Comentario

Todas as configuragdes tanto do FGT 800C como do Spirent foram
apresentadas/explicadas a todos os presentes na sala de homologac&o.
Maiores detalhes sobre o relatério de trafego gerado pelo spirent, podem ser




(NCT

PREGAO ELETRONICO N° 04/2015 Re‘ggé@
B Pagina:

CADERNO DE TESTES TECNICO
18/126

encontrados no CD anexo a este caderno.

Assinatura
do Cliente

Assinatura NCT

Item de Teste -

Identificar e controlar o acesso dos usuarios as aplicacées utilizando: endereco
IP, LDAP, Microsoft Active Directory, RADIUS, Kerberos, eDirectory. Os
esquemas de autenticacdo deverdo ser suportados pelos mdédulos de firewall
(incluindo o controle de aplicacdes, DLP, filtros de contetdo, IPS, antivirus,

1.6.1.21 anti-spyware, QoS, roteamento baseado em politicas PBF ou PBR) e VPN.

Devera também possuir uma base de dados local para permitir a autenticacdo
de usudrios sem a necessidade de um dispositivo externo;

Objetivo do Demonstrar funcionalidades solicitadas

Teste

Configuragao Configurado os tipos de controle de autenticagdo as aplicagdes utilizando os

do Teste métodos solicitados , e configurar em regra de firewall.

Procedimento | Validar autentica¢do do usuario a aplicagdo

do Teste

Evidéncias

€ ) & | nttpsi//192.168.169.87/inde: <] Pesquisar

ZRATINET | FortiGate 800C

* Multicast service =Ta
* Proxy Options Action e

Firewall / Network Options

= &5 Objects
3 «® AT

® Use Outgoing Intarface Address [ Fixed Port
O uza Dynamie 19 Pocl Click to 264

Security Profiles

Antivirus default

@& Monito Web Filter i

Regra de firewall com aplicacdao

€ a 192.168.169.57 c 2 "B 9+ =

FZERTINET

System Crests New

Rauter

Policy & Objects

Security Profiles usER_ 3

# 5 Monito

Base local de usuarios
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@ Q pesquisar w B + A =

Cat poiicy
Incoming Interface VoN parceiros e
| source address 8 VPN _parcaires_range BL)
Source User(s) Ve e
Source Dvics Type Clcko ace. -
“1pve
Outgoing Tnterface pomia B
i Destination Addr
i estination Addrass @ Je
sbo Schedula 3 by -
< 1pu6 Dos Servica @ AL B
*Mulkcast Aion + AccerT -
~prosy Options
oot nepecion: | Pl Nakierk Ot
&8 Opjects «® ur
- Addrasses ® Use Gutgoing Intarfaca Address [] Fixed Port
* Services © use Dynamic 17 pool Glickx:
+ schedules
* Traffic Shapers Seemily Profles
= Virtual IPs @D Antivirus default - &
1P pools D b ke aotaus BF
&8 Monitor @D Appiication Control default -la
«» s aeauic BF
@ DLP Sensor default - &
o vor? it s
Prosy Options deauls BF
£ SSU/SSH Inspaction conifcate-inspaction L]
Security Profiles
Traffic Shaping
ven
@ Shared Shaper ‘guarantee-100kbps vl &
User & Device
Reverse shaper a
€ @ hitps//192.168.169.87/indlex @ Qpesquisar gl =} ¥ A=

FEZEATINET | FortiGate 800C

®

p— New LDAP Server
Reutar o,
Policy & Objects Sarvar IP/liame
Security Profiles. Server port 289
ven Common Name Idantifier (cn
User & Device Distinguishad Name
=43 Usar Sk
e Bind Typs @ simple O Anonymous O Regular
R [Securs Connaction
* Guast Management Tt
) Device
©Q Authentication oK ol
+ RADIUS Servars
- sattings
D FortiTokans
FortiCliant Profiles
& Monitor
€ @ nitpsy/192.168.169.87/inde; ¢ Q Pesquisar w B8 + #
FE3RTINET | FortiGate 800C
System
Router o i
Robicrfuiiesiy {| Primary Server 1P/Name |
sl Primary Server Secret
MES; Secondary Server IP/Name
s Secondary Server Secret
3 User Authentiestion Msthod @ Defaulk () Specify
b WS/ Called Station 10 [ |
- User Groups o
et amant || tnelude I every Usar Group [
& Device
=) Authentication g C )
+ single Sign-0n
- LDAP Sewvers
- sattings
0 FertTokans
% FortiClient Profiles
w58 Monitor

@ | Q Ppesquisar w8 + &

System. New Single Sign-On Server

Tvpe @Poll Active Diractory Server ()Fortinet Single-Sign-On Agent () RADIUS Single-Sign-On Agent

ety prfier —

ven

Passvord

User & Device LDAP Server Click o zet. B

& & User Enable poling

* Usar Definition
* Usar Groups ox Cancel
* Guest Management

¥ & Devica

Smg\e Sign-0n

TI5AF Servars
* RADIUS Servers
* Sattings

3 FortiTokens
FortiClisnt Profiles

@8 Monitor

O acesso a microsoft active directory e eDirectory é realizado com a
configuracdo de "single sign-on"
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€ @ hitps//192.168.169.87/indlex @ Q pesquisar wEe 9 % A =

FE&ERTINET | FortiGate 800C s W 0 &

[] 5nd Files to FortSandbox Cloud for Inspection (Requires ForiCloud account)
Datact Connactions to Botnst CAC Sarvars

@ slock

O Monitor

€ a 192.168.169.87/indl c

FiJATINET | FortiGate 800C B B 0 B

e rrr———REe st L ke o]
3

€ @ | ht1ps//192.168.169.85 ¢ Q pesquisar w A + & =

)

Help.

FortiAuthenticator Loggedn as admin

8> I F:i:RTINET

Logout

Edit Portal Services Settings

Authentication

Fortinet SSO Methods
2 ss0 Il
1+ General o5 login for S50 [mport

B Portal services
Principal

[ Enabi e Senvice

« Fine-grained Controls

= 880 Users
= 580 Groups

+« Domain Controllers
« RADIUS Accounting
« Syslog Sources

oK. | |rCancel

Comentario

Assinatura

do Cliente

Assinatura NCT

Item de Teste -

As funcionalidades de SSL decryption, VPN IPSec e SSL, controle de
aplicagGes, QoS e roteamento dindmico devem operar em carater
permanente, podendo ser utilizadas por tempo indeterminado, mesmo

1.6.1.22 que ndo subsista o direito de receber atualizacdes ou que ni3o haja
contrato de garantia de software com o fabricante em vigéncia.
Objetivo do Conforme proposta comercial
Teste

Configuragdo do
Teste

Demonstrar as funcionalidades solicitadas presentes nos equipamentos

Procedimento
do Teste

Os Fortigates ndo necessitam de licencas para que os modulos de " SSL
decryption, VPN IPSec e SSL, controle de aplicagbes, QoS e roteamento
dindmico "

Evidéncias
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Email Filtering Licensed (Expires 2016-11-11) [
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Router |SSL-VPN Package Information
Policy & Objects SSL-VPN Package Version 40,2300 (Updated 2015-11-26) [Update]
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Q Pesquisar
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Emrr Antivinus Licensed (Expires 2015-12-15) @(2015-11-26)
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Comentario

Assinatura
do Cliente

Assinatura NCT
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CONTROLE POR POLITICA DE FIREWALL

Item de Teste -

Controle de politicas por aplica¢des, grupos estaticos de aplicagdes, grupos

1.6.2.2 dindmicos de aplicagcdes (baseados em caracteristicas e comportamento) e
categorias de aplicacdes;
Objetivo do Demonstrar funcionalidade solicitada
Teste
Configuragao Configurado profiles de app control conforme os grupos solicitados e ativado
do Teste em regra de firewall.
Procedimento Demonstrar que é possivel a criagdo de diferentes configuragdes de sensores
do Teste visando a protegao das apgicacgdes.
Evidéncias
€ 9 @ hipsy/192.168.169.83/inde: c Pesquisar A 9 3 Ah
FEIRTINET | FortiGate 600C
Policy & Objects. [Foms
@ Al Oth,
. e e
i ngnns
Possibilidade de criagao de diversos sensores com diferentes configuragdes
€ @ hiips//192.168.169.83/inde c
FE3ERTINET | FortiGate 600C
@D ss1/ssH tnspection s @
Aplicacdo de sensor em regra de firewall.
Comentdrio
Assinatura Assinatura NCT

do Cliente

CONTROLE DE APLICAGOES
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Item de Teste
-1.6.3.1.1

Deve ser possivel liberar e bloquear aplicacdes sem a necessidade de liberar
portas e/ou protocolos;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao | Configurado um profile de APP control especificando as aplica¢des tais como

do Teste Youtube assim como a categoria P2P, em uma regra de firewall onde um usuarios
cujo o gateway de saida de internet é o Fortigate.

Procedimento | Usudrio no IP 10.60.70.222 acessou o Youtube e ndo efetivar o acesso apos a

do Teste configuragao do perfil de aplicagdao bloqueando o youtube assim como a
aplicacao Utorrent.

Evidéncias Configurado uma regra de firewall sem especificacdo de porta, apenas

habilitando o perfil de seguranca de controle de aplicacao neste caso o default:

s C' | B batrss://192.168.169.87/index [
= n
ams 3 i D ladt
FERTINET | FortiGate 800C e
Bl ot
System
Router ncoming Interface portz o
Policy & Objects ource Address @ all -~
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* Proxy Options
¥ o) Destination Address @ al BE+)
= SSL/SSH Inspection
B Schedule 3 always -
& monitor Service B AL -1
Action + ACCEPT -
Firewall / Network Options
@ NAT
® Use Outgoing Interface Address Fixed Port
Use Dynamic IP Pool Click to 2dd
Security Profiles
et AntiVirus default a
. =
"
TR I @D Application Control default & 1
— O efault =
i S5L/SSH Inspection g &
T «» certificate-inspection a
WiFi & Switch Controller Traffic Shaping
_or¢ ) Shared Shaper guarantee-100kbps a -

Configurado o perfil default liberando o youtube e todos os demais categorias:

&« C' | ( bw#ps://192.168.169.87/index

FortiGate 800C B e 0

=] © =

[View Application Signatures]

FEERTINET

System Edit Application Sensor

Router
ame default

Policy & Objects || comments

Monitor all applications. PECEE
Security Profiles
y— Categories
W Web Filter [ Botnet & General.Interest & social Media [ web.Others
& Business (=] Mobile & storage.Backup @ Al Other known Applications
j? L S & doudIT [ Network.Service [ update @ Al other Unknown
[ advanced Applications
[ Collaboration = p2p B video/Audio
& email & proxy & voIp
{ & Game (@] Remote.Access & mdustrial
Application Overrides
b € Add Signatures
Aopication signaare ooy | haon |
No matching entries found
Options

2FE peep Inspection of Cloud Applications

von @ ailow and Log DNS Traffic
|| @I geplacement Messages for HTTP-based Applications
User & Device

WiFi & Switch Controller
. Apply

Em seguida selecionado as aplicagdes correspondente ao youtube para habilitar o
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bloqueio apenas para estes:

Signatures
[ youtulf
I =~ B T BT R e

it YouTube video/Audio Browser-Based etk Lok g

‘Youtuhe Downloader.YTD Video/Audio Client-Server Pl g e [E==EE
""-“ YouTube Channel.Access Video/Audio Browser-Based Eig gl [E=E
i YouTube_Comment.Posting video/Audio Browser-Based oy )
% YouTube_HD.Streaming Video /Audio Browser-Based iy [EEEEs]
{# YouTube_Search.Safety.Mode.Off Video fAudio Browser-Based LTy EEEEE
% YouTube_Search.Video Video / Audio Browser-Based [dig i ]
b YouTube_Video.Access video / Audio Browser-Based [t drduraukd ]
YouTuhe Video.Embedded Video/Audio Browser-Based Ed g iraead [E=EE
""-“YouTuhe Video.Play Video /Audio Browser-Based g gy [EE==EE]
{#% YouTube_Video.Upload Video/Audio Browser-Based [ g g [E==ms]

Selecionado o bloqueio de P2P tais como aplicacdes Bitorrent, que tem tambem
instalado na maquina do cliente:

Signatures
|Q torrent

I N R R TR
@ Arctic.Torrent P2P Peer-to-Peer

3 BitTorrent P2pP Peer-to-Peer {}{,} [EEEEF]
3 BitTorrent.Sync P2P Peer-to-Peer ey [EmEEF]
B crorrent P2pP Peer-ta-Peer k] [EEEER
[E| ExtraTorrent P2P Peer-to-Peer s
[8 63-Torrent P2P Peer-to-Peer g [EEEER
{3 HTTP.Torrent P2P Browser-Based Lird i kg ]
| Pirate.Bay.Torrent P2P Browser-Based Lirgded ks [Cerre]
X Torrentspy P2P Peer-to-Peer bid
i Torrentz P2P Browser-Based Oy [EEEwE

Perfil de controle de aplicagdo pronto com aplicacdes de youtube assim como
toda a categoria P2P bloqueada:

= (| Edit Application Sensor
| Name default [View Application Signatures]
cy & Objects. Comments Monitor all applications. A 230255
.
Categories
| e & Botnet [&] General.Interest & sodlal.Media [ web.others
; & Business & Mobile [& storage.Backup @ Al other Known Applications
] Intrusion Protection & Coud.IT S Network.Service & Update @ Al Other Unknown
b Advanced & Collaboration b @ video/Audio
& email &l proxy = vorp
& Game & Remote.Access = 1ndustrial
Application Overrides
© Add Signatures
T T R R R
. =
# Youtube.Downloader.YTD Video/Audio &l Block
*i% YouTube_HD.Streaming Video/Audio &l Block
“ts% YouTube_Search.Video Video/Audio &l Block
+das YouTube_Video.Access Video/Audio &l Block
raDevice | -4 YouTube_uideo.play Video/Audio & slock
i & Switch Controller l
& Report

Em seguida a tela de tentativa de um acesso de um usuario que passa pelo
Firewall na regra de acesso a qual contem o bloqueio do youtube:
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ak [ Jhttpsi//www.youtube.com/} L-c ‘5:5Fomﬂate-PGDF-nZ 41} FortiGate - PGDF-BACKUP-01 | B This page can't be displayed ‘ ‘

This page can't be displayed

+ Look for the page with your search engine

+ Refresh the page in a few minutes.

Fix connection problems

No Log a tela de bloqueio da aplicacdo do youtube assim como alguns logs de
BiTorrent que também foi bloqueado no perfil:

do Cliente

Rautes

Pelicy  Cbjects
13 Baltament

securiy Profies HTTP SRIAWSER

VPN 13 Bithament o

st s Diewice HTTP BEDWSER

8 13 Elament Bk
Wi & Simitch Controbies
4 TR BROWSLER

-5 L* 5 Lig § B TP BROWSER_[E Bl L E
BHTPERWSER D pw B IE
13 B Tered
8 HTTE BN R I [ IE
B HTTRBROWSER [ pést v IE
8 HTTP BECAWSER_IE [ I
B HTTP R0

iy 15 1687038 13 Bt Taerent Mok B
W 00 |0 b [ ok 5150
Comentario
Assinatura Assinatura NCT

Item de Teste

Reconhecer, no minimo, 1.500 (um mil e quinhentas) aplica¢des diferentes,
incluindo, mas ndo limitado: trafego relacionado a peer-to-peer, redes
sociais, acesso remoto, atualiza¢cGes de software, protocolos de rede, VOIP,

do Teste

-1.6.3.1.2 . , . . . R .

audio, video, proxies, mensageiros instantaneos, compartilhamento de
arquivos e e-mail;

Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragdo | Listar a relagdo de todas as aplica¢Oes a partir de um profile default.

do Teste

Procedimento
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Evidéncias

Tela do Firewall referente a parte de configuracdo de controle de aplicacdo
contendo todos as categorias conforme solitado

« C | {3 bps://192.168.169.87/index Tys| =
F&IRTINET | FortiGate 800C F\’ Ll'f')t
System Edit Application Sensor default Howe
Router

[View Application Signatures]

s default
Policy & Objects

|| Comments Monitor all applications. /| 25233

Categories
A5 Antivirus
» (& eotnet & General.Interest & sedial Media & web.Others
' & eusiness & Mobile & storage.Backup @ All Other Known Applications
S = doud.IT & Network.Service 50 Update @ All Other Unknown
[ advanced Applications
(& collaboration & rop & video/Audio
& email & proxy & vorp
& Game & Remote.Access & Industrial

Application Overrides

L3 @ Add Signatures

nopiation siamaure ooy cion

No matching entries found

Options

L% Deep Inspection of Cloud Applications
_ & Ljow and Log DNS Traffic
- @ Replacement Messages for HTTP-based Applications
User & Device

WiFi & Switch Controller
Apply

Log & Report.

Segue abaixo a tela contendo uma demonstra¢ao do "View Application
Signatures", o qual é possivel observar que ha mais de 2000 aplica¢Ges no
database divididos em 58 paginas:

Fi3RTINET | FortiGate 800C 0 b
Help  Logout
System @ createnew [
5]
i Tlocun Video/Audio Client-Server Retasiiad o)
| [ 1und1.mail Email Browser-Based R tati] o)
3 2ch Social.Media Browser-Based Tatetedy (]
& Antivirus % 2ch_Post Social.Media Browser-Based oty =
% Web Filter () 25afe Storage.Backup Browser-Based w [
& () 25afe_File.Download Storage.Backup Browser-Based E 4 (=
() Intrusion Protection () 25afe_File.Upload Storage.Backup Browser-Based w =)
@ Advanced 2shared_File.oownload Storage Backup Browser-Based el =
2shared_File.Upload Storage.Backup Browser-Based w e
3PC Network.Service Network-Protocol wtr [
4} 4shared Storage.Backup Browser-Based, Client-Server R ghgkyigid o)
4 ashared_File.Download Storage Backup Browser-Based, Client-Server et =
4} 4shared_File.Upload Storage.Backup Browser-Based, Client-Server ey E==3
4 async Storage.Backup Browser-Based, Client-Server iy o)
@ 4Sync_File.Upload Storage.Backup Browser-Based, Client-Server R4 [l
6 6cn_search.Music Video/Audio Browser-Based @ (EEm)
B stracks video/ Audio Browser-Based, Client-Server RAA RS e
B soa0 General.Interest Browser-Based, Client-Server ey [
!. 9PFs Network Service Network-Protocol wirdy [
24im Collaboration Client-Server R [creee)
von 51.Com_BBS Social.Media Browser-Based o ==
) 51.Com_Games Game Browser-Based Rxisgis (e
User & Device @) 51.Com_Mail Email Browser-Based i ()
WiFi & Switch Controller ) 51.com_music Video/ Audio Browser-Based P = .
Log & Report (i) (a1 / 58(p) (M| [ Total: 2869 1

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.3.14

Deve inspecionar o payload de pacote de dados com o objetivo de detectar
através de expressoes regulares e assinaturas de aplicagGes conhecidas pelo
fabricante, independente de porta e protocolo. A inspe¢do deve determinar
se uma aplicacdo estd utilizando a porta padrdo ou ndo, incluindo, mas ndo
limitado a: RDP na porta 80 ao invés de 389;
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Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragao | Foi utilizado um teste onde a porta padrdo do SSH foi alterada para demonstrar
do Teste gue mesmo em outra porta o equipamento consegue identificar corretamente a

aplicacao.

Procedimento | Usar o putty para logar na porta padrao e logar novamente apds a porta ter sido
do Teste alterada.

Evidéncias
- | B -

(¢ ]

425 FortiGate - PGDF-BACKUP-01 ‘ ‘ ok L
1 T r
: 2 o ; Far
FiZERTINET FortiGate 600C o e © 7
Wizard  Video Help Logout
System () || Aad Fitter
Router Log location: Disk HA C\uster FGGODC3912800461 v | iy
policy & Objects [# [o[pate/Time| _Source | estination |pestination ... |_Aopiication Name |Action Application
= ity Profil 21 15:02:32 10.69.70 192,168,169
ecuri rofiles g
_l—m—T
15:00:42  10.69.70.222 93.184.215.200 443 Microsoft.CDN pass
User & Device 24 15:00:42 10.69.70.222 93.184.215.200 443 - Microsoft.CDN pass
| WiFi & Switch Controller 25  15:00:42  10.69.70.222 93.184.215.200 443 HTTPS.BROWSER  pass =
26 15:00:42 10.65.70.222 93.184.215.200 443 HTTPS.BROWSER pass =
Log & Report | =
g ey 27 15:00:20  10.69.70.222 192.168.169.87 22 55H pass v
= Local Traffic Al 28 14:55:55  10.69.70.222 46.43.34.31 80 @ HTTP.BROWSER_IE pass
< >
Multicast Traffic S = P
T NIl
AR 916 | |M| [ Total: 45785
* Sniffer Traffic LY / IDICINs 1 [
] = 22 Action pass
-:l Event Log A
Qﬂ Security Log Application Category Network.Service Application Control List default
AnkVirgs Application ID 18080 Application Name SSH
Web Filter
lication Risk [E==rE) Date/Ti 15:01:38
bl Application Control Appication RIS fTime
-5 Report Destination 192.168.169.87 Destination Interface  port3
(% Log Config \ || Destination port 22 Event Type app-ctri-all 5
& Monitor PR

Log com porta padrdo

FortiGate - PGDF-02 42# FortiGate - PGDF-BACKUP-01 ‘ ‘

FortiGate 800C

Administrators Settings

560 Dashboard Central Management
L s Status [ {FortiManager () FortiCloud @ MNone
- lh Fortiview
-8B Network Administration Settings
5 Config HTTP port B Redirect to HTTPS
admin | wTes vt rE— S
Administrators | HTTPS Server Certificate Fortinet_CA SSLProxy
Admin Profiles Telnet Port 23
EETE (oot pon _]
g o1
~[E] certificates
@ Monitor Idle Timeout 480 (1-480 mins)
Router Allow multiple concurrent sessions for each administrator.

Porta padrao de SSH sendo alterada para 2222
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192.168.169.87 - PuTTY

_I:I-

ﬂ

Close window on exit:

e PUTTY Configuration
Category:
- 5§ssi-:|n Basic options for your PuTTY session
s L.nznglging Specify the destination you want to connect to
Tm}'é;arl:.aard Host Mame {or IP address) Port
 Ball 192.168.169.87 | [2222)
- Features C_n:-nnectin:nn type: ] ] ]
= Wiridow () Baw () Telnet () Rlogin (® 55H () Senal
ﬁppea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection |
i Default Settings | Load
=|- Connectian 300C 1
- Proogy
Rlogin
+- SSH
i Serial

() Mways ) MNever  ® Onlyon clean exit

About Open

| | Cancel
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192.168.169.87 - PuTTY - [ o[
Acessado pela porta 2222
] Administrator: Command Prompt =15
LISTENING
LISTENING
LISTENING
ESTABLISHED
TIME Ilﬂ'l'!'
HED
LIS 1ENLNG
LISTENING
Conexao estabelecida pela porta 2222
a https://192.168... O~ & Cmi...GH rtiGate - PGDF-02 ortiGate - PGDF-BACKUP-01 ‘ ‘
TINET | FortiGate 600C ¢ © : 5
System ¢ || Ada Finer
Router Disk HA Cluster| FG600C3912800461 V| |y
Policy & Objects Application Name
Security Profiles 192.158°108-27, A
2 133 10.65.70.222 200.160.0.10 53 DNS_Dynamic.Update pass
M, b | 15:03:50 10.69.70.222 208.91.114.28 443 HTTPS.BROWSER pass
User & Device - 10.69.70.222 192.16.58.8 80 ocsP pass
WiFi & Switch Controller 5 10.69.70.222 192.16.58.8 B0 HTTP.BROWSER pass
] 6 10.69.70.222 192.16.58.8 B0 HTTP.BROWSER pass
Log & Report E
7 10.69.70.222  192.16.58.8 80 HTTP.BROWSER pass v
-+ Local Traffic Al 8  15:03:48  10.69.70.222 208.91.114.28 443 HTTPS.BROWSER pass
Multicast Traffic “ = SO O e ),
Sniffer Traffic = !/ e ! | 7
-5 Event Log . a Action e A
B Security Log Application Category Nelwork. Service Application Control List default
AntiVirus Application ID 16060 Application Name SSH
Web Filter
i Application Risk ) Date/Time 15:07:19
-5 Report Destination 192.168.169.87 Destination Interface  port2
®[%% Log Config || pestination port 2222 Event Type app-ctri-all &
== Monitor Zo PR soona
-
Comentario
Assinatura Assinatura NCT

do Cliente
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Item de Teste

Para trafego criptografado SSL, deve de-criptografar pacotes a fim de
possibilitar a leitura de payload para checagem de assinaturas de aplica¢Oes

-1.6.3.17 conhecidas pelo fabricante;
Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste
Configuragdao | Configurado profile de APP control em adicional na regra de firewall habilitado o
do Teste SSL inspection, bloqueando neste caso o acesso do Skype via 443.
Procedimento | Executar um acesso seguro ao Skype verificar no Log o match no trafego das
do Teste aplicagdes bloqueando aplicagdo do usuario.
Evidéncias

Configurado uma regra de firewall especificando o perfil de controle de
aplicacdo default assim como o perfil de SSL/SSH inspection :

Systom

Incoming Interface part? (VLAN_70) -w
Source Address @ -9
Sourca User(s) Chek ta 3dd...
Source Device Type Chck to add...
i Outgeing Interface port3 (GERENCIA-INTERNET) -0
NATS4 :
Gestination Address @ -e
NaT46 i
Bl Schedule 3 abways
 1PVG Do Service Gan -
Puticast dica v accest
» proxy Options i i
e e Firewal ':Irelum options
% objects -
& 58 Horlter & Use Outgoing Interface address Fixed Port
Use Gynamic 17 Poal
Security Profiles.
antivinus
Vieb Fiter

Security Profiles
VPN,

User & Device
P SSLISSH Insoaction

O perfil inserido na regra correspondente ao default onde foi configurado o
bloqueio de toda a categoria "collaboration" a qual o Skype esta inserido:

Edit Application Sensor default MO & 5
Name default [View Application Signatures]

Comments Menitor all applications. 4 257233

Categories

[& Botnet [=] General.Interest & Social.Media [E web.Cthers
= Business = mobile & storage.Backup @ All other Known Applications
= el & Network Service & update @ All Gther Unknown
= Applications
& Collaboration = p2p & video/Audio
= Email & Proxy & vorp
[ & Game & Remote Access & mdustrial

Application Overrides

il Delete € Add Signatures

Options

SEE_ peep Inspection of Cloud Applications

@™ Allow and Log DNS Traffic
@ Replacement Messages for HTTP-based Applications

~ application Name + category

i FakeSkype.Botnet Botnet Client-Server

E{i Skype Collaboration Peer-to-Peer
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Apos a configuragdo de acesso o usudrio conectado na estacdo de teste que
passa pelo firewall no IP 10.69.70.222 tenta acessar o Skype, e 0 mesmo na
consegue efetivar o acesso:

SRYPE  LUNLEWS  LUNVErSD  LNdMud  VisUdiiZdl  FEIGTIENES  Ajutd

@ Juana Mele - Security A..  § 1,93 Lucas F. Souza
5 L -

o Skype for Business > Esta pessoa nio esté na sua lista de Contatos.

Q. Buscar

Lucas F. Souza ndo estd nos seus contatos, Adicionar aos contatos
* e
CONTATOS RECENTES Todas w

Solicitagées de contato pendentes
Lucas F. Souza

Hoje
MAD Lucas F. Souza gostaria de adiciona-lo no Skype

Ontem

_ Michel Barbosa

(b Juan Mejia

terca-feira

No Log mostra varios eventos de bloqueio do Skype do usuario pela porta 443:

Application Name: skype | A3d Filter Leg lecation: Digk HA Cluster| FGE00C3012800461 + | )y

Systom o
Router [# Jo] Dato/Time | —Source | Destinotion | _Apokation Name | Acion | Destnston Port | Avplkation User | Applcation Dot | o]
(o022 s o — [ [ ]

iy & objects [ [icsea | T
2 G154: 157.55.130.148 ) Skype block 80
Security Profiles : " iy
VPN P G skype block  as3
User & Davice 5 & Skpe block 443
WiFi & Switch Controller L 3 Skype block 80
€ Shwpe

Log & Report o

) Skvpa black

= o Traffic Log L] & skvpe black
* Forward Traffic ie Ea shrpe bleck

b ) Skwpe block

3 Shype black

* Local Traffic

3 Skype black

14 16:54:08 &3 skvpe black
15 16:54:07 e} Skype block
16 16:54:04 i Skvpa block 40031 b
T /95 | M| [ Total: 4733 ]
. 3 Action “Hock
&4 Report Appiiation Catagary Collaburation Appheation Cantrsl List dntat
@ [ Log Config pem—— i Apphication name € shype
@ 5 Moniter
Date/Time 165424 Do stination
e e T
P
Comentario
Assinatura Assinatura NCT

do Cliente

Deve realizar a decodificacdo de protocolos com o objetivo de detectar

Item de Teste | aplicagdes encapsuladas dentro do mesmo, validando se o trafego
-1.6.3.1.8 corresponde a sua especificagdo, incluindo, mas ndo limitado a: Yahoo

Instant Messenger usando HTTP. A decodificacdo de protocolo também
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deve identificar funcionalidades especificas dentro de uma aplicacdo,
incluindo, mas ndo limitado a: compartilhamento de arquivo dentro do
Webex. Além de detectar arquivos e outros conteudos que devem ser
inspecionados de acordo as regras de seguranca implementadas;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao | Configurado o profile de APP control contendo as aplicagdes conforme

do Teste mencionado, assim como ativando na politica o SSL inspection, onde o cliente da
maquina 10.69.70.222 acessou o gmailn todavia sendo bloqueado via controle
de aplicacao o bloqueio referente ao chat hangout.

Procedimento | Efetivar um acesso correspondente a aplicagao conforme mencionado verificar

do Teste no Log o match no trafego das aplicagdes

Evidéncias Feito uma regra de firewall habilitando o perfil de seguranga de controle de

aplicacdo default e perfil de SSL/SSh inspection:

System

ouies ll tncoming Interface porty (VLAN_70) Je

Policy & Objects H source Address & all Qo

Source User(s) Click to add... -
Source Device Type Click to add... =
pve Outgoing Interface ports (GERENCIA-INTERNET) -Q
i Destination Addh
estination Address 5 =
-+ NAT46 Bl b
« Explicit Proxy Schedule T always =
* Dos Service @ ALL BI)
* IPv6 DoS Action « ACCEPT 3
* Multicast . 5
Firewall / Network Options
+* Proxy Optiens e
* SSL/SSH Inspection «»
Y Objects ® Use Outgoing Interface Address Fixed Port
[ monitor Use Dynamic IP Pool Click to add.
Security Profiles
£ AntiVirus default =]
oFF ) Web Filter default =}
P P oo @D Application Control default &
VEN LOFE) IPS default 8
b——— or_) DLP Sensor fa 2
User & Device. = defeult *
—————————————|| @I SS5L/SSH Inspection cerificate-inspection -8
WiFi & Switch Controller
Log & Report Traffic Shaping

Configuracao do perfil de seguranca de controle de aplicacao selecionando o
blogueio do gtalk(hangout):

System
foutes Name defautt [View Application Signature:
Balicy,f0bjacts Comments Monitor all applications. 250255
Eecurity Profiles
Categories
A Antivirus :
% Web Fiter & Botnet @ General.Interest @ social Media @ web.Others
B0 Business @ Mobile @ Storage Backup @ Al Other Known Applications
@ Intrusion Protection & doud.am @ Network.Service @ update & All Other Unknown
8 Data Leak Prevention & - Applications
3 Advanced &l Collaboration @ p2p @ video/Audio
& Email @ Proxy @ vorp
[ @ came @ Remote Access @ ndustrial
Application Overrides
m © Add Signatures
i st Catooorr—— | pcion |
& GoogleHangouts Collaboration &l Block
Options
@ peep nspection of Cloud Applications
= @D 4jiow and Log DNS Traffic
e T Replacement Messages for HTTP-based Applications
WiFi & Switch Controller
I = B, -t ApELY.

Cliente conseguiu acessar o gmail mais o gtalk (hangout) foi bloqueado, todos
conexao segura SSL:




(NCT

Revisao:

PREGAO ELETRONICO N° 04/2015 03

Pagina:

CADERNO DE TESTES TECNICO
33/126

Google suana i

Gmail ~ 1-50 de 7.241

ESCREVER S = i > — I - i

Entrada (5.837)
Importante

Eny

Rascunhos (224)

~ Cateqorias

»
»
»
» e
-
- culda »
»
»
»
»

William Re

Log no firewall mostrando o acesso normal ao gmail e o block ao hangout na
porta 443:

Log location: Disk | @&

System %
Router B| Date/Time Source Destination Application Name Actio [ Application user || [
Policy & Objects 10.69.70.222 173.194.42.199 @ Google.Hangouts D
2 g 1
SesuiiluRslies 3 a 10.69.70.222 192.165.169.162 Unknown Application 7 2
VPN 4 14:18:01 10.69.70.222 192.168.169.162 Unknown Application pass 137 3
Tm— 5 141640 10.69.70.222 hsahiti & GoogleHangouts pass: | 443 ]
T e 6 14:16:01 10.69.70.222 102.168.160.182 Unknown Application pass 137 ;
i 1411558 10.69.70.222 173.194.42.199 @ Google.Hangouts pass 443
s ek ez ez @ HrP.sRowsER_Firstox e ]
&89 Traffic Log o 14148 10.69.70.222 173.194.42.192 (@ HTTP.BROWSER _Firefox pass 80 ]
Forward Traffic 10 1as02 10.69.70.222 192.168.169.182 NetBIOS.Name.Service pass 137 5
Local Traffic 1 1minde 10.69.70.222 200.123.194,11 Facebook pass 443 =
Multicast Traffic 12 1annas 10.69.70.222 200.123.194.11 [ Facebook pass 443 1
Sniffer Traffic 1 1ane 10.69.70.222 173.252.89.132 i Facebook pass 443 1
) Event Log 14 1aan3: 10.69.70.222 200.123.194.11 [ Facebook pass 443 )
&G Security Log 15 14:11:32 10.69.70.222 200.123.194.11 [ Facebook pass a3 =
Antivirus 16 14:11:26 10.69.70.222 173.252.89.132 [ Facebook pass a3 u
R 17 14111:14 10.60.70.222 200.182.35.138 Root.Certificate. URL pass 80 i
18 14108 10.69.70.222 200.123.194.11 [ Facebook pass 443 .
A 19 14108 10.69.70.222 200.123.104.11 [ Facebook pass 443 S

Comentario

Assinatura

do Cliente

Assinatura NCT

Item de Teste -
1.6.3.1.13

Os appliances devem possuir a capacidade de identificar o usudrio com
integracao ao Microsoft Active Directory, sem a necessidade de instalacao de
agente no Domain Controller, nem nas estacGes dos usuarios;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao
do Teste

Configurar o modo Polling mode Active Directory Server

Procedimento
do Teste

Demonstrar integracdo com Fortigate com AD, sem a necessidade de instalacao
de agente.

Evidéncias
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€ B hitps//192.168.169.87/index c B 9 4+ /& =

F&ERTINET | FortiGate 800C

System Users/Groups Creation Wizard

Router

potes o biects wsoe :

Security Profiles

LDAP Tree Users | Custom | Selectsd (0)

=& de=nctla|
ci

LB Computars
L [:. CH=ForeignSecurityPrincipal
: — L [*. CN=Managed Service Accou | Administrator  Administratar
Li=c O e L ogram Data armando Armando Costa  Armande Costa
* User Groups : [ ystem elison Elison Brito Elison Brito
* Guest Management Li; i felipz Felipe de Freitas  Felipe de Freitas
& Device 7 OU=Domain Controllars
Guest Guast
= (J Authentication r— Jaan — uan
* Single Sign-On krbtgt krbtgt
" LDAP Servers leenardo Leonardo Thomaz  Leonardo Thomaz
“ RADIUS Servers madsan Madson Lemes Mazdszon Lamas
* Settings winicius Vinicius Machade  Viniciu Machade M

@3 FortiTokens
FortiClient Brofiles

J 1] [M [ Total: 10 ]

=l Monitor

WiFi & Switch Controller

Log & Report

Fortigate integrado com servidor Microsoft AD

€ @ nips://192.168.169.83/nde < | Pesquisal

F: TINET | FortiGate 600C

i User: juana | Add Fiter
P
Policy & Objects
= 2 JUANAVELD (10.613.31) 28181178007 G Skype s
3 irisiras JUANAVELO (10.613.31) esisni12223 @ skype po
o, 4 11-14 17:43 ¥1 JUANA.MELO (10.61.3.31) 187.247.97.50 Unknown Application pass.
5 1141743 [0 UANAMELO (10.61331) 65181112223 @ Skype o
€ 1r141742 [0 IUANAMELO (1061331) 2134647104 T
7 1r1417:42 0 IUANAMELO (10.61331) 190.57.262.267 Unknown Applicstion  paze
8 1r1e1w2 ;1 UANAMELO (10.61331) 120.184.37.206 TR
5 1141742 [ UANAMELO (10.61331) 1816215888 @ shpe =
0 irisa2 JUANAVELO (10.613.31) 2aiar7ei0r @ Skype =
L 1141742 0 UANAMELO (10.61331) le122810683 @ Skupe .
12 11141742 0 UANAMELO (10.61331) 1561302234 @ Shpe o
- web Fiter 12 1141742 ;1 UANAVELO (10.61331) saisLeier @ skpe ,m
DYETTICTTIN]| 1+ 1141741 JUANAMELO (10.61331) o1123.91.247 @ Shype =
49 Report 15 111417:41 £ JUANAMELO (10.613.31) 188.233.158.185 § Skype s
Log Config 16 10141737 [0 UANAMELO (10.61331) 12812218815 S R s
Moitor 1 1141709 1 UANAMELO (10.61331) ratsrizeior @ skype o
18 11141728 £ UANAMELG (10:61331) saisveir Qe —
8 1141703 JUANAVELO (10.613.31) 2a16178107 @ slype e
20 1114170 JUANAVELO (10.613.31) seas33s8 i T
2 1awo JUANAVELO (10.61.3.31) 06453398 Jp— e
22 11141657 £ IUANAMELD (10613.31) ratsrizeior @ siype s
22 11141656 P IUANAMELO (10813.31) m2otea1ns @ Skype o
26 1114166 1 JUANAMELD (10613.31) 1742202223 @ Shype = 1 JUANAMELD

Log de atividade de usudrio identificado do Microsoft AD sem agente.

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - Deve alertar o usudrio quando uma aplicagdo for bloqueada
1.6.3.1.18

Objetivo do Teste Demonstrar a funcionalidade conforme solicitado

Configuragao do Configurar replecement messages para " Application Control Block Page"
Teste

Procedimento do Validar a mensagem de bloqueio por um usudrio ao acessa uma aplicagdo
Teste bloqueada e homologar a replecement messages.

Evidéncias

€ ) @ nttpsy//192.168.169.83/inde: @ w B + A =
RTINET | FortiGate 600C i M @0 B

System CresteNew_ 3 @ Section View () Global View [a

Router [seaw |~ Source = Destination] - Schedule | = Service < Action 7 AV __~ WebFiter ____ Application Control |7 1p5 0t | _~ 55t tnspection | _J0]

¥ port2 (LAN-VLAN-10) - port3 (GERENCIA-INTERNET) (1- 1)
b port2 (LAN-VLAN-10) - ports (Spirent-DHZ_VLAN20) (2 -50)

b Port2 (LAN-VLAN-10) - VPN-25-TUNNEIS (51 - 76)

b ports (Spirent-DHZ_VLANZ0) - port2 (LAN-VLAN-10) (77 - 109)
b ports (Spient-DMZ_VLAN20) - port? (VLAN_70) (110 - 110)
 port7 (VLAN_70) - port3 (GERENCIA-INTERNET) (111 - 116)

Policy & Objects

o @a @an always A + AccepT EDblogueia_youtube deeprinspection QU]

Regra de firewall
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192.168.169.83/indl: e

FEERTINET | FortiGate 600C i " o B
[oloqueiayoutwbe RN

Edit Application Sensor

. ——
p—
# et B veomsenis 8 Updee
* 1Pv6 DoS @ Collsboration @ p2p &) Video/Audio Applications
Wori & Email - e & vorp
* Proxy Options u = = .
¢ P —

T —

Nomatching entries found.

Options
@ pecp inspection of Cloud Applications
T Allow and Log DNS Traffic

D Replacement Messages for HTTP-based Applications

Apply
Sensor de AppControl
. o x|
Application Control Violation - Mozilla Firefox Al
Ficheiro  Editar Ver Histérico Marcadores  Ferramentas  Ajuda ‘
1 Aipplication Control Violation Ikl |
& | A\ Feeps:fwnn youtube .com || B - sooc [

@ FortiGuard :\oolicziilon Gonirel

lication Blocked

You have attempted to use an application which is in violation of your intemst usage policy.
(@ YouTube

Category: Video/Audio

URL: hittps: /fwww.youtube.com/

Client IF: 10.69.70.65

Server [P: 216.58.222.46

User name: JOALDIR.RANI

Group name:

Policy: 4f4f2a78-9209-5185-23cd-b31623786039
FortiGate Hosthname: PGDF-BACKUP-01

v
< >
192.168.169.83/inde: c  Pesquisar ® =
FortiGate 600C o
System || acd rter Log location: Disk| &
Router elo : e EeE HEEE b D Destination Port | Source Port._[®
Policy & Objects
R OALDIR EZEN E
Security Profiles
e 4 133450 11 JOALDIRRANI(1063.70.65) 2083111348  @WTTPBROWSER Firefox Firefox s00s 3637
User & Device 5 13:34:50 [ JOALDIRRANI(10.65.70.65)  21658.22246 i YouTube a3 635
T 6 133450 1 JOALDIRRANI(10.697065) 2163822246 (5 YouTube as3 3634
7 133427 7 JOALDIRRANI(10.697063) 2163822235 HTTPS BROWSER pass as3 ae2s
Log & Report
s 133424 [ JOALDIRRANI(10.65.70.65)  5227.123.81 HTTPS BROWSER pass as3 3627
48 Traffic Log 9 13:34:24 [ JOALDIRRANI(10.65.70.65)  5227.130.229 HTTPS BROWSER pass £ JOALDIRRANT 443 3628
* Forvard Traffic 10 133414 108970222 74.208.63.42 ing pass s :
- Local Traffic 11 133320 [ JOALDIRRANI(10.6970.65) 173154115101 @MHTTP.BROWSER Firefox  pass Firfox JOALDIRRANI 80 3605
= Multicast Traffic 12 133320 7 JOALDIRRANI(10.6970.65) 17315442206  @MTTP.BROWSER Firefox  pass Firsfox JOALDIRRANI 80 3604
* Sniffer Traffic 12 1Emie 106970222 742086342 ping pass s 1
) Event Log 14 133214 106970222 74.208.63.42 Ping pass s :
- system 15 133208 108970222 74.208.63.42 nass pass as5 52646
- Router 16 133018 108970222 74.208.63.42 ping pass s :
- ven 17 13:30:40 M JOALDIRRANI(10.6970.65)  21658.22246  {fYouTube block £ JOALDIRRANI 443 as70
18 13:30:33 [ JOALDIRRANI(10697063) 2089111348  @MTTP.BROVISER Firefox pass Firfox 11 JOALDIRRANI 8008 3567
19 13:30:39 11 JOALDIRRANI(10.6970.65) 2083111348  @HTTPBROWSER Firefox  pass Firfox £ JOADIRRANI 8008 ases
20 13:3034 [l JOALDIRRANI(10.69.7065) 2002217.53  @HTTPBROWSER Firefox pass Firsfox £ J0ALDRRAN 80 ases
21 13:3026 [ JOALDIRRANI(10.69.7065) 2165822234  @HTTPBROWSER Firefox  pass Firsfox £ JOALDIRRANI 8011 3s60
22 13:3026 [l JOALDIRRANI(10.69.7065) 2165822234  @MHTTPBROWSER Firefox pass Firsfox 11 J0ALDIRRAN 80 asse v
ki [ Total: 234521 =
* Intrusion Protection || appication Category Video/Audio Apptication Control List
- Anomaly = o -
Appication 21077 Applicaton Name B voutuse
* Dats Leak Pravantion
S ot Apptication Risk w DaterTime aes0
8 monitor Destination neseams Destination Interace e
Destinston port vt Tpe pe—

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste | Deve possibilitar que o controle de portas seja aplicado para todas as
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-1.6.3.1.19

aplicacdes;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao
do Teste

Configurar profile de APP control assim como criar uma regra de firewall
habilitando este profile.

Procedimento
do Teste

Foi criado uma regra de firewall indicando um perfil de seguranga de controle de
aplicacdo "default" o qual contém a lista completa de todas as aplicagdes, onde
foi demonstrado o controle de acesso por aplicagdes , onde o usudrio efetivou o
acesso ao Skype que estava com sua categoria bloqueada.

Evidéncias

Inicialmente o usuario acessou da estac¢do de estes o IP 10.69.70.222 onde o
acesso ao Skype estava liberado:

(s Skype™ - juana.melo86

Skype Contatos Conversa Chamada Visualzar Feramentes  Ajuda

6 Juana Melo - Security A.. 1,93
Eo »

Q Buscar

Lucas F. Souza

Skype for Business >Esta pessoa ndo estd na sua lsta de Contatos.

Lucas F. Souza ndo estd nos seus contatos. Adicianar aos contatos

] +
CONTATOS  RECENTES Todas v
Solicitagées de contato pendentes

Lucas F. Souza

Lucas F. Souza gostaria de adiciond-lo no Skype
Ontem
Michel Barbosa

(F Juan Mejia
{]

terga-feira

O log demonstra que o acesso do usuario passou normalmente sem nenhum
bloqueio:

« C' | B hars5://192.168.169.83/index %oy
=g = W
FEERATINET | FortiGate 600C °e 9
System o Application Name: skype | Add Filter Log location: Disk HA Cluster FGE00C3912800461 e
Router il # [@] pate/Time [ Source | Destination | Application Name | Action | Destination Port | Application User Application Details ]
Policy & Objacts 1 16:40:51 10.69.70.222 23.96.32.46 @ Skype pass 443
3 16:40:21 10.69.70.222 157.55.56.176 7 skvpe pass 40004
Security Profiles >
3 16:40:21 10.69.70.222 205.157.155.86 & Skype pass 47433
VPN 4 16398 106970222 11122177154 @ skyve pass 40003
User & Device 5 16:39:49 10.69.70.222 213.199.179.170 ) skype pass 40033
= » 6 16:39:49 10.69.70.222 157.55.235.142 & skype 40029
WiFi & Switch Controller i L>2
e | 16:39:48 10.69.70222  64.4.:23.150 @ Skype pass 40033
Log & Report PRt 106570222 157.55.130.155 Qskive pass 40025
9 Traffic Log 9 16:39:48 10.69.70.222 157.55.235.147 i skvpe pass 40015
= Forward Traffic 10 16:39:48 10.69.70.222 65.55.223.44 & skype pass 40002
= Local Traffic 1 16:39:48 10.69.70.222 157.55.130.160 & Skvpe pass 40015
= Multicast Traffic [ 12 16:39:48 10.69.70.222 157.55.235.158 @ Skype pass 40014
= Sniffer Traffic 13 16:39:48 10.69.70.222 157.55.130.140 ) skype pass 40011
7 Event Log 14 16:39:48 10.69.70.222 64.4.23.143 3 Skype pass 40021
8 security Log 15 16:39:48 10.69.70.222 111.221.77.157 Q Skype pass 40007
g 16 16:39:48 10.69.70.222 157.56.52.38 7 skvpe pass____ 40036 —]
1[4 / 91 (b [M] [ Total: 4536 1
= Web Filter
] Report Collaborat Application Control List default
[ Log Config © Q skree
[ Monitor
163948 11.221.77.157
Destination Interf ports Destination Port 0007
Event Ty pr-ctr-all Level
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System
Router
Policy & Objects

4 AntiVirus
W WebFilter
(U Intrusion Protection

[ advanced

VPN

User & Device

'WiFi & Switch Controller

Log & Report

Signatures

fa Skype

ame default

omments

Monitor al applications.

A asiess

Edit Application Sensor

Configurando o perfil de controle de aplicagdo bloqueando a categoria
Collaboration a qual o Skype esta inserido:

T © = &

[View Application Signatures]

oFF

@B siiow and Log DNS Traffic

Deep Inspection of Cloud Applications.

@I Repiacement Messages for HTTP-based Appiications

¥ Application Name »

Appk

T Technology

Collaboration

Categories

& Botnet /& General.Interest & Social. Media & web.Others

& Business & Mobile & storage.Backup @ All Other Known Applications

L & Network.Service & update @ Al Other Unknown
Applications
I = pop & video/audio
& came & Remote.Access & Industrial
Application Overrides
il Dele @ Add Signatures
[ pkaonsigmene | Gy | hcon |
No matching entries found
options

Y

Peer-to-Peer

[ vopuariy | k0]
[EEmEE]

Pigrphgi gy

* NATES
* NAT46

* Dos
* IPv6 DoS
* Multicast
* Prowy Options
* S5L/55H Inspéction
5 B Objects
& G Monitar

Security Profiles
VPN

User & Device

Edit Policy
Incoming Interface portT (VLAN_T0) v
Source Address ma - o
Source User(s) ek b add. -
Source Device Type Chck b add.. l
Outgaing Interface port (GERENCTA-INTERNET) ¥}
Destinatien Address (Cr] L
Schedule 3 abways *
Service @ AL W
Action v ACCEFT
Firewall / Network Options
D AT
® Use Dutgoing Interface Address Fixed Port
Use Dynamic [P Pool
security Profiles
ore, Antivinis a8
defauly il ] I
o =
_ov DLP Sensor

R 551 /SSH Insnaction

Na regra de Firewall foi inserido o perfil de default de controle de aplicagdo
contendo as especificas configuragdes conforme executado acima:

Apos habilitado a politica de acesso o cliente tenta novamente acessar o Skype, e
o0 mesmo é bloqueado:
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SRYPE  LUMIEWUS  LUNVEISd  LNGMIdUd  VISUdiZdl  FENAITIENLY  Ajuud

@ Juana Melo - Security A.. 51,93
8 )}

Q, Buscar

Lucas F. Souza

Skype for Business »Esta pessoa ndo esta na sua lista de Contatos,

Lucas F. Souza ndo esta nos seus contatos. Adicionar aos contatos
" +

Todas w

CONTATOS RECENTES

Solicitagdes de contato pendentes
Lucas F. Souza

Hoje

MAD Lucas F. Souza gostaria de adiciond-lo no Skype

Ontem
Aceitar

Michel Barbosa

(F Juan Mejia

terca-feira

No Log é possivel observar que o usuario esta sendo bloqueado pelo filtro de

controle de aplicagdo pelo fato do sensor tem habilitado a categoria do Skype:
[# [o] Dale/Tine | Souce | pesination | _Avolaton Name | Action | Destination Port_|  Applcaton User | _ Appication Dtals |0
O N T L S N R R A

€ Skyne bisck 80

Router

Policy & Objects

Security Profiles " ) Skype otk a43
VEN a & shvpe block 443
User & Device = .
- " 3 ) Skype
WiFi & Switch Controller
7 &) Shype
Lo & Report o @ Shype
= & Traffic Log 8 G shyoe
10 ) Shype
u & Shype
12 G Sk
1 @ Showe
14 ST
15 @) Shvpe
18 i skype block 40031
441 /95 ¥/ (M) [ Total: 4733 ]

Action Hlock

Application Contral List

2] Report Application Category Callabaration
& Log Conl Appikation 1D Apphcation Harms
& Monlkor

Date/Tame o nen Destination

Dustination Intarface poty Dastination Post

Evamt Typs Lavad

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste

Deve possibilitar a diferenciacdo de trafego peer-to-peer (bittorrent, emule,
neonet e etc.), proxies (ghostsurf, freegate, ultrasurf e etc.) e Instant

-1.6.3.1.20 | Messaging (AIM, Gtalk, Facebook Chat, etc.), permitindo controle granular nas
politicas definidas para ambos;
Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste
Configuragao | Configurar profile de APP control, especificando a¢des especificas para cada
do Teste categoria de aplicagBes, neste caso habilitando o perfil default.
Procedimento | Configurado uma regra de firewall com o perfil de seguranga de controle de
do Teste aplicagdo ativado, apenas em carater de monitoragdo para que aparega no logo
os diferentes tipos de aplicacdes conforme solicitado, utilizando o usuario
autenticado Joaldir e a maquina 10.69.70.222.
Evidéncias Regra de firewall com o perfil de seguranga de controle de aplicagdo ativado:
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System
Router
Incoming Interface port7 (VLAN_70) ~Q
Policy & Objects Source Address all -
Source User(s) Click to add... -
. Source Device Type Click to add... -
= IPvV6
i Outgoing Interface port3 (GERENCIA-INTERNET) -9
- NATE4 :
Destination Address o
= NAT46
R e Schedule @ always -
S Service @ ALL -Q
* IPv6 DoS. Action v ACCEPT -
~® Multicast §
Firewall / Network Options
= Proxy Options
o) NAT
= SSL/SSH Inspection
£ Objects ity Profiles
& Monitor oFe ) AntiVirus default =}
=
@I Application Control default -8
R ore_ DLP Sensor default a
won @D SSL/SSH Inspection certificate-inspection ~ &8
User & Device Traffic Shaping
WiFi & Switch Controller oFf ) Shared Shaper Click to set..
Log & Report Reverse Shaper Click to set...

Perfil de controle de aplicagdo com todas as categorias habilitadas :
System Edit Application Sensor E ] © - =

Router

A Name default [View Application Signatures]
Policy & Objects Comments |Menitor all applications. | 28/288
ey Categories
ntivirus
% Web Filter | & Botnet &l General Interest & sodal.Media & web.others
|Application Control M & Business [ Mobile [S0 Storage.Backup [ Al Other Known Applications
W intusiibrotaction & Cloud.I™ & Network.Service B Update &5 All Other Unknown
Data Leak Prevention Applications
B advsriced & collaboration &l e2p (& video/audio
B Email & Proxy B vorp
& Game [ Remote.Access (& Industrial
Application Overrides

m 9 Add Signatures

Cogoy | pcon |

o matching entries found

Options

& peep Inspection of Cloud Applications
@I Ljlow and Log DNS Traffic

VPN

@I Repiacement Messages for HTTP-based Applications
User & Device

WiFi & Switch Controller

Apply
e
Este é o log do firewall correspondente aos acessos do cliente 10.69.70.222:
[+ [l oste/rime |__Sowco | _oostnaton | aoolcationamo___|
Policy & Objects 1 13:28:52 10.69.70.222 64.182.240.181 pass 96+
Security Profiles 12 13:28:05 10.69.70.222 23.4.43.27 R 8 ate. UK pass
P —— T SR R R Root.Certificate. URL pass
| ¥ 13:26:03 10.69.70.222 198.41.215.68 HETRS: AROWSER pass
WiFi & Switch Controller e e R 54.232.230.156 @ HTTP.BROWSER_Firefox pass Firefox
17 13:26:03 10.69.70.222 216.58.222.38 HTTPS.BROWSER pass
B Trafic Log 18 13:28:03 10.69.70.222 72.30.2.182 @ HTTP.BROWSER_Firefox pass. Firefox
19 13:28:02 10.69.70.222 63.250.200.37 HTTPS.BROWSER pass
HEoow s Traihc 0 132801 10.68.70.222 95.135.225.166 @ HTTP.BROWSER_Firefox pass Firefox
ccal gl { 21 13:28:01 10.69.70.222 216.58.222.34 @ HTTP.BROWSER_Firefox pass. Firefox
™ n o 106970222 72.167.239.239 [l Godaddy pass
s Sadice Teofin: 23 13:28:01 10.66.70.223 206.190.56.190 HTTPS.BROWSER pass
Everwilog ¢ 13:2s01 10.69.70.222 216.56.222.38 | HTTPS.BROWSER pass
O security Log 25 13:28:01 10.69.70.222 98.139.225.168 @ HTTP.BROWSER_Firefox pass Firefox
" anvEuE 26 13:28:01 10.69.70.222 54.210.81.50 | HTTPS.BROWSER pass
i ebibdle, 27 13m0 10.60.70.222 23.4.43.27 Root.Certificate.URL pass
28 13:28:00 10.69.70.222 199.38.164.54 HTTPS.BROWSER pass
Hilpion Brotschon 29 13:28:00 10.69.70.222 54.164.201.243 @ HTTP.BROWSER_Firefox pass Firefox
* Anomaly 1300 10.69.70.222 200.174.107.10 @ HTTP.BROWSER_Firefox pass Firefox
- *Data LeakPrevention: Il 5 | | 1320000 10.66.70.222 200.174.107.10 @ HTTP.BROWSER_Firefox pass Firefox
% Log config 2 s 106870222 54.230.59.57 @ HTTP.BROWSER Firefox pass Firefox
& Monitor 33 13:28:00 10.69.70.222 23.212.53.164 [ Facebook pass
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e —— 1 I joaldir (10.68.70.65) 107.22.221.32 pass 0
= *§ ; 1 joaldir (10.69.70.65) 54.225.194.56 pass 80
Secumtv.mailes, 3 I joaldir (10.69.70.65) 54.225.194.56 pass 80
VPN 4 11 joaldir (10.69.70.65) 173.254.195.58 pass 80
[ s 11 joaldir (10.69.70.65) 177.16.236.45 pass 17775
e I 11 joaldi (10.69.70.65) 54.225.194.96 @ BitTorrent pass 0
o 17 joaldir (10.68.70.65) 54.225.194.96 @ BitTorrent pass 0
8 I joaldir (10.69.70.65) 107.20.217.71 orrent pass a0
5 Traffic Log s 1 joaldir (0.68.70.65) 52.84.27.118 orrent pass 80
= Forward Traffic 10 11 joaldir (10.69.70.65) 107.20.217.71 orrent pass 80
= Local Traffic 1 1 joaldir (10.69.70.65) 187.11.114.84 @ BitTorrent pass 51413
- Multicast Traffic { 12 I joaldir (10.6.70.65) 201.43.50.13 @ BitTorrent pass 6881
- Sniffer Traffic 13 11 joaldir (10.68.70.65) 186.203.232.110 orrent pass 31438
i ver o 14 1 joaldir (10.69.70.65) 191.242.106.246 @ BitTorrent pass 12286
G security Log 15 M joaldir (10.69.70.65) 201.47.68.114 3 BitTorrent pass 13031
= Antivirus 16 I joaldir (10.69.70.65) 177.148.208.35 @ EitTorrent pass 15064
N 17 11 joaldir (10.69.70.65) 177.18.134.190 3 BitTorrent pass 8080
_—‘ i 18 I joaldir (10.69.70.65) 191.54.61.135 (] orrent pass 19200
A Sitridion ritatiion 19 11 joaldir (10.63.70.65) 179.183.70.18 @ BitTorrent pass 45682
« Anomaly 20 I joaldir (10.69.70.65) 177.100.218.117 @ BitTorrent pass 38351
- wiDat Ak avantGh 21 I joaldir (10.68.70.65) 179.209.232.212 @ BitTorrent pass 51413
¥ Log Config 2 1 joaldir (10.69.70.65) 179.154.43.50 (3 BitTorrent pass 51413
& Monitor 23 B joaldir (10.63.70.65) 186.203.239.223 @ EitTorrent pass 58384
24 I joaldir (10.69.70.65) 92.244.28.27 3 BitTorrent pass 6881
(W) (€)1 / 866 ¥| M| [ Total: 42256 ]
System H ¢ Source IP; 10.69.70.222 | Add Fiter Log location: Disk
"+ o] ate/tine | Sowce 1 estoation | Avolication Name | Acion | _Application User | Avpicaton Detals |
Policy & Objects H 171 13:26:22 10.69.70.222 64.233.186.132 2§ Google.Accounts pass
Security Profiles H 172 13:26:22 10.69.70.222 64.233.186.132 #§ Google.Accounts pass
mig 173 13:26:22 10.69.70.222 173.194.119.6 R RO e pass
——————————H 1 13:26:21 10.69.70.222 173.194.42.157 pass
liser,A.5auice, 175 13:26:19 10.60.70.222 173.194.110.1 pass
WiFi & Switch Controller 176 13:26:19 10.69.70.222 173.194.42.160 HTTPS.BROWSER pass,
177 13:26:19 10.60.70.222 173.194.42.174 ocsp pass
178 13:26:19 10.69.70.222 64.233.186.132 2§ Google.Accounts pass
& Traffic Log 179 13:26:19 10.69.70.232 173.194.118.77 HTTPS.BROWSER pass
Eorward Tifhc 180 13:26:19 10.69.70.222 173.194.118.77 HTTPS BROWSER pass
“LocalTrame { 81 13269 10.69.70.222 173.184.42.157 HTTPS.BROWSER pass
" Multicast Traffic 182 13:26:19 10.69.70.222 173.194.42.160 HTTPS.BROWSER pass
oevane 183 13:26:18 10.69.70.222 173.194.42.164 1) Google.Plus pass.
i event Log 184 132617 10.69.70.222 173.194.119.8 HTTPS.BROWSER pass
@ security Log 185 13:26:17 10.69.70.222 173.194.115.14 HTTPS.BROWSER pass
“* AntVirus 185 132616 106970222 ss23n.188.152 #Google.Accounts pass
© Web Filter 187 13:26:16 10.69.70.222 64.233.186.132 2§ Google.Accounts pass
fliopication Control___ | RPN togem0azz 216502223 #Google.Accounts pass
* Intrusion Protection 189 13:26:03 10.69.70.222 173.194.42.174 ocsp pass
* Anomaly 150 13:26:03 10.69.70.222 173.194.119.62 HTTPS.BROWSER pass
* Data Leak Prevention 191 13:26:02 10.69.70.222 189.55.196.109 HTTPS.BROWSER pass
% Log config 192 13:26:02 10.69.70.222 173.194.42.137 @ HTTP.BROWSER_Firefox pass Firefox
& monitor 193 132602 10.69.70.222 173.194.118.24 Google.Accounts pass
Comentario
Assinatura Assinatura NCT
do Cliente

PREVENGAO DE AMEAGAS

Para protecdo do ambiente contra ataques, os dispositivos de protecdo
devem possuir médulos de IPS, antivirus e anti-spyware integrados no préprio
appliance de firewall;

Item de Teste
-1.6.4.1

Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste

Configuragao | Demonstrar total disponibilidade das funcionalidades solicitadas
do Teste

Procedimento | Mostrar os mdédulos de security profile onde estdo disponiveis todos os médulos
do Teste solicitados.

Evidéncias
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€ & nitps;//192.168.169.83/Index ¢ Q Pesquisar =] + & =
FEIRTINET | FortiGate 600C s B 0
Vicard  Viteo e
Edit AntiVirus Profile ]
Name default
Comments |5can files and block viruses. s
e e Inspection Made @ Flovebasad () Prosy
Antivirus Dastect Viruses @ Block O Monitor
WalbijEiisar [] s=nd Files to FortiSandbox Cloud for Inspection (Requires FortiCloud account)
& Application Control Detect Connections ta Botnet CAC Servers
() Intrusion Protection
ig} Data Leak Prevention Bk
# [ advanced O Menitor
Apply
Médulo de AV
€« & https://192.168.169.83/index ¢ Q Pesquisar
F RATINET | FortiGate 600C
Bl 0000 citwebrherprofle I o o D
Nome default
Comene [D=fault web filtering. | 2255
Inspection Mode @ Proxy (O) Flowbased () DHS
[] FortiGuard Categories
Application Control
[J) Intrusion Protection
% Data Leak Pravention
® (3 Advanced
[ allow Blacked Override
PN Search Engines
S [] Enable Safe Search
——— [] Log All Search Keywords
Log & Report Static URL Filter ©
. .
Moédulo de web filter
€ R htips//192.168.169.83/index ¢ Q Pesquisar B 9 % A =
FiERTINET | FortiGate 600C iio Q@ &
Viizsr Help  lzasut
Edit IPS Sensor default oma |
it default [View 1PS Signatures]
Comments [prevent critical sttacks. B

4 Antivirus
W web Filter

[0 intrusion Protection
ligy Data Leak Prevention
D Advanced

User & Device

WiFi & Switch Controller

Pattern Based Signatures and Filters

& CreateNew (@ Edit @ O

Target o5  pacict Logzing o]

2Wire.Wirzless.Router XSRF.Password.Resat

3Com.3CDaemon FTP.Server.Buffer. Overflow
Wedium, High, Critical All Al

) Defaule a

[Show all 8659]

Rate Based Signatures

Log & Report

Apache HTTP.ServerDoS 200 Any Block
Apache HTTP.ServerRangs.DoS 30 i Any Block
Digium.Asterisk.File.DescriptorDoS 20 1 Any () Block
Digium.Asterisk. IAX2.Call.Number.DoS 275 i Any @l Block
DotNetNuke,Padding.Oracle.Attack 1000 s Any 1| Block
FTP.Login Brute.Farce 200 10 Any &l Block
FreeBSD.TCP.Reassembly.DoS 10 z Any )| Block
GlassFish.Login.Brute. Force 200 io Any (3! Block

O médulo de anti-spyware esta integrado ao médulo de IPS.

Comentario

Assinatura
do Cliente

Assinatura NCT

| Item de Teste - | Quando utilizada as fungbes de IPS, antivirus e anti spyware, o appliance |
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1.6.4.5 deve entregar a performance minima estabelecida no edital entre ter uma
Unica assinatura de IPS ou ter todas as assinaturas de IPS, antivirus e anti
spyware habilitadas simultaneamente;
Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste

Configuragao do
Teste

Todos os testes de performance foram realizados com os sensores utilizando
todas as assinaturas disponiveis no momento dos testes.

Procedimento
do Teste

Marcar todas as assinaturas disponiveis nos equipamentos e testar utilizando o
spirent para geracdo de trafego.

Evidéncias

€ ) & | https://192.168.169.87/indle

FE3RTINET | FortiGate 800C

Edit IPS Filter

Syst

Router
Hide Filter]

Policy & Objects

Madium
e High
Medium
e High
e High
Medium
Medium
s Critical

Madium

ven

Fm—
C[i]#esas N Cromls 553

WiFi & Switch Controller

== - ture Defaults |4 Monitor All (| Block All ¢) Reset 4} Quarantine

hitps//192.168.162.87/p/utm/ip:

€ @ | httpsy//192.168.169.82/inde

FL:RTINET

FortiGate 70D

Syst

ewben, @ Filter Based () Specify Signatures

@ sasic O Advanced

Hide Filter]

|/

Policy & Objects.

ven

Fe——
i Jrsmen e sesi )

Wik Cantraller

Log & Report Action () Signature Defaults |4l Moniter All (| Block All &) Resst 44 Quarantine
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€ ) @ | hitpsy//192.168.169.83/inde ¢ Q Pesquisa

TINET | FortiGate 600C =

Edit IPS Filter "

® Fiter Based O Specify Signatures
® Basic O Advanced

Hide Filker]

nitor All
ack Al
ack Al
ock Al
onitor All
ock All
5 Black Al
) voritor Al
&1 Black All
&1 Black Al
& Black Al
& Black Al
& Block Al
windows 8 Monitor All
Al & Monitor Al

3Com.OFfieaConnect
aLife.

Trechnologies.IGSS.SCADA.System Directory.Traversal
ven 8Pixel.net.SimpleBlog.5QL Injection

User & Device

[T ]/ e40 b M [ Total: 35531

Action j Signature Defaults [l Monitor All | Black All ) Reset 44 Quarantine

WiFi & Switch Controller

Log & Report

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.4.8

Deve suportar granularidade nas politicas de IPS, antivirus e anti spyware,
possibilitando a criacdo de diferentes politicas por endereco de origem,
endereco de destino, servico e a combinacao de todos esses itens;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao Configurar uma politica especificando as combinacdes solicitadas habilitando os
do Teste profiles de seguranga como IPS e Anti-Virus .
Procedimento | Criado regras especificando perfis de segurancga de IPS, e Antivirus/Spyware,
do Teste especificando perfis de seguranca combiandos todos para se obter diferentes
instancias de controle de politicas.
Evidéncias Regra contendo a combinacdo de endereco de origem,endereco de destino,
servico e perfil de seguranca de Antivirus/spyware e IPS:
System Edit Policy
[ Poticy & Objecs | oureddem E;DD:TUH,;NEé_, S e I
[E] policy ource User(s) Click to add... b
| source Device Type Click to add... -
o s e =
e - =
e S 2o )
* Multicast VAT .
e Firewall / Network Options
i ‘SSHSS:tlnspe(hon TP NAT
4 objects @ Use Outgoing Interface Address Fixed Port
& Monitor Use Dynamic IP Pool Click to add.
"o Web Filter default a
Security Profiles or=_ Application Control defallt =
“wen I [ on B default ~ 8 l
User & Device o DU e defait &
WiFi & Switch Controller D LS Rsvedion feep;inspection - 80
Log & Report Traffic Shaping
Comentario O modulo de AntiSpyware correspondente ao mecanismo de Antivirus que ja
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vem com esta habilidade.

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.4.18

Permitir o bloqueio de virus e spywares em, pelo menos, os seguintes
protocolos: HTTP, FTP, SMB, SMTP;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragdao | Configurar profiles de Anti-virus selecionado os protocolos mencionado
do Teste

Procedimento | Simular trafego dos protocolos mencionado para efetivacdao dos scans.
do Teste

Evidéncias

-HTTP
=

©) Download * EICAR - European Expert Group for IT-Security - Mozilla Firefox: ]

Ficheiro Editar Ver Hitérico Marcadores Ferramentas  Ajuda
BB Cownioad * EICAR - Eurcpean Expert Grou... | =+

& | @ v eicar.orgjes-0-Download himl & ||~ seogle 5

EUROPEAN EXPERT GROUP FOR IT-SECURITY

a0
DOWNLOAD 8.
ANTI MALWARE TESTFILE -, 080

S5 INFORMATION ok

DOWNLOAD

%, 10.69.70.65 - Conexio de Area de Trabalho Remota

£) High Security Alertl! - Mozilla Firefox:

Eicheiro  Ediar der Hstorco Marcadores  Ferramentas  Ajuda

| B ioh Securty ert1! +
€ | @ v eicar.orgjdowrioadeicar. com ¢ | |B - cooge 5

High Security Alertll

You are not permitied to download the file “sicarcom' because itis
infected with the virus "EICAR_TEST_FILE"

URL= http #hwww eicar oraldawnloadieicar com
File quarantined as:

2un=EICAR TEST FILE
Client|P: 10.69.70.65
Server IP: 188.40.238.350

User name: JOALDIR RANI
Group name

- SMTP
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L: Conexge de Area de Trabalho Remota

Criar email

Tudo

Conta

Pastas
%3] Outlook Express
= 3 Fastas lcsis

B Caixa de entrada
&b Caia de saida
42 Itens enviados
(@ Itens excluidos
8 Rascurhos

De: Para:
Assunto:

Contatos ¥ =3
Mo hé contatos a serem exibidos,

Cique em Contatos' para criar um nova
conkato

Conexdo de Area de Trabalho Remota

Email

]

Adicionar b
Propriedades

Noticias | Servigo de dietério

Tira Conexfio

Emai (Padido) Qualguer um dispo.

Fechar

Menhuma mensagem est4 selecionada,

-
el Arquivo  Edbar  Exbir Inserr  Formatar Feramentas Mensagem  Ajuda &
Li »
|
= 9 8 L
F Enviar Desfazer Selecianar Anexar Pricridade
&ﬁ Criar em
el ERPara: [oaldir@gmal.com
LEHES asunt:  [reste AY
[£3 Outlaok E: =
= pastad Anexar [ eicar.com.txt (68 bytes)
[=ld
@ o[ el Vo E|NTs A -
e R
@ g AV
B R
Contatos ~

Hin hi rrnkatne 2 <eram svbidne

Conexdo de Area de Trabalho Remota

Outlook Express
@

Enos an processar as tatefas solicitadas. Consulte 4 lista de erras
abaixg para obter mais detalhes.

r Crisr email
ol [ ] [ < Detahes |
Pastas x| v @ Paa
5
%3] Outlook Express 0 [Bjoaldir@gmail.cq
Tarsfas Erros

0= (=) Pastas lacais

7 Caixa de entrada
# Caixa de saida (1)
52 Ttens enviados

Itens excluidos

B} Rascunhos

© Seu servidor terminou inesperadamente & conexd. Possivels causas para ko incliem
problemas no servidor, problemas na rede ou um longo periodo de inatividade. Assunto
‘teste A, Conta: 'SMTPS Gmail, Servidor: 'smtp.araall com', Protocolo: SMTP, Parta
465, Seguia SSLL Sim. N do erio: DB00CCCOF

c De: Para:
[~ Assunto:

Contatos ~ x
Wo ha cantatos & serem exibidos.,

E Clique ern 'Contatos' para criar ur ave
cantato,

1 mensagem(ns), L ndo lidals)

Ode 1 tarefas foram concluidas com éxito

Ao

B prabalhands ondine

mail
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65 - Conexdo de Area de Trabalhe Remota

document

2280 Please visit https:~//filezilla—project.o
Usudrio (192.168.169.18 none)>: joaldiw
331 Password veguired for joaldiw

28A Port command successful
158 Opening data channel for directory listing of "/
desktop.ini

FileZilla Server—-B_% 53.exe
FortiClientMiniSetup—Windows—x64-Enterprise-5.4.8.exe
(PGDF-BACKUP-81_28151124_1828_ppoe .conf

Setup.exe

SkypeSetupFull.exe

EzlvpnClient .exe

£+ - @0 b JIROARA ARVL 4~ n
Ftpi38% by E 3 - 8alibytes

ftp> get eicar.txt
280 Port command successful
158 Opening data channel for file download from server of "Aeicar.txt'

f558-Dangerous Attachment has heen Removed. The file “eicar.txt" has been remove
‘#d because of a vi It was infected with the "EICGAR_TEST_FILE" wvirus. File g

uarantined as:z '

S50 3
Ftp>

& Downloads

Arquivo  Edtar  Exibir  Favoritos  Ferramentas

_’“}J O T W 57 /V (N

Endereco | 1,192,168, 169, 182\c§ilsers\Administrator\Dovwnloads v Br

Ajuds

ﬁ Tarefas de arquivo e pasta R
2]

(¥ Criar uma nova pasta

& Publicar esta pasta na Web Filezila_3.14.1_winéd-setup
Filezila FTP Clignt

Tim Kosse

E : e '
g Qutros locais Z F\IeZ\\IajewerU}jS[1] 7Py ForticlientMinisetup-windows- ...

FileZila Server FortiCliznt Onlin talation

I Administrator FileZila Project Farkint Inc.

() Meus documentos

“&
- o i PGDF-BACKUP-01_20151124_., ] Setup
ti’ ALk . Smetros d igurasso ' Cash Buyer Media
& Meus locais d rede 180KE R Cash Buyer Media

= SkypesetupFul Sslvpnclient
o S ky Forticlient S5LYPN

\ Skype
Detalhes B ESF skvpe Technologies 5.4,

T5Agent_Setup S.0.0241
in Windows Installer

62,6 MB € mternet
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= A
= = 2., |\~
Fi3ATINET | FortiGate 600C - o) e Mo @ 1B
Wizard Video Help Logout
System [l & || addFiter Log location: Disk | @&
- - (: 5) EICAR_TEST_FILE | blocked 59.182
Policy & Objects M joelck: ¢ _TEST_| ke
H 2 146, FTP 10.69.70.65 EICAR_TEST_FILE blocked host: 192.168.169.182 car. txt
Security Profiles
3 SMTPS  10.69.70.65 EICAR_TEST_FILE blocked host: 64.233.186.108  eicar.com.txt
VPN 4 15:43:32 SMTPS 10.69.70.65 EICAR_TEST_FILE blocked host: 64.233.186.108  eicar.com.txt
User & Device 5 15:32:46 HTTP I JOALDIR.RANI (10.69.70.65) EICAR_TEST_FILE blocked host: 188.40.238.250  eicar.com
. _ 6 15:31:52 HTTP 10.69.70.222 analytics host: 54.207.80.156 wz20-mf.exe
'WiFi & Switch Controller
] 7 15:31:31  HTTP  10.69.70.222 analytics host: 23.235.46.175  nr-768.min.js
Log & Report 8 15:31:28  HTTP  10.60.70.222 analytics host: 216.58.222.2 it
* Endpoint Mo 15:31:27  HTTP  10.60.70.222 analytics host: 201.6.5.50 lang.js
* HA 10 15:31:27 HTTP 10.69.70.222 analytics host: 201.6.5.50 footer.css o]

* WiFi

ks
(@t 31 b1 M) [ Total: 1550
& security Log [ [ [/3101M [Tota 1
s : Adton blocked 2

* Web Filter Date/Time 16:18:15 Destination 192.168.169.182

* Application Control

Destination Interface port3 Destination Port 445
* Intrusion Protection
Details. host: 192.168.169.182 Detection Type Virus
= Anomaly
* Data Leak Prevention Direction incoming Event Type infected
&% Log Config File Name L D rtxt. Forti Checksum 2752021bbfb da71899f7dbod

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - O nome da assinatura ou do ataque, aplicagdo, usuario, origem e o
1.6.4.23.1 destino da comunicagdo, além da acdao tomada pelo dispositivo;

Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste

Configuragdo do | Editado o sensor de IPS "default" para capturar os pacotes e bloquear os
Teste ataques. Configurado uma regra de firewall e atribuido o sensor. Utilizado
windows xp para gerar o ataque.

Procedimento A partir do windows xp foi gerado um ataque de sql injection no site do terra
do Teste com a sintax ' OR 1=1. Foi demonstrado log com as informacdes e a captura do
pacote do ataque.

Evidéncias

. = = B 0 r
F:ERTINET | FortiGate 600C = T )
System Edit IPS Sensor
Router s s [View IPS Signatures]
elionsiiki omments [Prevent critical attacks. 25/255

Security Profiles

4 Antivirus
¥ web Filter

spplcation Conro (o] &
< 2Wire.Wireless.Router.
(oo porecior | S——— a M @ o B

3Com.3CDasmon.! FTe:
i L[\'_;) Data Leak Prevention e Gl eees]
5 advanced

Pattern Based Signatures and Filters

O Creaenew @ it @

Rate Based Signatures N

Sensor IPS
FiERATINET  FortiGate 600C = i B 0 [
Wizard Video Help Logo

System fl ©createnew @ i @ Section View O Global View [@, Search
il Y Source Y Destination 7 Schedule Y Action ¥ 1PS Y
Router

é ) port2 (LAN-VLAN-10) - port3 (GERENCIA-INTERNET) (1 - 1)
} Port2 (LAN-VLAN-10) - port4 (Spirent-DMZ_VLAN20) (2 - 50)

|| Policy & Objects

&[] policy ) Port2 (LAN-VLAN-10) - UPN-25-TUNNEIS (51 - 76)
| - ) Port3 (GERENCIA-INTERNET) - port7 (VLAN_70) (77 - 77)
“ 1Pve ) portd (Spirent-DMZ_VLAN20) - port2 (LAN-VLAN-10) (78 - 110)
= NAT64 ) porta (Spirent-DMZ_VLAN20) - port7 (VLAN_70) (111 - 111)
* NAT46 ¥ port7 (VLAN_70) - port3 (GERENCIA-INTERNET) (112 - 121)
* Explicit Proxy 112 Ean Eal 7 always DA vaccerr  ([[Edefault Qe
Dos %

113 Di

Regfé de Firewall
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) Terra - Noticias, espories, coberturas ao vivo, diversdo e estilo de vida - Mozilla Firefox

Ficheira  Editat  Mer Histérico Marcadores  Ferramentas  Ajuda

D Terra- Moticias, esportes, coberturas ao wi... | + |

(— 0 v berra.com.brultimas

'OR1=1
1, | =
gﬂ E-mail e |Loja Yirtual ‘o-" Curso de Inglés Q Canstrutor de Sites &) Office com OneDrive
{ I

CHEGOU JEEP RENEGADE

PARA VOCE FAZER HISTORIA ONDE QUISER.

Browser do atacante

o B

Help  Logout

FiERTINET | FortiGate 600C

System ) || Add Fitter Log location: Disk | @&

I B S 8 ) TNl

Router

Policy & Objects 16:47:31 I11 JOALDIR-RANI (10. dropped  [1 JOALDIRRAND tep HTTP.URLSQL Injection
—— --E- i3 om0 A G0
3 16:47:08 I JOALDIR.RANI (10, dropped 1 JOALDIR.RANL top. HTTP.URLSQL.Injection
veN 7 g 16:47:04 - [ JOALDIR.RANI (10. dropped [ JOALDIR.RANI tep HTTP.URLSQL.Injection
User & Device s 11-22 39:16 1 user (1.1.1.1) detected [ user tp
S 3 11-22 17:48 1 user (1.1.1.1) detected [ user tep
i 7 11-1917:35  ween 10.68.70.222 dropped tep HTTP.URLSQL Injection
E| 8 11-19 17:35 L 10.69.70.222 dropped tcp HTTP.URLSQL.Injection
48 Traffic Log 9 11-19 17:35 10.69.70.222 dropped top HTTP.URLSQL.Injection
* Forward Traffic | w0 1119 17335 10.69.70.222 dropped top
* Local Traffic 1 1119 17:35 10.68.70.222 dropped e
* Multicast Traffic 12 11-1917:34 - 10.69.70.222 dropped top
* Sniffer Traffic i 12 11-1917:34 = 10.69.70.222 dropped tep HTTP.URLSQL.Injection
£ Event Log | 14 1-1917:3¢ e 1068.70.222 dropped top HTTP.URLSQL Injection
(@ security Log 15 11-19 17:34 - 10.69.70.222 dropped top HTTP.URLSQL.Injection v

* Antivirus @[t ]/ 10)DI [ Total: 18] -

* Web Filter - e
* Application Control Log Detsils | Archive

B rucion prorection. || SHN e m Dstrort | tengn I3

* Anomaly 1 10.69.70.222 200.192.176.80 1503 462

Attack Name HTTP.URLSQL.Injection
* Data Leak Prevention

[# Log Config
0000 45 00 01 GE 06 95 40 00 7F 06 29 5B 0B 45 46 DE
= monitor Pesincal 5l 0010 Ce CO BO 50 05 DF 00 50 Al 32 EC CF 6F 2D AF 3D
e Onane et o0 4 ouion bes e BabteteL 1 e

2 10.60.70.222 200.192.176.80 tep 1450 80 465
User [1 JOALDIR.RANI

Informacgdes de captura

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.4.31

Deve ser possivel a configuracdo de diferentes politicas de controle de ameacas e
ataques, baseando-se em politicas de firewall que considere usudrios,
grupos de usudrios, origem e destino;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragdo
do Teste

Configurar politicas de firewall diversas considerando as ponderagdes citadas no
item, associando as profiles de seguranca de IPS.

Procedimento
do Teste

Configurado uma regra especificando uma restricdo de usuario de origem e um
destino especifico com um perfil de IPS default:
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Inco

ming Interface

WiFi & Switch Controller

| togioemen || Tra
Internet Fenlorer

ffic Shaj

g

port7 (VLAN_70) )
Source Address 2 ADD_TUNNEL ¢ ")
AT
lSuurce User(s) % juana.helen <)
ource Device Type Click to ad
6 Outgoing Interface port3 (GERENCIA-INTERNET) v
SNATES Destination Address
b [ fortinet [+]
P ey Schedule 5 iy
* DoS el 2 HTTP. L I
IPv6 DoS Action v ACCEPT
* Multicast ) i
- Firewall / Network Options
* Proxy Options. NAT
= S5L/SSH Inspection «®
® Use Outgoing Interface Address Fixed Port.
Use Dynamic IP Pool Click to add...
Security Profiles
o Antivirus detault =
oFF Web Filter default 3
o anclcaion Conl &
Security Profiles
[ ov B3 jefaul 8
— ( = = 2
—r — X
User & Device (i e
@ SSL/SSH Inspection deep-inspection 20

Configuracdo de perfil default que foi habilitado na regra acima :

System

Router i

Policy & Objects

Comments

Ppattern Based

ame

Edit IPS Sensor

[EZTTI © f =

[View IPS Signatures]

& Antivirus

O Web Filter

Application Control
-9

{, Data Leak Prevention

% advanced

@ Create New

Medium, High, Critical

All Al @ oefault

@enable

[Show all 8663]

 Packet Loggng " atchea sigmaures o]

2Wire Wireless. Router. XSRF.Password Reset
3Com.3CDaemon. FTP.Server.Buffer.Overflow

System
Router
Policy & Objects

4 Antivirus
W0 Web Filter
@ Application Control

@ wnmn High
v Medium

Low

Information

 BSD
) Linux
¥ Macos
@ Other
@ Solaris

@ Windows

Edit IPS Filter

8] rirvsion procecion |

Data Leak Prevention

3 advanced

e | e | 05 | b

2Wire, Wireless.Router.XSRF.Password. Reset Medium server, lient Linux G Block All
3Com.3CDaemon.FIP.Server.Buffer.Overflow High server Windows & Block All
3Com.Intelligent. Cente Discl Medium server Windows &7 Block All
3Com.OfficeConnect. ADSL. Wireless. Firewall.Router.DoS Medium server Lnux &l Block All
3D.Life.Player.WebPlayer.ActiveX.Control. Buffer.Overflow s High client Windows (& Monitor All
35.Packnet.VMS. ActiveX.Control. Buffer.Overflow Medium client Windows G Block All
3ivx.MPEG4.File.Processing.Buffer. Overflow client Windows & Block All
4D.WebStar.FTP.Command. Buffer.Overflow server Windows & Block All
4D.WebStar.Tomcat.Plugin. Remote. Buffer.Overflow Medium server windows & Block All
71.1GS5.0DBC Server. Memory.Corruption Medium server Windows ] Block Al
7Technologies.IGSS.SCADA. System.Directory. Traversal m Critical server Windows & Monitor All
8Pixel.net.SimpleBlog.SQL. Injection Medium server All & monitor All
427BB.Cookie.Based. Authentication Bypass Medium server Other &7 Block All
427BB.Showthread.PHP.ForumID. Parameter.SQL Injection Medium server Other & Block Al
@l e o oe Fabals &2

Politica com especificacdo de grupos de usuarios de origem, e especifico
endereco de destino e outro perfil de seguranca de IPS:
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System

Router If mcoming nterface port? (VLAN_70) o
| porrsonec | ESTR @ o
& policy =T o CROUR PeDT 0L B |
. ey TheK to 2ad ~
= 1pve
Ve Outgoing Interface port3 (GERENCIA-INTERNET) Rk
= NAT4 s
Destination Address = B
- NAT46
= Explicit Proxy Schedila 3 alwavs E
= = e ST™E |
* IPv6 DoS Action v ACCEPT =
= Multicast
Firewall / Network Options
= Proxy Options
orE_) NAT
* SSL/SSH Inspection -
Objects Security Profiles
& Monitor ore . AntiVirus default &
oF_) Web Filter default a
E polication control o =
I «@® s high_security -8 I
Security Profiles —
= @ SSL/SSH Inspection deep-inspection -&e
User & Device Traffic Shaping
WiFi & Switch Controller _ore_ Shared Shaper Click to set.
Log & Report ofF_) Reverse Shaper Click to set. -

Configuracao de perfil default que foi habilitado na regra acima :

System

Edit IPS Sensor

[| name igh_security
I| comments locks all Criticay/HIgn/Medium and some Low =

severity vulnerabilities 69/253

[EEETER o & =

[view IPS Signatures]

Router

Policy & Objects

A& Antivirus Pattern Based Signatures and Filters

W Web Filter @ Create New (@ W
Arpicetion Cot o [ vtarget] vos |~ acion |~ Packetiogging 7 Matched Signatures [o]
JRU] intrusion protection 2Wire.Wireless. Router XSRF Password Reset
[ Data Leak Prevention - 3Com.3CBasmon.FTP. Server.Buffer.Overflow
o Medium, High, Critical Al Al & Block o
@2 Advanced
[Show all 8663]
2BGal.Disp_album.SQL Injection
- o Al o o 3COM.office Connect.DoS

[Show all 841]

Evidéncias

Comentario

Assinatura
do Cliente

Assinatura NCT

Analise de malwares modernos - Sandbox

Item de Teste
-1.6.5.8

O sistema de analise "in cloud" ou local deve prover informagdes sobre as a¢des
do malware na maquina infectada, informacGes sobre quais aplicagbes sdo
utilizadas para causar ou propagar a infec¢do, detectar aplicagdes ndo confiaveis
utilizadas pelo malware, gerar assinaturas de antivirus e anti-spyware
automaticamente, definir URLs ndo confidveis utilizadas pelo novo malware e
prover informacdes sobre o usuario infectado (seu endereco IP e seu login de
rede);

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao
do Teste

Acessar o FortiSandbox VM para ter acesso as informacgdes conforme solicitado

Procedimento
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do Teste € @ s
FortiSandboxVM

= Summary Report
= Malicious Files Mark as suspicious (false negative)
= Suspicious Files i Received

B Clean/unknown Files Started

& File Input status

Nov 24 2015 16:03:04
Nov 24 2015 16:03:06
Done

« Sniffer Rated By VM Engine

« Device Submit Type Fortinet Device

« FortiClient Source 1P 10.68.70.65

S —— Destination 1P 5.9.110.12
Digital Signature No

= Quarantine
&) Config
« Scan Profile

Scan Bypass Configuration  N/A

'» More Details
= Malware Package

« URL Package

Submitted Filename veredist_x86.exe

Filename

veredist_x86.exe
2722927 (bytes)
Sent Over HTTP

N/A
N/A

File Size

Email Sender

Email Receiver

Network Detection
URL Detection.

FortiSandboxVM

= & pashboard I Upload suspicious file information to Sandbox community Cloud I

@ | Q pesquisar =) s A =

9 | P ‘ FE:RTINET

Logged in a5 admin

General Options

= Yara Rules

@ & Maintenance

» Status
Allow Virtual Machines to access external network through outgoing port

= Wl Fortiview

« Threats by Users Enable URL callback detection

« Threats by Files Submit suspicious URL to Fortinet WebFilter Service

--= Threats by Devices Log event of file submission from device
H0n;Denand Reject duplicate file from device
= HA-Cluster
Upload statistics data to FortiGuard service

= Search P
@ (i Network Delete original files of Clean or Other rating after
1 Admin Delete original files of Malicious or Suspicious rating after
Sl Config Delete all traces of jobs of Clean or Other rating after

= HA-Cluster . )

Delete all traces of jobs of Malicious or Suspicious rating after

« Mail Server

« SNMP

= Archive

= White List

« Black List

Logpo in a3 wemin 9

i

FiERTINET

Total Fles 2
Malicious Fles 1
Suspicous Files 1
Network Events WA

ination of Detection Times

FortiSandboxVVM
e — =
4 Back Time eriod ide sesrch

= ) Dashboard

« sans & | O Fiter
= il Fortiview =

— Summary of JUANA HELEN
raacs by Files

o Ty by eiies FGE0OCI012800461/ro0t

haomeend E 6970222

« HA-Cluster | e

it | Time Period  11/25/3015 - 11/26/20
* 5 Network I
= i) Admin o — o
# ims Confg Wiaiicious pila ()] “suspicious Fies (1)
= & maintenance Filename File Type

- Backup/Restore

« FurtiGuard 1 Pokeman_15047_(1758596115,115346...  sxw 4] Madium Risk 2

- M status

75.101.135.40 1
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€)@ 1069.70.183

FortiSandboxVM

System

File-based Detection

&3 Scan Results
= Summary Report

« Malicious Files
» Suspicious Files

« Sniffer

- Device
=« FortiClient

-« Network Share
* Quarantine

S Config

« Scan Profile

« Malware Package

* URL Package

Network Detection

URL Detection

Loa & Report

€ @ 106970.189

FortiSandboxVM

System

File-based Detecti

Scan Results

« Summary Report
« Malicious Files
s Suspicious Files
oo s
) File Input
« Sniffer
-« Device
« FortiClient
« Network Share
« Quarantine
& Config
= Scan Profile
« Malware Package
« URL Package

Network Detection

URL Detection

€@ 10,69.70.189

FortiSandboxVM

System

File-based Detecti

Scan Results

= Summary Report

« Malicious Files

= Suspicious Files

NG onninonn s
&/ File Input

« Sniffer

« Device

Forticlient

« Network Share

« Quarantine
-4 Config

= Scan Profile

= Malware Package

« URL Package

Network Detection

URL Detection

Lo R Renort

@ Q pesquisar

e £
Help

Clean File
‘» Behavior Summary

This file dropped files
This file deleted files
This file had no window or its main window is hidden
This file spawned process(es)
» Analysis Details
[ File Type exe

@ Downloaded From  http://originaldil.com/download/22921.exe

[wmoumn |

[ & Original File H & Tracer Package H @ Tracer Log

# Behavior Chronology Chart

reat Level

¢ Q Pesquisar

Logged in as admin

# Analysis Details
[ File Type exe

@ Downloaded From  http://eriginaldll.com/download/22921.exe

“wmoer |

l @ Original File H & Tracer Package H & TracerLog

' Behavior Chronology Chart

Threat Level

D © 0 00 coomoPIIOIPOIPOERPOTODEY

2214112082141: 3221411422141 1@2:43:20

@) Clean

e Q Pesquisar

i | @ | TP
Help

Logout

Clean File
# Files Created (5)

Path:
9%temp\ixp000.tmp
\tmp4351$.tmp

Path:

Virus: N/A Backup Filename: N/A MDS5: N/A

Backup Filename:
e dasesed b
7e2f38723dc4

\weredin3.exe
Virusi /A Path: Backup Filename: \/A MDS: N/A
9%temp%\ixp001.tmp
\emp4351$.tmp.

Virus: N/A  Path: Backup Filename: MDs:
det;

‘weredist msi 23eb2053b0a

Path: Backup Filename:  MDS:

Ftempoe\xpOOLLTp  7a3fbc7baz3fad773ca0  amBsaa37IBacte30e197doddSc3428
\veredist.cab 128a4bf1db d

4)
Path:

» Files Deleted (:
A

Viru:

Backup Filename:

721 dal
\tmp4351$.tmp 20d1a7b7dod

Path:

Virus: N/A Backup Filename:

i da1
\tmp4351.tmp 37d217df62 e
Virus: /A Path: Backup Filename: MDs:

Stemp%\ixp00Ltmp  a7a0fbc7bu23fad773cal  aassaa3ysacte3Nelo7dodidsc3azs
\veredist.cab d

| FZERTINET

$ A& =
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€ @ 1069.70.189 @ Q pesquisar TBE 9 3+ @&

FortiSandboxVM Logged in == admin g I Rl FERTINET

System

ased Detes High Risk Downloader

Scan Results

High Risk Downloader

« Summary Report

« Malicious Files Mark as dean (false positive)

Koo i ]
= Clean/Unknown Files

-/ File Input

« Sniffer

» Device

» FortiClient

« Network Share

Received
Started
Status
Rated By
Submit Type
Source IP

Nov 24 2015 15:42:58
Nov 24 2015 15:43:01

Done
VM Engine
Fortinet Device
10.69.70.65
193.28.179.40

Destination [P

Digital Signature No
Scan Bypass Configuration  N/A

* Quarantine

Config
Scan Profile

# More Details
Malware Package

= URL Package

# Behavior Summary
Units that open this file will notice "http” connections with certain URL/IP Addresses

This file dropped files
This file deleted files

This file had no window or its main window is hidden

This file created files under %WinDir% directory (%WinDir% is usually C:\windows or C:\Winnt)

NetwiliDaioxtion This file applied autostart registry modifications to start itself automatically
URL Detection This file spawned process(es)
Log & Report
esquisar
€ @ 106970189 @ Q Pesquis wa + &

FortiSandboxVM Loaged in 2= admin FERTINE

System

File-based Detection

Scan Results

= Summary Report
-« Malicious Files

Koo ien ]

» Clean/Unknown Files

22:41 3022:41:4022:41,

= File Input @ Vedium Risk @) Clean

« Sniffer < >
* Device = Suspicious Behaviors (5)
» FortiClient 3

Suspicious URL
« Network Share
« Quarantine

| Config
= Scan Profile
« Malware Package

# Code Emulation (2)
= URL Package

# Files Created (5)
¥ Files Deleted (1)
# Launched Processes (4)
# Registry Changes (1)

» Network Behaviors (1)

Nt siéetoction URL http:/ /176.117.237.12/mrbux01.exe

giifisbalnokion Rated as: High Risk

Log & Report % Bahavines In Gansanca (2101 &
ese Forttsandbor E rteg10.68..patBgopout=] % | §53 Foriate - POOF-BACKIE. % b

€2 sertsisummar 25522117161506812 A _popup=t&popedt=1 e P Qsean =R I ]

Mark a5 clean (false posltivel

Recelved Nov 26 2015 15:17:54
Started Nov 26 2015 15:17:58
Status Dane.

Rated By M Engine

Submit Type Forunet Device
Souree 1P 1068.70.222
Destination [P 75.101.135.10

Digital Signarure No

Scan Bypass Configuration  N/A

# More Datails
+ Behavior Summary.
Units thas open this file wil notice “htip* connections with certain URL 1P Addresses
Units thas open this il will natice "DNS query” with certain domain names
This fle dropped fles
This e medified Fles

» Analysis Details

acker A
Brietpe e
& Downloaded CT4UECBMZHICHFS 1FAshFzw/ TwgHOAEUKx il sATe
From e
s " J4CTO 0480 f
winxpvML

| Captured Packats

b Originai Fin | | ghTracerPackage | | ghToeertog | | h Sersenshot

« Behavior Chranolagy Chart

Threat Level

© © 0O0000000000GD GO0 G0 G0 000 OO0 000 000 O000 GO0 GO0 PO VOO0 OCOPEI OO 000

i FETET) EXEd v Zaim Zaam R FrPEETy FrETETS Taza azio Zarmo

Evidéncias
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Comentario

Assinatura Assinatura NCT

do Cliente

Item de Teste -
1.6.6.1.2

Deve ser possivel a criacdo de politicas por usuarios, grupos de usuarios,
IP e redes;

Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao do
Teste

Configurar uma politica de firewall especificando os filtros conforme solicitado

Procedimento do
Teste

Executar a criagao destas politicas conforme solicitado

Evidéncias

Regra de firewall especificando um grupo de usuarios especificos assim como
enderecos de origem por IP por uma rede com um perfil de seguranca de
filtro de antivirus :

System Edit Policy
| Router .l incoming nterface portz (VLAN 70) =
. . i \
Policy & Objects four(e:\ddress (5] 192.168.169.182 x| Q
=] ADD_TUNNEL_10 x
& policy (SE=ACIIES
5 ource User(s) =) GROUP_PGDF_01 x| &
- IPV6 Salirce Device Type Click to add... -
= NATG4 Outgoing Interface Pport3 (GERENCIA-INTERNET) ML
SINATSS) Destination Address = al R+
= Explicit Proxy
e Schedule 3 always -
i o Service @ AL -le
= Multicast Action v ACCEPT -
= Proxy Options . 3
. Firewall / Network Options
= 55L/SSH Inspection i
Objects
] ® Use Outgoing Interface Address Fixed Port
Use Dynamic IP ool Click to add
Security Profiles
@D Antivirus default -8 ]
T Web Filter ]
Security Profiles
o¢x_ Application Control a8
VPN
Lore) IPS a2
User & Devi
sekdbiles ofF ) DLP Sensor default a8

Grupo de usuario:

Edit User Group

System
Rout
i Name [GROUP_PGDF_01
Policy & Objects Type @ Firewall © Fortinet Single Sign-On (FSSG) ) Guest . RADIUS Single Sign-On (RSSG)
Security Profiles Members & joaldi x| Q
ven Remote groups
v oo Batition Mo matching entries found
Quser Groups

Endrecos por IP:
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Edit Address

System

Router

Category [®) Address IPv6 Address Multicast Address

Name 192.168.169.182
E-Z Policy H Tvee 1P/Netmask
- IPv4 H| Subnet/IP Range
" IPvG H| Interface any
i Show in Address List L4
= NAT46
= Explicit Proxy Comments 20322
= DoS
S oieinas . OK Cancel
= Multicast
+= Proxy Options {
- = SSL/SSH Inspecticn
=84 objects

Endereco Rede:

System Edit Address
Rm'm'— Category ® Address  IPvG Address  Multicast Address
&[&] Policy | Type IP/Netmask
= IPv4 Subnet / IP Range I 10.10.1.0/255.255.255.0 I
“ Ipve Interface any
= NATG4
Show in Address List rd
* NAT46
= Explicit Proxy Comments £ 0/255
= DoS
= IPv6 DoS 0K Cancel
= Multicast
* Proxy Options
= SSL/SSH Inspection
:E[ Objects
oddresses |
s .
Comentario
Assinatura Assinatura NCT
do Cliente

Item de Teste

Devera incluir a capacidade de criagdo de politicas baseadas na visibilidade e
controle de quem esta utilizando quais URLs, através da integracdo com servigos

-1.6.6.1.3 de diretdrio, autenticacdo via LDAP, Active Directory, E-Directory e base de

dados local;

Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragao | Configurado uma politica de firewall selecionando controle de acesso por

do Teste usudrios e grupos através dos servicos de integracdes com o Active directory e
apontando a capacidade de configuracdo dos demais métodos.

Procedimento | Feito um acesso de autenticagdo do usuario o qual fez match na politica de

do Teste firewall contendo o grupo, e validar nos logs o perfil de web filter acessado por
este usuario

Evidéncias Configurado a regra de firewall com especificagdo selecionando um grupo de

integracdao com o AD para que o acesso do mesmos seja autenticado, e
habilitando um perfil de seguranca de filtro de conteldo:
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Edit Policy

ncoming Interface port7 (VLAN_70) ML
Source Address = al - O
Qe | lsource User(s) E Consultores x o |
= 1Pv6
Source Davice Type Click to add... -
= NATE4 oo dSea
utgoing Interface g =
i qoing port3 (GERENCLA-INTERNET) (+]
-+ Explicit Proxy Destination Address = al o
= DoS Schedule @ always -
= IPV6 DoS Service @ AL o
= Multicast .
Action v ACCEPT -
= Proxy Options |
SSL/SSH Tnspection Firewall / Network Options
bjects @D NAT
= Addresses i ® Use Outgoing Interface Address Fixed Port
+® Services Use Dynamic IP Pool Click to add.
* Schedules
- Traffic Shapers Security Profiles
= Virtual ps default =
- 1P Pools . Teste-Webfilter -8 l
-
Security Profiles
e e IPS default 2
ot ) DLP Sensor =
e default 2
- Proxy Options default -8
WiFi & Switch Controller e
@D SSL/SSH Inspection deep-inspection -8@
Log & Report ——

Grupo de acesso do usuario foi feito com a integragdo com o AD fazendo uma
consulta LDAP que também é compativel com e-directory:

ngle Sign-On Server

Name fsso-agent
Primary Agent IP/Name 10.61.3.62 Password |ss
Secondary Agent IP/Name Password More FSSO agents
LDAP Server Idap-jrs X
Users/Groups
LDAP Tree Recursive @FTM®| Users  Groups | Organizational Units Selected (2)

& dc=jrs,dc=com ® ’ Q
[ Fustiame | < tasthame |~ Telephone |

System Users/Groups Creation Wi
Router
ot et C
Security Profiles User Name juana.melo
Password PP
|
| | | cancel

Fﬂ User
N cer efintion |
= User Groups
* Guest Management

(=} Device i
= Device Definitions I
= Device Groups

) Authentication
= Single Sign-On
= LDAP Servers
" RADIUS Servers

= ® Settings
ortiTokens
ortiClient Profiles
=& Monitor

- ® Firewall

O cliente que acessou no PC RDP 10.69.70.222, autenticou com seu usuario da
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rede:

Seguranga do Windows

Digite suas credenciais
Essas credenciais serdo usadas para a conexdo corn 10.69.70.222,

jrs\juana.helen

| Usar outra conta

Na tela de monitor do firewall ja foi possivel detectar o evento de autenticagdo
do usudrio que faz parte do perfil consultores:

i JUANA HELEN

[ iusna.helen, Consuttores )

0 day(s) @ hour(s) G minute(s)

10.69.70.222 4.44 MB

@HFsso

Log de acesso web do usuario autenticado o match no perfil Teste-Webfilter :

[ o

tr2.terra.com/ ger

br06.2opim.com/s/\V/ws/alPTINHIOXGZ eC3f/c/ 1448565571750

passthrough
passthrough I B :_sts=ne,
passthrough  www.youtube-nocookie.com/gen_2047attributionpartner=SonyBNG
passthrough by P ubicanipe=.,
[ igh b pe=.
passthrough  beacon.rubiconpraject,com/beacon/p/rtp/valuation?&p=rubicontpe=
passthrough  p.nxtck.com/an?a=28cb=0.47858164300084417

passthrough

rtax.criteo. com/delivery/rta/ rta.jsPnetid=24208cookieName=crtg_.

P gh tr2.terra. =live.geral.pt-BR livebar&m[...J/

passthrough  beacon.rubiconproject.com/beacon/p/rtp/valuation?&p=rubicon&pc=.

P igh b P pe=.

passthrough  beacon.rubiconproject.com/beacon/p/rtp/valuation?&p=rubicon&pc=.
passthrough p.nxtck.com/an?a=28cb=0.6013573294559363

passthrough  rtax.criteo.com/delivery/rta/rta.js?netld=2420&cookieName=crtg_.
(W1 /127 ¥ (M| [ Total: 6350 1

Search Engines and Portals

Information Technology

Search Engines and Portals
Streaming Media and Down
Information Technelogy
Information Technology
Information Technology
Advertising

Business

Search Engines and Portals
Information Technology
Information Technology
Information Technology
Advertising

Business =

System
Router
Policy & Objects 4 JUANACHELEM EY 2
2 172s2 JUANA.HELEN | 13 JUANA.HELEN (10.69.70.22
SecuityBufiles, 3 1ans JUANA.HELEN | 10 JUANA HELEN (10.65.70.222)
VPN 4 17:21:52 JUANA.HELEN I IY JUANA.HELEN (10.69.70.222)
P 5 172ne suana.HELEN |11 JuANA HELEN (10.69.70.222)
F— 6 17:21:43 JUANA.HELEN | 17 JUANA HELEN (10.69.70.222)
WiFi & Switch Controller i
| 7 17:21:% UANAHELEN | 13 JUANA.HELEN (10.69.70.222)
i i 8 17:21:40 JUANA.HELEN | 13 JUANA.HELEN (10.69.70.222)
5 Traffic Log 5 17:21:40 JUANA.HELEN | 13 JUANA.HELEN (10.69.70.222)
« Forward Traffic 10 17:21:25 JUANA.HELEN | 17 JUANA.HELEN (10.69.70.222)
+ Local Traffic 1 172112 JUANA.HELEN | 10 JUANA.HELEN (10.69.70.222)
« Multicast Traffic 12 17:21:12 JUANA.HELEN | 13 JUANA HELEN (10.69.70.222)
+ Sniffer Traffic 13 1722112 JUANA.HELEN | 13 JUANA.HELEN (10.69.70.222)
7 Event Log 14 1721110 UANA.HELEN | 11 JUANA HELEN (10.65.70.222)
8 security Log 15 17:21:10 PR JUANA.HELENJ T JUANA.HELEN (10.69.70.222)
* Antivirus
- IEr—
* Application Control
Message URL belongs to an alloved catagory in policy
* Intrusion Protection
nsniais rofie Name prrpr )
* Data Leak Prevention Received Bytes E
& Log Config Sant Bytas 4%
1 Monitor
Service e
Source Interface port?

Method domsin
Protacal s
Request Type direct
Squancs Number 2170810

Source [1 JUANA-HELEN (16.65.70.222)

Source Port 7002

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -

1.6.6.1.6

Deve ainda exibir

Deve bloquear o acesso a sites de busca (Google, Bing e Yahoo), caso a opc¢do
Safe Search esteja desabilitada.
fornecendo instrugdes ao usudrio de como habilitar a fungao;

pagina de bloqueio
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Objetivo do
Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao
do Teste

Configurado um perfil de filtro de conteddo Teste-WebFilter com a
funcionalidade Enable Safe Search e Search Engine Search. Configurado uma
regra e atribuido o perfil web. Criado um perfil de filtro de aplicacdo para
bloqueio de browser caso estiver com o safe search desativado.

Procedimento
do Teste

A partir de um browser foi acessado o site de busca do yahoo, nas configuracdes
da pagina modificado a op¢ao para desativar o safe search, ao tentar acesso ao
site o fortigate forcava a utilizacdo do safe search ndao deixando desativar da
funcao.

A partir de um browser foi acessado o site de busca bing, nas configuracdes da
pagina modificado a opgao para desativar o safe search, ao tentar acesso ao site
o fortigate bloqueia a aplicacdo montra pagina de bloqueio.

Demonstrado a possibilidade de bloqueio através do filtro de conteddo bem
como a customizacdo de pagina de bloqueio.

Evidéncias

FiERTINET | FortiGate 600C

System (] Edit Web Filter Profile
Router
Name ‘Teste-Webﬂlter ‘
Policy & Objects | Comments ‘ ‘ ey
Inspection Mode @ Proxy O Flow-based () DNS
44 Antivirus | FortiGuard Categories
ETTEE s oA -
Application Control +-@ Local Categories
“(JJ Intrusion Protection +- [ potentially Liable
) Data Leak Prevention +- 2 Adult/Mature Content
[ advanced +- B Bandwidth Consuming
+- @ Security Risk
+- @ General Interest - Personal
+ B General Interest - Business
+ @ Unrated
¥ Quota on Categories with Monitor, Warning and Authenticate
Actions
[ Allow Blocked Override
Search Engines
Enable Safe Search
Search Engine Safe Search - Google, Yahoo!, Bing, Yandex
VPN [ YouTube Education Filter
[] Loag All Search Keywords
User & Device
WiFi & Switch Controller Static URL Filter
T [] Block Invalid URLs
Perfil filtro de conteudo
p— ; = wa (7] ]
FiERTINET FortiGate 600C = 5o c
Wizard  Video  Help  Logoi
| Ssystem | & Create New & Edit 1 Delete @ Section View O Global View |Q Search
| router seas [ vsowce | 7 estination [ 7schedue [ vsevice [ Tacion | v webrmer [
S | port2 (LAN-VLAN-10) - port3 (GERENCIA-INTERNET) (1 - 1)
- - & TCP-8002
MiPva 1 D Teste D teste-2 @ always ¥ ACCEPT
& TCP_s003

" IPv6
* NAT64
* NAT46

port2 (LAN-VLAN-10) - port4 (Spirent-DMZ_VLAN20) (2 - 50)
port2 (LAN-VLAN-10) - VPN-25-TUNNEIS (51 - 76)

rt3 (GERENCIA-INTERNET) - port7 (VLAN_70) (77 - 77"
* Explidit Proxy E2iEd ( T) - port7 (VLAN_70) ( )

- porta (Spirent-DMZ_VLAN20) - port2 (LAN-VLAN-10) (78 - 110)
vinEtise porta (Spirent-DMZ_VLAN20) - port7 (VLAN_70) (111 - 111)

rt7 (VLAN_70) - port3 (GERENCIA-INTERNET) (112 - 121
* Multicast o L) = T) ( )

Regrar de firewall com o perfil
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galinhas Entrar & Vil
Web Imagens  Video  Noticias Compras Respostas
Tamanho + Cor + Tipo Data ~ Licenga Filtro Familiar desativa

galinhas podem conter conteudo voltado para adultos. O recurso SafeSearch deve estar desativado para exibir esses resultados.

earch
Yahoo Ajuda Sugestdes Privacidade Termos do Servigo Anunciar Da plataferma Bi
Iniciar sessd
PROCURAR
ROCURAR
Pesquisa Segura O Estita
Filirar texto, imagens e videos para adultos dos resultados da pesquisa
proma O Moderada
Filtrar imagens e videos para adultos, mas née o texto dos resultados
da pesquisa.
OME PAGE
% Desactivar
Nao filtrar os resultados da pesquisa com contetido para adultos
EGIAO Continua a ver conteddo inadequado? v
Localizacdo Localidade, Distrito/Cédigo Postal
Introduza a localidade, o distrito ou© o 1020 4 1500
cédigo postal. Utilizamos a sua
localizagiio para mostrar resultados de
pesquisa mais relevantes.

Desativar o SafeSearch

A desativacdo do SafeSearch ao fazer pesquisas na Web, por
videos e imagens pode retomar resultados de natureza adulta ou
de contetido sexual explicita. Clicando em "Eu aceito”, vocé

certifica que possui no minima 18 anos de idade e que concorda
com os Termos de Senvico

m Canceiny

Saber mais sobre protegendo as criangas online
Para bloquear as configuracdes do SafeSearch va para
Preferéncias

Tentativa de desativar o safe search
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| galinhas Entrar B4 Mail
Imagens Video Naticias Compras Respostas
Tamanho Cor ~ Tipo ~ Data Licenca F amilia

galinhas podem conter contelido voltado para adultos. O recurso SafeSearch deve estar desativado para exibir esses 1

earch

Yahoo Ajuda Sugestfes Privacidade Termos do Servigo Anunciar Da plataferma Bi

Falha na tentativa de desabilitar o safe search

FortiGuard /o oliczor Soriire)

Powered by FortiGuard

Application Blocked!

You have attempted to use an application which is in
violation of your internet usage policy.

©ng Bing.Search_Safe.Search.Off

Category: General.Interest
URL: http://www.bing.com

/AS/Suggestions?pt=page.home&mkt=pt-
br&gry=ta&

Bloqueio da aplicacao
F TINET FortiGate 600C

(7]

Help

A
* Interfaces
* WAN Link Load Balanci
DNS
N DLP Block Message Replacement text for DLP block message
* Packet Capture DLP Block Page Replacement HTML for DLP block page
& config FortiGuard Block Page Replacement HTML for FortiGuard Web Filter block page
“HA URL Block Page Replacement HTML for HTTP URL blocked page
P Virus Block Message Replacement text for antivirus block message
- Virus Block Page Replacement HTML for antivirus block page
S FEm—— Authentication
= FortiSandbox Device Detection Portal Failure Page Replacement HTML for device detection portal failure page
n YA dvancad Email Collection Replacement HTML for email collection page
S b Email Callection Invalid Email Replacement HTML for email collection page after user enters invalid email
£ Admin FortiToken Page Replacement HTML for FortiToken authentication page
Certificates Login Failed Page Replacement HTML for authentication failed page
& Monitor ‘llL@ ® Hessage Format: text/html Message Size: 2424/327
2 5 — You have attempted £o Use an application WHICH 1§ i Violaton of , “oTOTRET ST
your internet usage policy.
Router
S| rl ($¥IMAGE:loge_v2_fnetst) 0 -
Policy & Objects = Facebook Aa
R heignt: 92pk:
Security Profiles Category: Social.Media | Egs e
[ —— - -blocked h2.£gd_icon [
VPN URL: http://www.example.com/ background-positien: 0 -166px;
. Client IP: 192.168.1.11
User & Device
Server IP: 198.51.100.1
WiFi & Switch Controller T,

Customizacdo de pagina de bloqueio.

Comentario
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Assinatura
do Cliente

Assinatura NCT

Identificacdo de usudrios

Deve incluir a capacidade de criagdo de politicas baseadas na visibilidade e

Item de Teste

controle de quem esta utilizando quais aplicacbes através da integragdo com

-1.6.7.1 servigos de diretdrio, autenticagdo via LDAP, Active Directory, E-Directory e base

de dados local;

Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragao | Configurado uma politica de firewall selecionando controle de acesso por

do Teste usuarios e grupos através dos servigos de integragcdes com o Active directory e
apontando a capacidade de configura¢do dos demais métodos.

Procedimento | Feito um acesso de autenticagdo do usuario o qual fez match na politica de

do Teste firewall contendo o grupo, e validar nos logs o perfil de web filter acessado por
este usuario

Evidéncias Configurado a regra de firewall com especificagao selecionando um grupo de

" IPV6
NAT64
= NAT46
~= Explicit Proxy
= Dos
IPv6 DoS
* Multicast
Proxy Options
* SSL/SSH Inspection
5 objects
Addresses
" ® Services
Schedules
Traffic Shapers
virtual IPs
1P Pools

=
Security Profiles

VBN

User & Device

WiFi & Switch Controller

Log & Report

|

integracdao com o AD para que o acesso do mesmos seja autenticado, e
habilitando um perfil de seguranca de filtro de conteldo:

System - Eitboiy__________________________________|
Routzg Incoming Interface port7 (VLAN_70) 5}
Policy & Objects Source Address & all [+])

[ - | e '@ Consultores [H |

Source Device Type
Outgoing Interface
Destination Address
Schedule
service
Action
Firewall / Network Options
@ NAT
® Use Outgoing Interface Address
Use Dynamic IP Pool

Security Profiles
AntiVirus

Click to add...
port3 (GERENCIA-INTERNET)
@ all

7 always

@ ALL

v ACCEPT

Fixed Port

Click to add

default
—

RICIRRIERIREIEY £ KO

I @D VWeb Fiter

Teste-Webfilter

PS
DLP Sensor
Proxy Options
@I SSL/SSH Inspection

default
default
default

deep-inspection

Grupo de acesso do usuario foi feito com a integragdo com o AD fazendo uma
consulta LDAP que também é compativel com e-directory:
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Edit Single Sign-On Server

Name fsso-agent
Primary Agent IP/Name 10.61.3.62 Password ssssssss
Secondary Agent IP/Name Password More FSSO agents
LDAP Server Idap-jrs X
Users/Groups
LDAF Tree Recursive @FTID| Users Groups Organizational Units Selected (2)

& dc=jrs,dc=com

System Users/Groups Creation Wizard

Router

Policy & Objects

a Login Credentials

Security Profiles User Name

juana.melo
VPN Password  [eesasesessses |
e
8 er [ < Back H Next> | [ Cancel
N cer efintion |

= User Groups
* Guest Management
(=} Device
= Device Definitions l
= Device Groups
) Authentication
= Single Sign-On
= LDAP Servers
" RADIUS Servers
= ® Settings
& FortiTokens
o FE‘E FortiClient Profiles
=& Monitor

- ® Firewall

O cliente que acessou no PC RDP 10.69.70.222, autenticou com seu usuario da
rede:

Seguranga do Windows B

Digite suas credenciais
Essas credenciais serdo usadas para a conexdo com 10.69.70.222,

jrs\juana.helen

| Usar outra conta

Na tela de monitor do firewall ja foi possivel detectar o evento de autenticacdo
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i JUANAHELEN

do usudrio que faz parte do perfil consultores:

| juana.helen, Consultores I 0 day(s) 0 hour(s) 0 minuts(s) 10.69.70.222 4.44 MB Frsso

Log de acesso web do usuario autenticado o match no perfil Teste-Webfilter :

System

Router

Policy & Objects

Security Profiles

VN

User & Device

49 Traffic Log
* Local Traffic

* Sniffer Traffic
i3 Event Log
(8 Security Log

= Antivirus

WiFi & Switch Controller

o0g & Report

* Forward Traffic

* Multicast Traffic

Bucbrier | W4t / 127} [M] [ Total: 6350 ]

= Application Control

)

F of 1uanA.HELE JUANA.HELEN (- passthrough geral.pt-BR livebar
2 17:21:52 [ JUANA.HELEN | FY JUANA.HELEN (10.69.70.222) . gh bros.zopim.com/s/\W/ws/ 3F/c/1448565571750 Information Technology
3 17:21:52 ) JUANAHELEN | F1 JUANA HELEN (10.69.70.222) passthrough gg.google.com/csi?v=28s=yoLtubegaction=wateh,watch7adayt_sts=ne. Search Engines and Portals
4 17:21:52 M UANAHELEN | FY JUANA HELEN (10.69.70.222) passthrough www. fgen_: Streaming Media and Down
5 17:21:43 [ JUANAMELEN | IT JUANA HELEN (10.69.70.222) p gh b r 2 rubicon&pe= Infarmation Technalogy
6 17:21:¢3 [ JUANAHELEN | 11 JUANA.HELEN (10.69.70.222) passthrough beacon.rubiconproject.com/beacon/p/rtp/valuation?&p=rubicons Information Technology
7 17:21:42 ) JUANA.HELEN | F0 JUANA HELEN (10.69.70.222) passthrough by r 2 rubicon&pe= Infarmation Technology
8 17:21:90 [ JUANA.HELEN | F1 JUANA.HELEN (10.69.70.222) passthrough p.nxtck.com/anza=28ch=0.47856164309084417 Advertising
o 17:21:40 [ JUANAHELEN | IT JUANA HELEN (10.69.70.222) p gh  rtax.crit Jrta.js B Business
10 17:21:25 M JUANA.HELEN | F1 JUANA.HELEN (10.69.70.222) passthrough  tr2.terra.com/broadcast/sub/ch=live.geral.pt-BR livebaram...J/. Search Engines and Portals
11 17:21:12 [ JUANAHELEN | 3 JUANA.HELEN (10.66.70.222) passthrough b P ubicontpe=. Information Technology
12 17:21:12 [ JUANAHELEN | 10 JUANA.HELEN (10.69.70.222) passthrough beacon.rubiconproject. com/beacon/p/rtp/valuation?&p=rubicons Information Technology
13 17:21:12 [ JUANAHELEN | 0 JUANA.HELEN (10.60.70.222) p. ah b y, P ubicontpe=. Information Technology
18 17:21:10 M JUANA.HELEN | FT JUANA.HELEN (10.69.70.222) passthrough p.nxtck.com/an?a=28cb=0.6013573294559369 Advertising
15 17:21:10 R JUANAHELENJ I JUANA.HELEN (10.69.70.222) passthrough  rtax.crit / s 3 Business -

: Message URL belongs to an allowied catagory in policy Method domain
* Intrusion Protection
ik Drofie Name Teste WebFiter ) Protacol 3
* Data Leak Prevention Received Bytes 505 Request Type diract
E# Log Config Sent Bytes 438 Sequence Number 2170830
[ Moniter
Service TR Source [ JUANA.HELEN (10.65.70.222)
Sourcs Intarfacs pert? Source Port 7002

Comentario

Assinatura Assinatura NCT

do Cliente

Item de Teste - 1.6.7.3

Deve permitir o controle, sem instalacdo de software cliente, em
equipamentos que solicitem saida a internet, para que antes de
iniciar a navegacdo, expanda-se um portal de autenticacao residente
no firewall (Captive Portal);

Objetivo do Teste

Demonstrar a funcionalidade conforme solicitado

Configuragao do Teste

Habilitar na configuracao da interface a op¢ao de Captive Portal

Procedimento do Teste

Executar o acesso a partir do captive portal autenticando um usudrio

Evidéncias

©) Firewall Authentication - Mozilla Firefox

Eicheio Editar Uer Histerico Marcadores Ferramentas  Ajuda

| Firewiall Autherkication i

€ @ 10.69.70.64 1000/FgLauth? 120405639097 abs ¢ ||B- aooge Pl & A

F:=RTINET.

Authentication Required

Please enter your username and password to continue.

Username: |

Password: |
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9) Firewall Authentication - Mozilla Firefox

Eicheio Edtar Ver Hstdrico Marcadores Femamentss  Ajuda
| (7 Frewall Authentication +

& 10.69.70,64: 1000/fFqrauth702040a83909c7abE ¢ ||B - sooge y;

F::ERTINET
Authentication Required

Please enter your username and password to continue.

Username: joaldir

Password: jeessssessssssl

i Iniciar ©) Firewall Authenticatio

©) Terra - Noticias, esportes, coberturas ao vivo, diversin e estilo de vida - Mozilla Firefox
Eicheiro Edtar \er Hstorico [Marcadores Femramentas  Ajuda

| Terra - Naticias, esportes, coberturas ao vi. + |
€ . terra, com,br. & | |8 - sooge ¥

FATINET B oo

= CEIEE terra 1 ftve LS ®

¥ DOMINIO -COM

AQUECIMENTO
BLACK RAY BAN R(E'I:#EMASTER

DE: R$ 399,90 : }" ‘
70°/o rR$189.%0

DE DESCONTO

. 7 3
1 eventoaovivo  pewn s @ 1 X O @ AuG i

1° Tempo

el G Anvirus @ Mapsier 9 LojaViral Cursodelngles b Construtorde Stes & Office com OneDrive  MAIS SERVICQS ¢

(&)

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -

Deve possuir suporte a identificacdo de multiplos usuarios conectados
mesmo endereco IP em ambientes Citrix e Microsoft Terminal Server,

emum

1.6.7.5 permitindo visibilidade e controle granular por usuario sobre o uso das

aplicagGes que estdo nestes servigos;

Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragao Instalado FSSO TS agent para Citrix/Terminal Service no windows, apontado

do Teste para o FSSO Collector responsavel por armazenar as credencias do windows
para acesso transparente.

Procedimento | Demonstrado na tela de monitoria do fortigate dois usudrios com o mesmo ip

do Teste 10.69.70.222

Evidéncias
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1 W >
FiERTINET FortiGate 600C \ﬁ"_’;‘rj .“: :: ;—‘-u
System | @ Refresh [ [7] Show all FSSO Logons
Router [_vusermame | vuserGrowp | vouation | vipaddress | < rrafficvolme | v method [0
e JOALDIR.RANI Estagiarios 0 day(s) 0 hour(s) 2 minute(s) 10.61.3.39 WA [
JUANAHELEN Consultor 0 day(s) 0 hour(s) 2 minute(s) 10.61.3.62 WA ®Fss0
Eceimlinticn JOALDIR.RANI Estagiaries 0 day(s) 0 hour(s) 2 minute(s) 10.69.70.222 NA EIFSS0_CITRIX
VPN JUANAHELEN Consultor 0 day(s) 0 hour(s) 2 minute(s) 10.69.70.222 NA EfFSS0_CITRIX
~
~* User Groups
“* Guest Management
& Device
= Authentication

Tela de usudrios com o mesmo ip.

Comentario

Assinatura
do Cliente

Assinatura NCT

QOs

Item de Teste

Com a finalidade de controlar aplicagdes e trafego cujo consumo possa ser
excessivo (youtube, ustream e etc.) e ter um alto consumo de banda, se requer
que a solucdo, além de poder permitir ou negar esse tipo de aplicacgdes,

-1.6.8.1 tenha a capacidade de controla-las por politicas de maximo de largura de banda
qguando forem solicitadas por diferentes usuarios ou aplicacdes, tanto de dudio
como de video streaming;

Objetivo do Demonstrar a funcionalidade conforme solicitado

Teste

Configuragao | Configurar profile de traffic shaping executando os filtros e ponderagdes
do Teste conforme solicitado neste item

Procedimento | Acessar o youtube e verificar o shaper sendo utilizado

do Teste

Evidéncias

€ ) @ hitps/192.168.169.83/inde e Pesquisa

FEERTINET | FortiGate 600C =

New Traffic Shaper

Router

Type ® sharad O per-ip

Policy & Objects
& (il Policy

“1Pva

- 1Pve

* NaTE4

* nAT45

+ Explicit Proxy

* 1Pv6 Dos oK Cancel

+ Broxy Options
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/192.168.169.83/Index e

TINET

FortiGate 600C

Edit Application Sensor

System

Security Profiles

4 Antivirus Categories
% web Fiter @ eotnet @ GeneralInterest @ sodalMedia @ web.others
¢ O i © Mobie @ storage.Backup 21 Otrer oo
5 Tntrsion rotaction el
4 @ clowdar @ Newerksenvie @ vpdats
- i
@[ Advanced @ collaboration @ r2p @ video/Audio Applications
@ email @ Proxy @ vorp
@ came @ Remote.Access @ 1ndustrial

Application Overrides

3 Delete & Add Signatures

Options

Deep Inspaction of Cloud Applications
@D Allow and Log DNS Traffic

@D repiacament Messages for HTTP-based Applications

Apply

€ ) @ https;//192.168.169.83/index € Q Pesquisar

Fi3RTINET | FortiGate 600C

Incoming Interface

port? (VLAN_70)

Source Address 0 all -
Source User(s) Click to add. hd
Source Davies Type Click to 2dd -
“1pve
Outgoing Interface Port3 (GERENCIA- INTERNET) -6
* nATS4
Destination Address il -
« AT4E Cl v
- Explicit Proxy Schedule 3 ahways =
- Dos Service S Je
* IPv6 Dos Action  AccesT a2

* Multicast
Firewall / Network Options
nar

« Proxy Options
* SSL/SSH Inspection

@® Use Outgaing Interface Addrass [] Fixed Port

O uss ynamic 17 pocl Ciickoa

Security Profiles.

- Schedules
e o Antivirus a
Vitusl 1P o Wb Filter a
* IP Pools @D Application Control - a8

8 Moritor g =

DLP Sensor s
@ S5L/SSH Inspection dzap-inspection -2 0
Tratiic shaping
Lot Shared Shaper 100k yauuabe s
Security Profiles
08 Reverse Shaper 100k youtube L]
ven
ore per1P Shaper Cick o sex
TE—
‘WiFi & Switch Controller Legging Options

——— @D Log Alloved Traffic
apo =

) Rihanna - Unfaithful - YouTube - Mozilla Firefox

Ficheiro Editar Vet Histérico Marcadores Ferramentss Ajuda

183 Rehanna - Unfaithful - YouTube |+l

& B @ hieps:/fuumy. youtube.com/u atch?y=rp4LWPZiRIs ¢ | |B- cooge P 3

(" Tube B a o

A sequir Reproducdo automética @

" Eminem - Love The Way You Lie ft. Rihanna
e EminemVEVD
970 BOB 452 visualizagdes

Mix — Rihanna - Unfaithful
de YouTube

Rihanna - Hate That | Love You ft. Ne-Yo
e Rinannavevo
150 576 185 visualizagdes

Rihanna - Diamonds
4de Rinannavevo
656 887 714 visualizagdes

RiNanna - Man Down
de RihannaVEvD
363 536 348 visualizagies

Rihanna - Unfaithful

Rinanna¥Evo

(a3 o, 240623088
_— Rihanna - Take A Bow
de RihannaVEVD

i I S i cocoac MR a0 oo
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Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste

Permitir identificar e opcionalmente prevenir a transferéncia de informacgdes
sensiveis, incluindo, mas ndo limitado a: nimero de cartdo de crédito,

-1.6.9.5 possibilitando a criacao de novos tipos de dados via expressao regular;
Objetivo do Demonstrar a funcionalidade conforme solicitado
Teste
Configuragao | Configurar no profile de DLP
do Teste
Procedimento | Validar o suporte da funcionalidade de informacdes sensiveis conforme solicitado
do Teste neste item
Evidéncias

€ & hitps://192.168.169.83,

FEZERTINET | 7

System
Router

Policy & Objects

HTTR-POST
e [7] popa [ map [] mapt
O nwre.

Log Only v

Archive

[ enable
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€ @ hitps//192.168.169.83/index ¢ Q Ppesquisar WwoBa ¥ @

FEIATINET | FortiGate 600C =

Action

[ sea® Type Services
1 fied Fils Types Quarantine 1P Address SMTP, POP3, IMAP, HTTP-GET, HTTP-POST, FTP

Hie [P-GET, HTTP-POST, FTP

Examine the Following Services

Web Access HTTP-POST

email swre [ Popa [ mmap [ mapr
Others O wwre
ok || c
€ @ hitps//192.168.169.83/inde € Q Pesquisar w B + A

Fi3RTINET | FortiGate 600C -

port7 (VLAN_70)

sl Bl
ol Click to sdd..
: Click to sdd..
1Pve
port3 (GERENCLA-INTERNET) e
naTes
Destinstion Addrass @ al
« nAT4s ] v
ST Schedule 3 ahways
* Dos servica TS Je
L Ao + AccesT
Multicast
SR Firewall / Netwark Options
+ SSU/SSH Inspaction D AT
% Objacts ® Us= Outgoing Intarfacs Addrass [] Fixed Port
O Uz= Oynamic 19 Paal Ciick to 2dd..

* Addh

Security Profiles
* Traffic Shapars ]
- Virtual 15 "
1 Pools o .
® 88 Monitor
&
Proxy Options 5
@D ssu/ssH Inspection 3 @

Traffic Shapin
Securitu Profiles e

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | A funcionalidade de VPN SSL deve ser atendida com ou sem o uso de agente;
1.6.11.6.1.2

Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragdo do | Instalar forticlient SSL VPN em uma estac¢do de trabalho de um usuario assim
Teste como efetivar um acesso, em seguida relizar um acesso via Web browser.

Procedimento Realizar conexdo SSL VPN via Forticlient assim como tambem realizar um
do Teste acesso pela mesma VPN utilizando via web interfece browser

Evidéncias
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S

€ )i a

@ Q pesquisar

@ | hitps://192.168.169.83:4433 remotelogin7lang=en

hitps://192.168.169.83:4433 sslvpn/portal.htmZlang=en

w8 93 & =

w8 9 ¥ A =

@ noo i oo}

Time.
28/11/2018 17:55:57
241172015 11:27:50
241112018 11:38:17

Inbound/Outbound Traffic
0Bi08

0808
20975 KB /10,30 K8

7858 KB/ 1.47 KB s -
Type: [rmerTEs ]

241112015 11:33:37
241112015 11:31:51 LEY
Host:
Go
[
add | [ Edt

&2 FortiClient

Arquive  Ajuda

Security Features Not Installed

Teste SSL ~ |48,

joaldir

Conectar

Get Protected
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- *
Editar a Conexdo de VPN
[ | VPN IPsec
1
Nome da Conexdo
[Teste ssL |
Descrigdo
[PGDF |
Gateway Remoto
|192.168.159.83 | Porta customizada
Autenticagdo
(® Prompt no login @ () Salvar login

[[] Certificado doCliente

[[] MN3o Avisar sobre Certificados de Servidores ndo validos

Fechar

iClient Features __ \, * Watch Now !

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste

Deve permitir criar politicas de controle de aplicag¢des, IPS, antivirus, anti-
spyware e filtro de URL para trafego dos clientes remotos conectados na

-1.6.11.6.1.6 VPN SSL:

Objetivo do Demonstrar funcionalidade conforme solicitado

Teste

Configuragao | Configurar profiles de seguranga nas politicas de acesso SSL VPN

do Teste

Procedimento | Validar a criagdo da insergdo das politicas de seguranca da regras para o acesso a

do Teste ssl.root e feito um acesso com um usudrio de VPN "juana", onde foi possivel
gerar varios eventos a partir deste usuario.

Evidéncias Regra de firewall correspondente de origem da interface ssl.root que é a

interface virtual dos clientes conectados na VPN SSL, a qual consta habilitado
perfis de seguranca de filtro de IPS, Antivirus/Spyware e filtro de contetdo:
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= IPv6
- " NATE4
% NAT46
= Explicit Proxy
* DoS
= IPv6 DoS
= Multicast
= Proxy Options
* SSL/SSH Inspection
£ objects
= Addresses
= Services
- = Schedules
= Traffic Shapers
= Virtual Ips

= I Pools

[P
Security Profiles

VPN

User & Device

WiFi & Switch Controller

Log & Report

€ &y

192.168.169.83:4433/remote:

—
Inc ssl.root (SSL VPN interface)
Soul 5 =

Source User(s) = coglp poRE O AR+
Destination Address =l - @
Schedule 3 always »
Service @ AL -l@
Action  ACCEPT &
Firewall / Network Options

@D NAT

® Use Outgoing Interface Address (] Fixed Port
Use Dynamic IP Pool Click to add.
AntiVirus default hd

Web Filter Teste-Webfilter .
—
—
PS default >- l
OFf_, DLP Sensor default
Proxy Options default b

@D ssL/55H Inspection certfcate-inspe ction

Traffic Shaping

Usudrio conectou-se a VPN com a credencial "juana":

Hame:

juana

Password:

& il ' @ | https//1921681

elcome to SSL VPN Sel

Time Logged In
HTTP Inbound/Outbound Trafic:
HTTPS Inbound/Outbound Traffic

juana (0 hourfs), 13 minutefs), 12 second(s))
0 bytes / 0 bytes
0 bytes / 0 bytes

Time

26/11/2015 09-28-40
26/11/2015 09-27-15
2301172015 1
23/11/2015 14:07-08
23/11/2015 14:04-14

Time Logged In

5 Minutes 3 Seconds 0B/0OB
1 Minutes 14 Seconds 0B/0B
25 17 Minutes 16 Seconds 0B/0B
12 Minutes 18 Seconds 0B/OB
1 Minutes 54 Seconds 0B/0B

Inbound/Outbound Traffic

[ FortiClient Windows
[d FortiClient Mac

[d FortiClient i0S

[E FortiClient Android

Link status up

924675
1792 M

Bytes sent:
Bytes received:

FortiClient SSLVPN connected to server

Monitor no firewall dos usudrios conectados na VPN, onde é possivel observar
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gue o usuario "juana" se conectou e recebeu o Ip do tunnel ss.root
10.212.134.200:

System

pos—— Begin Time

Router

1 juanz 1051330 Thu Nov 26 10:29:15 2015

Policy & Objects
R Subsession Tunnel 1P:10.21 0
Security Profiles.

288 Ipsec

Tunnels
Concentrator
Wizard
Tunnel Templates
S ssL
portals
Settings
=38 Monitor

IPsec Monitor

Adaptador PPP fortissl:

Sufixo DMS especifico de conexfo.
Enderego IPuv4. . . . . . . . 1@8.212_134_28068
Miscara de Sub-rede . . . 255.255.255.255

Gateway Padrdo. . . . . . . B.6.8.8
Adaptador Ethernet Conexdo local:

Estado da midia. . . . . . . . . . mnidia desconectada
Sufixo DMS especifico de conexSo. . . . .

Adaptador Ethernet Conexdo de Rede Bluetooth:

Estado da midda. . . . . . . . . . . . . . midia desconectada
Sufixo DNS especifico de conex3o. . . . .

Adaptador Ethernet GConex3o local 2=

Estado da midia. . . . . . . . - - - - . . midia desconectada
Sufixo DNS especifico de conex8o. . . . . .

Aidaptador Ethernet UMware Hetwork Adapter UMnetl:

Sufixo DNS especifico de conexdo.
Endereco IPve de link local . . .
Enderego IPv4. . . . . . . . . .
Mascara de Sub-rede . . . . i
Gateway Padrdo. . . . . . . . . .

feB@::7566:ce25:4154:8e6f%25
192.168.154.1
255.255.255.8

Adaptador de Rede sem Fio Conexdo de sem Fio:

Sufixo DMS especifico de conexfo. nct.com.br

Enderego IPuvb de link local . . . feBB::51ad:51a:e?97:c?2dx13
Enderego IPv4. . . . . . . . . . 18.61.3.38

Miscara de Sub-rede . . g 255.255.255.08

Gateway Padrdo. . . . . ooE ) 18.61.3.254

System

Router

Social Networking

Policy & Objects

blocked

plus.google.com/ Social Networking

Security Profiles

1 juana 1 juana (10.212.134.200) passthrough  dyknreymcs iut.cloudfront.net/ Content Servers

VPN steer.com/ Information Technology

M juana I juana (10.212.134.200) passthrough  cupdat

M juana 1 juana (10.212.134.200) passthrough  safebr
M juana I juana (10.212.134.200) passthrough

User & Device a-cache.google.com; Search Engines and Portsls

a-g00gle.com/ Search Engines and Portals

WiFi & Switch Controller

Log & Report

M juena P juena (10.212.134.200) passthrough win.data. microsoft.com Information Technology

7 juana F juana (10.212.134.200) passthrough clients1.google.com/ Search Engines and Portals

59 Traffic Log n jusna I jusna (10.212.134.200) passthrough  pipe.skype.com/ Internet Telephony
s o —
Forward Traffic SIE] T e 0 2 Lo 200 Basstrough T Cerouter- o rormaton TecAnelooy

Local Traffic 11 10:35:58 [ JUANAHELEN [) JUANA.HELEN (10.69.70.222) passthrough safebrowsing-cache.google.cam/safebrowsing/rd/ChFnb28nLXBoaXNoL . Search Engines and Portals

70.222) passthrough I d/ChNnb2snLwihbHdhe..  Search Engines and Portals

Multicast Traffic 12 10:39:58 [ JUANAHELEN [ JUANA.HELEN (10.

Sniffer Traffic 15 10:39:58 [0 JUANAELEN [ JUANA.HELEN (10.69.70.222) passthrough safebrowsing-cache.google.comy/safebr /rd/ChVnb29nLWINZGIpb...  Search Engines and Portals
) Event Log 14 10:39:57 [ JUANAHELEN [ JUANA.HELEN (10. ) passthrough lients.googl wnloads7client=n Search Engines and Portals
5 Security Log 15 10:39:33 [ juana I juana (10.212.134.200) passthrough  www.gstatic.com/generate_204 Information Technology
y 16 10:38:21 [ juana P juana (10.212.134.200) passthrough kype.com/ Internet Telephany
17 103814 [0 juana I jusna (10.212.134.200) passthrough  prod.r r.skype.com Intermet Telephony
18 10:38:12 [ juana I jusna (10.212.134.200) passthrough *.dc.trouter.io/ Information Technology
Tt ks 19 10:38:11 [ juana I jusna (10.212.134.200) passthrough  api.skype.com Internet Telephony
— 20 1 juana I juana (10.212.134.200) passthrough ocsp.digicert.com/ Information Technology
Data Leak Prevention 21 ) juana I juana (10.212.134.200) passthrough tles.services.mozilla.com/ Information Technology
@8 Log Config 22 R juena P juana (10.212.134.200) passthrough  a.config.skype.com/ Intermet Telephony
3 m juana I jusna (10.212.134.200) passthrough  pipe.skype.com/ Intermet Telephony

@& Monitor

No log do Fortigate é possivel observar varios eventos de Antivirus/Spyware:
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System [l ¢ | [AdaFier Log location: Disk |
Router # |@| Date/Time Source Application Name Application User %]
Policy & Objects 49: B 1uana (10.212.134.200) | issL_isviz
= 2 10:49:22 (10.212.134.200) 192.168.169.85 SSL. pass 8001

S ity Profil m -

ecurity-Rrofiles, g 10:48:55 (10.212.134.200) 69.207.12.193 @ Skvpe pass 43494
VPN 4 10:46:39 (10.212.134.200) 216.58.222.14 Google.Plus pass 443
e g 10:46:39 M juana (10.212.134.200) 216.58.222.14 3 Google.Plus pass 443

= = s 10:45:55 10.212.134.200 54.230.142.60 HITPS.BROWSER ass 443
WiFi & Switch Controller L J "

S EEEEEE— 10:45:51 . 174.129.34.4 HITPS.BROWSER ass a3
—— ==
Log & Report —
8 10:45:44 11 juana (10.212.134.200) 216.58.222.14 HITPS.BROWSER pass 443

&8 Traffic Log B 10:45:44 M juana (10.212.134.200) 173.194.42.238 HITPS.BROWSER pass 443

T+ Forward Traffic 10 10:as3a £ juana (10.212.134.200) 65.55.44.108 B! Microsoft.Portal pass 443
+ Local Traffic 1 1044133 1 juana (10.212.134.200) 65.55.44.108 HTTPS.BROWSER pass 443
L brlist e 12 10422 n (10.212.134.200) 192.168.169.85 SSL_TLSv1.2 psss 8001
- Sniffer Traffic 13 10:4a22 (10.212.134.200) 192.166.169.85 ssL pass 8001
- Event Log 14 104416 (10.212.134.200) 216.56.222.14 HTTPS.BROWSER pass 443
53 security Log 15 10:43:54 1 juana (10.212.134.200) 10.68.71.2 Unknown Application pass 389
1 S 16 10:43:54 [ juana (10.212.134.200) 10.68.71.2 Unknown Application pass 389
i 17 104352 1 juana (10.212.134.200) 216.106.130.79 Unknawn Apglication pass 80
'_ 18 10:43:52 1 juana (10.212.134.200) 24.231.228.243 Unknown Application pass 80
b T 19 104352 I juana (10.212.134.200) 85.189.114.190 Unknown Application pass 80

No log do Fortigate é possivel observar varios eventos de IPS :

System [Add Fiter] Log location: Disk |
Router S s T e . = |
S e I — N [ B R
2 0 11041z = £ juana (10.212.134.200) 0 juana dropped HTTP.URLSQ!
emuilvafonfiles ER TR T SR LR ) T T JOALCTRRANT Tropped HITP.URT G0!
veN s ) 1na0as 1 JOALDIR.RANI (10.62.70.65) tp 1 JOALDIRRAML e HTTP.URLSQL.Injection
e 5 @ 11281647 = [ JOALDIR.RANI (10.68.70.222) p 1 J0ALDIR.RANI dropped HTTP.URLSQL.Injection
| IS 0§ 1241647 o 1 JOALDIR.RANI (10.69.70.222) tp 1 JOALDIR.RANI dropped HTTP.URL SQL.Injection
70 11241647 e I JOALDIR RANI (10.68.70.222) tp 1 J0ALDIR.RANI dropped HTTP.URLSQL.Injection
© 0 uzie  we [ oMb (ioss7022) w £ compmRan  wropned HITP.URLSCLInjection
) Traffic Log 9 11-22 19116 0 user (1.1.1.1) tep 1 user detected test_attack
L o Forward T 10 1122 17:48 1 user (1.1.1.4) tp 1 user detected test_attack
i« Local Traffic 1 11-1917:35 e 10.6 tep dropped
-+ Multicast Traffic 12 11-19 17:35 P 10.69.70.222 tp dropped
L4 Gniffer Traffic 13 1119 17:35 a— 10.69.70.222 tp dropped
 Event Log 14 11-19 17:35 anem 10.69.70.222 tp dropped n
& Security Log 15 11-19 17:35 = 10.69.70.222 tp dropped HTTP.URLSQL.Injection
Lox Antivirus 16 11-1917:34 = 10.69.70.222 tp dropped HTTP.URLSQL.Injection
L« Web Fiter 17 11-19 17:3¢ = 10.69.70.222 tp dropped HTTP.URLSQL.Injection
18 11-19 17:34 . 10.69.70.222 tep dropped HTTP.URLSQL.Injection
19 11-19 17:34 10.69.70.222 P dropped HTTP.URLSQL.Injection
" 20 11-19 17:34 10.69.70.222 tp dropped HTTP.URLSQL.Injection
Ly S 2 1119 17:34 10.69.70.222 P dropped HTTP.URLSQL.Injection
B Log Config 2 11-19 17:34 10.69.70.222 tep dropped HTTP.URLSQL.Injection

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.11.6.1.9

Permitir estabelecer um tunel VPN client-to-site do cliente a plataforma
de seguranca, fornecendo uma solugdo de single-sign-on aos usudrios,
integrando-se com as ferramentas de Windows-logon;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Foi configurado um cliente sistema operacional windows xp, um servidor de
arquivos windows server 2012, vpnssl no fortigate com integracdo Active
Directory em um servidor dominio jrs.com.

Procedimento
do Teste

Apartir do windows xp o usudrio juana.helen pertencente ao dominio JRS
escolheu o tunnel VPN pgdf lab e ativou a opgao "minhas credencias sao as
mesmas credencias do windows" digitou as credencias pertencente a esse
dominio e logou.

Apds esse evento o tunel foi estabelecido com o equipamento de seguranca
obtendo o ip 10.212.134.200. Foi utilizado a ferramenta tracert para mostrar o
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caminho do cliente ao servidor demonstrando que o trafego passava pelo
tunel. Foi aberto uma sessao de compartilhamento de arquivos no servidor de
arquivos 10.61.1.43 para demonstrar acesso as recursos.

Evidéncias

SSL-VPN Settings

System

Router

Connection Settings

Policy & Objects

= Define how users can connect and interact with SSL-VPN portals on this FortiGate.
Security Profiles

[ T —

88 Psec This is generally your external interface (i.e. wani)

&% Tunnels

Listen on Port 4433 =

* Concentrator Web mode access wilf be listening at https://192.168.169.83:4433,
i https://{2002:0b8: 4433

" Wizard

“ = Tunnel Templates Restrict Access @® Allow access from any host O Limit access to specific hosts
=g ssiL Idle Logout @ Logout users when inactive for specified period (O Never logout inactive users
[oe=s | e (seconds)
focitings i
& 1 Server Certificate Fortinet_Factory ~ | A Default built-in certificate
@& Monitor
Require Client Certificate O

Authentication/Portal Mapping

By default, all users see the same S5L-VPN portal. The following table allows you to assign different portals to
different users and groups.

& Create New |2 Edit M Delete
 sesfows bora |
= GROUP_PGDF_01 full-access
All Other Users/Groups web-access

Apply

& Create New @ Ed

" Name T Server1P/Name | port ]|

Idap-jrs 10.61.3.62 389

Router

Policy & Objects

Security Profiles

VPN

ElEﬁ User
User Definition

User Groups

" Guest Management
BT Device

= -4 Authentication

Single Sign-On

POART I e
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FZERTINET

FortiGate 600C

System

Router Name GROUP_PGDF_01

Policy & Objects Type @ Firewall O Fortinet Single Sign-on (FSSO) (O Guest  RADIUS Single Sign-on (RSSO)
Security Profiles Members 5 joaldir Lal

VPN

User

= User Definition
guserGroups |
" Guest Management
=} Device

N At antictian

=

Logon no Windows

KT

Remote groups

@ create New

%} hif

% \dap-irs

CN=Consultores, CN=Users,DC=jrs,DC=com

0K Cancel

Name de
usudrio:

‘ juana.helen

i [oee

Fazer logon em: ‘JRE

[CFa:

zer logon usando uma conexdo disl-up

@ YPN antes do

podf_lab v

Minhas credenciais de ¥PH credentials sdo as mesmas crede

FortiClient

Conectando no tunel

RTINET FortiGate 600

Ei’ Windows™"

Lite 4.0

WP (pgdf_lab...

C

m
i
r & Objects

ity Profiles

IPsec

* Tunnels

* Concentrator

* Wizard

* Tunnel Templates

ssL

* Portals

* Settings

Monitor

= IPsec Manitor

fl ssL-ven Monitor

Source IP

juana.helen 10.69.70.65 Mon Nov 23 15:07:08 2015

Subsession Tunnel 1P:10.212.134.200
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e —— ]
g Prompt de comando

LB ic rosof t Windows XP [versdo 5.1.26081
{C> Copyright 1985-2801 Microsoft Corp.

IC:“Documents and Settings“juana.helenX*tracert 18.61.3.43
S Rastreando a rota para 10.61.3.43 com no miximo 3@ saltos
pc.jrs.com [18.212.134.28081]
18.69.78.3

192.168.250.1
10.61.3.43

:..-‘ Iniciar o Prompt de comando

uls0z

Executar,

:E Digite o nome de um programa, pasta, documento ou

recurso da Internet e o Windows o abrira para vocg,

Abrir: | 1410.61.3.431cF v

QK ] [ Cancelar l [ Pracurat,.,

o e
14 Iniciar
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Endereca |4{ 110,61.3. 43

o T

/J Arguivos de programas
|

o T

""’J Program Files (x86)
|

I—;J Windows
|

5 objetols) {mais 1 ocultos) 0 brvtes

¥ cfeminel

e Internet

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste | Deve possuir um mecanismo de busca por comandos no gerenciamento via

-1.6.12.59 SSH, facilitando a localizagdo de comandos;
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao

Executar o acesso via terminal SSH e digitar a seqiiéncia de comando com o sinal
do Teste N

Procedimento | Serad listado apos digitar o sinal "?" todos os comandos correspondente a linha

do Teste

chave selecionada

Evidéncias

Ao efetivar o acesso via SSH e digitar no final da linha "?" 0 mesmo apresenta
todas as demais linhas correspondentes:
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Assinatura
do Cliente

Assinatura NCT

Item de Teste -

Deve permitir usar palavras-chave e cores para facilitar a identificacdao de

1.6.12.5.10 regras;
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste
Configuragao Configurado no Fortimanager em uma politica de firewall Cores e tags
do Teste
Procedimento | Mostrar a marcacgdo de cores dos objetos difereciados assim como uma sessdo
do Teste de marca¢dao 'MARCACAQ"
Evidéncias Marcacdo de sessdo re regras para identificar, e objetos Teste em rosa, objeto

teste-2 em laranja, e objetos de servigo personalizados em rosa:
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£72 FortiManager-VM64

[El rolicyPackage v [E] Policyr 9 Toolsv & Collapse Al
| Policy | | | secton View * Global vie
[£| PDGDF-70D Seq. Status Source Interface Destination Interface Source Destination Schedule Service Authentication Action Profile
- Marcacao (Policy 1 - 133 / Total 133)
I PGDF-BACKUP-01] 1 ) 8 port2 B ports & Teste B teste-2 * always | @3TCP-8002 « Accept | [B high_securi ity
= 3 TCP_8003
-
Comentario
Assinatura Assinatura NCT

do Cliente

Item de Teste
-1.6.12.5.14

Autenticacdo integrada ao Microsoft Active Directory e servidor RADIUS;

Objetivo do Demonstrar funcionalidade conforme solicitado

Teste

Configuragdo | Configurar servidores de autenticagdo remoto e integracdo com o AD conforme
do Teste solicitado neste item

Procedimento | Mostrar a integracdo nos métodos de autenticacdo mencionados

do Teste

Evidéncias Tela de configuracdo de servidores remotos para integracdo de autenticacdo

LDAP, RADIUS e TACACS:

&« C' | B b#pt://192.168.169.84/cgi-bin/module/docroot/index.htm?action=switch

oﬁiManage r-VMM

Policy & Objects FortiClient Manager

Device Manager

VPN Management

AP Management Log & Report WS

L3 Create New v Delete

- Dashboard | Loar Type  ADOM Details
RADIUS
43 All ADOMs | TACACS+ I LDAP Al ADOMSs 192.168.169.162:38%/givenname; de=nctlab,de=com, de=br

@ Storage Info
{£2] Network
e HA
{3 Admin
I Administrator
(] profile
L@ Admin Settings
Certificates
-[E5] Local Certfificates
-[E5] CA Certificates
LEerL
48 Event Log
[ Task Monitor
@2 Advanced
i SNMP

Configurado para teste uma integracao com LDAP, neste tela é possivel ver a
consulta LDAP na arvore do AD:
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Device Manager  Policy & Objects ~ VPN Management AP Management  FortiClient Manager  Log & Report EELIGHET G

System Settings |

& Dashboard

Name [PeoF-Loar
All ADOMS
i server el
orage Info
Network et CN=System
e : o il
1-{E5 Admin Distinguished Name dc=nctlab,dc=com,dc=br R CN=ForeignSecurityPrincipals
15 Administrator CN=Managed Service Accounts
Profile sindTvee s CN=Program Data
User DN en=Juana Melo,cn=users,dc=nctlab,de=c, CN=Users
Remote Auth Serves
@2 Admin Settings Fassiiee [ OU=Domain Controllers
| B Certificates Secure Connection @ k
Local Certificates
{1 CA Certificates Administrative Domain ® AlaDoMs @ Specify

CRL

57| Event Log

) Task Monitor

|- Advanced

& SNMP
iy Mail Server
& Syslog Server
[ Meta Fields
48 Device Log Settings
File Management
[ Advanced Settings
1 Portal Users

Forticuard Manaement |

Comentario

Edit LDAP Server

[ o

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.12.5.15

Localizacdo de em quais regras um endereco IP, IP range, subnet ou objetos estao
sendo utilizados;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao | Automaticamente ao configurar um objeto e sendo este inserido em uma regra,

do Teste perfil ou group, ao lado deste havera uma referencia "Ref" indicando em
guantos objetos ele encontra-se em uso.

Procedimento | Mostrar a referencias do objeto

do Teste

Evidéncias Objetos address ,Ip range, Subnet os quais contem uma valor abaixo da coluna

rafe significa quantas vezes os mesmos estdo sendo utilizando em uma regra de

firewall:
T e Type T e | interiace | visibiiy_ et ]
Address (64)
5] *.live.com FQDN * live.com Any [] 1
£1192.168.169.182 Subnet 192.168.169.182/32 Any ] 1
{£] ADD_TUNNEL_1 Subnet 10.10.1.0/24 Any 9 2
] ADD_TUNNEL_2 Subnet 10.10.2.0/24 Any ] 2
] ADD_TUNNEL_3 Subnet 10.10.3.0/24 Any ] 2
£l ADD_TUNNEL_4 Subnet 10.10.4.0/24 Any ] 2
] ADD_TUNNEL_S Subnet 10.10.5.0/24 Any 9 2
] ADD_TUNNEL_6 Subnet 10.10.6.0/24 Any ] 2
] ADD_TUNNEL_7 Subnet 10.10.7.0/24 Any 9 2
] ADD_TUNNEL_8 Subnet 10.10.8.0/24 Any ] 2
(] ADD_TUNNEL_9 Subnet 10.10.9.0/24 Any Q 2
£l ADD_TUNNEL_10 Subnet 10.10.10.0/24 Any /] 2
{£] ADD_TUNMEL_11 Subnet 10.10.11.0/24 Any ] 2
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Creats New v

ADD_TUNNEL 17
] ADD_TUNNEL_18

Explicit Proxy

 Teste

1P Rangs

System a
Router [ mame [ tyee [ Detab |
| Pobieymobjects | FEPRE N Subnet 10.10.11.0/24
i ADD_TUNNEL_12 Subnet 10.10.12.0/24
1Pva ] ADD_TUNNEL_13 Subnet 10.10.12.0/24
1806 | ADD TUNNEL 14 Subnet 10.10.14.0/24
ADD T .10.15.0/24
NATE4 J ADD TUNNEL 15 Subnet 10.10.15.0/2
NAT46 | ADD_TUNNEL_16 Subnet 10.10.16.0/24

Object Usage *

[
[
[
[
L
[
[
Dos L B4
o |/ ADD TUNNEL 19 Address "CLIENTE_10.60.70.65" is usad by: B
6 Do
e 1 ADD TUNNEL 20 Total References: 3 ba
Prosxy Options I8 ADD_TUNNEL_21 P A e AT 24
S5L/SSH Inspection 15/ ADD_TUNNEL_22 Frem 24
BB Objecs 1 ADD_TUNNEL_23 ______ Obiecttpe | | =
= ; ¥ Policy (3) @
15 ADD TUNNEL 24 24
e I/ ADD TUNNEL 25 Bolicy 1415 (1) P s
Srhadilas |2 Adobe Login Policy "143" (1) [r- =1 oo
Traffic Shapars 1] CLIENTE_10.69.70.65 Policy "144" (1} Fa =
Virtual 1Ps I CLIENTE 10.69.70.222 b3z
1P Pocls 5] Gotomesting =
88 Monitor [/ SRV-10,69.70.222 Close | 12
1 SSLVPN_TUNNEL_ADDR1 zi2.1
[

192,168.167,34 - 192,168,

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.5.17

Criacdo de regras que figuem ativas em horario definido;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Configurar um schedule para ativacdo em horarios definidos

Procedimento
do Teste

definido.

Executar teste de validagao de funcionamento da regra no horario conforme

Evidéncias
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€ @ nhiips;//192.168.169.83/inde [ Q Pesquisar =
4BATINET | FortiGate 600C =5 Ir
| Edit Policy "
il S port7 (VLAN_70) ~ v
14 CLIENTE 10.65.70.65 o
olicy & josldic B
: Click to add.
e
porta (GEREN CIA-INTERNET) <
wATes
naTas L=l
« Explict Proxy 3 Fim de Semana -]
* Dos 2 ALL ~ o
SRy Dos « ACCEPT
Mulicast
v wall / Network Options
+ SSL/SSH Inspaction & nar
= 4 Objects ® Uss Outgoing Interface Addrazs[] Fixed Port
* Addresses O use Dynamic 1P Paol Click to add.
Virtual 1P o web Fikar s
* 1 Pools @ Application Control
= o
o Monits ¥EL IPS a
oLP Sensor
@D ssuUssH Inzpaction dmep-insp: 20
Traffic Shaping
Sha ube
Security Profiles.
Rev Cvautibe

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - Criacdo de regras com data de expira¢do;
1.6.12.5.18

Objetivo do Teste Demonstrar funcionalidade conforme solicitado

Configuragao do Configurar um schedule de periodo de expiracdo determinado
Teste

Procedimento do Executar teste de expiragdo da regra no horario conforme definido.
Teste

Evidéncias £) & |mesiis2 cateons ¢ an PUPS

¥

FEMATINET | FortiGate 600C - s W @
] Edit Schodulo
[ ® One-tim:
[Epra dn 30
wisau
Minute °
oK Cancel
SsUSSH Inspection
pocts
€ a <//192.168.169.63, ¢ Pesq T E 9 & A =
FEIRTINET ortiGate 600C b -]

Ficewall { Hetwork Options
nar

® Uss Qutgoing Intarfacs Address[] Finad Port

D 55U Inspection dovprinspaciion

Comentario

Assinatura Assinatura NCT
do Cliente




(NCT

PREGAO ELETRONICO N° 04/2015 Re‘ggém

Pagina:

CADERNO DE TESTES TECNICO
83/126

Item de Teste -
1.6.12.5.19

Backup das configuracdes e rollback de configuracdo para a ultima configuragdo
salva;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao
do Teste

Configurar auto-backup, executar retrievie manual de configuracao e salvar

Procedimento
do Teste

Executar teste de backup e de rollback

Evidéncias

System Settings.

(= Add Davice ©5 AddGroup ¥y Install I Display Options £ Storaga Info
{) Menur  PGDF-BACKUP-01: System ) Dashboard —
= @ Managed FortiGates(3) onfig . Retrieve Co 8

{= PDGDF-70D Date & Time S——————r=ftedby = Installston = Comment its

= PGDF-02 o202 2015-11-27 02:36:48 Autolpdats Autolpdats Auto updats from davics

=z 115 20151125 11:51:44 PGDF-BACKUP-01 admin PGDF-BACKUP-01

+ 6 Logging FortiGates(3) 115 2015-11-25 11:50:44 PGDF-BACKUP-01 admin

114 2015-11-25 03:49:43 AutoUpdate Auto Update from device
112 20151125 11:24:38 PGDF-BACKUP-01
11 2015-11-25 11122126 AutoUpdate AutoUpdate failed, auto ratrieve confi
110 2015-11-25 11119145 Rat
109 2015-11-25 10:56:56 AutoUpdiate
106 2015-11-22 20:27:08 AutoR strisve
105 2015-11-22 20:23:48 AutoR strisve
104 2015-11-22 13:21:26 AutoUpdats
0 20151122 11:52:42
a5 20151122 11:33:59 AutoUpdate
s 2015-11-20 10:45:08 PGDF-BACKUP-01
4 2015-11-20 09:33:26 AutoUpdate
: 2015-11-20 03:32:50

@ Mozilla Firefox - o x
68.189.03

= Managed FortiGates(3)
= PDGDF-70D
(= PGDF-02

PGDF-BACKUP-01
rosaocasizacnsei @ | Nttps:/192.168.169.84/cgi-bin/module/sharedobjmanager/system/DepVers

Fri Nov 27 09:13:06 [AECIIIIS h

sfresh!

# & Logging FortiGates(3) FortiGate 5.2.4,bule Compare Currant Varsion Against @ praui

4 CPU, 3954 MB RAI 202 aner @ssH

O salect ve

naT
Active-Passive Det: O Factory Default
600-C (0)

ot ueput ® Show il e 01
20 sackUP-01

e bissbled [Enable]

P ———

O Capture Diff to = Seript

fon-116 (2015-11-25 11:51:44) Installad By

2 Reboot (D Sk

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.5.21

Habilidade de upgrade via SCP, TFTP e interface de gerenciamento;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Iniciar upgrade conforme solicitado

Procedimento do
Teste

Mostrar processo de upgrade pela interface de gerenciamento, CLI e GUI

Evidéncias

Via linha de comando é possivel executar pelos métodos TFTP, FTP e USB :
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€« c
FortiManager-VM64

{3 b#pss://192.168.16

(3] Dashboard]
@ All ADOMS
@ storage Info
Network
2 HA
[E Admin
1 Administrator
profile
@ Remote Auth Server
& Admin Settings
(23] Certificates
Local Certificates
CA Certificates
CRL
- Event Log
{8 Task Monitor
(& Advanced
2 snmp
& Mail Server
), Syslog Server
[ Meta Fields.
-3 Device Log Settings
& Flle Management
[ Advanced Settings
1@ Portal Users

Via interface gréfica o

9.84/cg

Manager

@ Add Widget

Dashboard

upload da imagem firmware:

oot/index.htm?action=

VPN Management

AP Management

Forti Manager | Log & Report ENECLIEINITE]

v Disk I/0 - Utiization (2015-11-27 13:00-2015-11-27 14:59)

v Log Insert Lag Time (2015-11-27 13:00-2015-11-27 14:59)

Seconds

Pt

130 1ais

Host Name.
Serial Number
Platform Type

HA Status

System Time
Firmware Version
System Configuration
Current Administrators
Up Time
Administrative Domain

~ System Informatio

From Local: | Escolher arquivo | Nenhum arquivo selecionado

a0 taes | 14m0

H Lag Time

115 1430 14es om0

FHG-VHG4 [Cange]
FMG-VHM0000000000

FMG-VM64.

Standalone

Mon Nov 23 15:18:04 BRST 2015 [Change]
5.4.0-build0368 151113 (Candidate Release 1) [Update]
Last Backup:N/A

[Backup] [Restore] [System Checkpoint]

admin [Change Password] /1 in Total [Detail]

7 days 19 hours 49 minutes 30 seconds

Enabled [Disablel

@

Logs Received: 0 logs/sec

Logs & Reports.

Data Received: 116 bytes/sec

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.5.25

Deve possibilitar a visualizacdo e comparagdo de configuragGes atuais,

configuracdo anterior e configuragdes antigas;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Clicar na opc¢do de diff-policy e revision para efetivar um deparar das politicas

Procedimento
do Teste

Mostrar a tela de diff-policy e revision , comparando as politicas atuais e

anteriores

Evidéncias

€)a

ttps.//192.168.169.84/cgi-bi

wBe 9 & A

5

Device Manager

Policy & Ob;

VPN Management AP Management

FortiClient Manager

23

Log & Report  System Setti

= 8 Managed FortiGates(3) - View Config nstall Log ~ Revis ve Confi > Download Facts Default © Return
E
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£.F Fort @ Revision Diff:(Revision 1D) 112<-> (Revision ID) 114 - Mozilla Firefox = O * | & F
€ a 8 | https://192.168.169.84/cgi-bin/module//deploymng/DepVersionDiffResult?from=1128
I Revision ID): 112 {Revision ID): 114
2 [[rotal 6336 Line(s) e Total 6333 Line(s)
Deleted |8 Line(s) 77| added |5 Line(s)
£ Add || Modified |0 Line(s) Modified |0 Line(s)
m_ #config 800C-5.00-FW-builde opn ™ #config 800C-5.00-FW-build588- -opm ™ B
&= Manal yersion=500 #version=500 frieve
(= PD #build=688 #huild=638
#hranch_pt=688 #hranch_pt=688 R —
= PG g stform=FortiGate-800C #plstform=FortiGate-S00C
|!,E #serialno=FGE00C3912800461 #serialno=FGE00C3912800461
| S . #hwrev=P3808-2 #hwrev=P28508-2
8= Logail g1oq4ise= #logdisk=1
#mgmt 0257975,000 #mgmt. 7575.0000000000000 [N
#mgmt.dat2=184467440723561202628,0000000000000 #mgmt.dat?=184487440723561202628,0000000000000
config vpn certificate ca config vpn certificate ca
edit "CA_Cert_1" edit "CA_Cert_1"
set ca "—BEGIN CERTIFICATE— set ca BEGIN CERTIFICATE—
MIEY] qgAwIBAGIILLsjSMygEGMwDQY JKoZlhveh, MIIEY]CCADggAWIBAGIILLS|BMygEGMWDQY JKoZlhvel
BhMCQIIxCzAJBgNVBAgMAKRGMREWDwY DVQQHDAR BhMCQI xCzAJBgNVBAgMAKRGMREWDwY DVQQHDAR
bmMOMQwwCgY DVQQLDANSYWIxDzANBEgNVBAMMEm bmMNOMQwwCgY DVQQLDANSYWixDzANBgNVEAMMEM
ARYObmMIQGEjdCEjb20uY nlwHhoMMTUxMT lwhM T Quxh ARYObmMIQGE] b20uY nlwHh oMM T UM T hwM T Qoxeh
WiBEMQswC QY DVOQGEWJCUJELMARGA1UECAWCREY WiB5MQswC QY DVOQGEWIJCUJELMARGAT1UECAWCREY
MQwwCgYDVQQKDANUY 20xDDAKBgNVEAsM j MQwwCgYDVQQKDANUY 20xDDAKBgNVBASMAZxhYE
GwJKoZlhvcNAQKBFgEuY 2RAbmMNOLMNvESE A GwY JHoZlhvcNAQKBFgEuY 2RAEMMNOLmNvbSSi =
ggEPADCCAQOCggEBANIyE1 451 jCHWX3NOdHijLCOUZ ggEPADCCAQOCogEBANIyk1451jCHWXINDAHijLCOUZ
urSdommVg70AG Toxg2xatvdIHEBszLORCZVmCD/ stz urSdommVg70AG Toxg 2xatVdIHbBszLORCzVmCD/ stz
MEb4zrMxCog HILIWT OY B 08X WeHx2L TDHEe ANSHCI 4! MEE4zrMCog KIUWT OY B 09X WcHx2L TDHBe ANSHCI 4!
vsDCIILILVSiSifOunPoNBKsav/ G4 Fm4aBalluCQbkm7e ¥ vsDCJILILVSISifOunPoNBKsavw/Gyv4IFm4aBalluCQbkm7e ¥
£ > £ > -
I
i
Comentario
Assinatura Assinatura NCT

do Cliente

Item de Teste -
1.6.12.5.27

Geragdo de logs de auditoria detalhados, informando a configuracao

realizada, o administrador que a realizou

e o horario da alteragao;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao Selecionar aba de Fortiview na opc¢do de logs de event

do Teste

Procedimento Mostrar a categoria de log de event as quais disponibiliza todos os detalhes de
do Teste auditoria conforme solicitado.

Evidéncias Extraido a tela do Fortimanager de event log onde mostrar alteracdes feita pelo

usudrio que se logou no equipamento ou mesmo qualquer modificagao:
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Comentario

Assinatura
do Cliente

4
Device Manager  Policy & Objects VPN Management AP Management Fortichent Manager Log & Report [[EVESeME R0
(@ Historical Log | Download || Raw Log || Refresh |
© Dashboard = Vopate TTime Y Level ¥ User ¥ Sub Type | ¥ Message
A3 Al ADOMs 2015- " Device
B 1 H0 10:00:55 Cutci0.61.3.30§ manager I Switched to adom PGDF from adom root I
{2 Network T — Gy
EHA 2l |25 JGUI(IG 51.2.30) Manager User ‘juana’ with profile 'Super_User' login accepted from GUI(10.61.3.30)
8L 2 t
=5 Admin ayen
2 1 System
- Administrator 3 201> g0ia0:as e manager  User 'admin’ with profile 'Super_User' logout from GUI(10.61.3.30)
] Profie 11-23 GUI(10.61.3.30) Ton=
Q Remote Auth Server o oy System
v — 4 |29 (10:22:2 o) e | R e e R el A e LT L )
& & Certificates s
2015- o admin- yEem. - o _ i
& Local Certificates 5 |20 (102204 St TS | RS e o o e A )
I CA Certificates
System
SR 2015+ | oo admin- » ' o e . a
o |20 [10:22i42 Sftmasy) Dt |G e e
; System
2015- admin-
o 7 |1, [10:22:42 Sy T | LR S o e el 2 L ()
& s
= System
i\ Mail Server 2015 | 1 0:22; admin = = =
E;S o) 8 | 1199 |l0i22:42 UI¢10.61.3.30) lér\vaer;\atger path=system.admin.user,key=juana,act=edit,
i\ Syslog Server
B Meta Fields - . System
& o 2013 10:22:42 lly manager ath=system.admin.user:meta-data, key=juana:Contact Phone act=add, fieldlength="50
. ; g path=sy v =5 g
9 Device Log Settings 11-23 GUI(10.61.3.30) T2n
2 File Management - : System
- = o admin- = a2 -
[ Advanced Settings 10105 |10:22:02 CUn(10-61.3.0y | TERASr | path=system.adimin, user key—fian, act=ed!t
1 Portal Users SYSih

Item de Teste
-1.6.12.5.28

Devera ter a capacidade de gerar um relatério grafico que permita visualizar as
mudancas na utilizacdo de aplica¢cGes na rede no que se refere a um periodo de
tempo anterior, permitindo a comparacao dos diferentes consumos realizados
pelas aplicacdes no tempo presente com relacao ao passado;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao
do Teste

Configurar a geracao de relatério com as informacgdes e periodos como
solicitado neste item.

Procedimento
do Teste

Gerar relatdrio e executar o download para mostra

Evidéncias

Tela do Fortimanager onde foi alterado o periodo de tempo de relatdério, sendo
possivel ter dados de um a varia¢do de periodo de tempo do passado com a data
atual:

€ 2 C [ bups,//192.168.169.84/cgi-bin/module/docroot/indexhtm?a

%

: FortiManager-VM64

Device Manager  Policy & Objects VPN Management AP Management  Forticlient Manager WESEATIL System Settings

View Report  C Advanced Settings  Layout
_—
Cusiom.. ¥
N Time Period Start Time  [2018/11123 0 ][00 v
EndTime 201511124 06 v (00 v
360-Degree Security Review Devices @ All Devices Specif;
; Type @ sSingle Report (Group Report) () Multiple Reports (Per-Device)
=SS AR e e
- Enable Schedule
EEEITEETES e Enable Auto-cache
Client Reputation Enable Notification
Data Loss Preventicn Detailed Re [ apoy_|
Detailed Application Usage and Ri
Email Report

1IPS Report
PCI-DSS Compliance Review
Relatorio Relacionado
Security Analysis
Threat Report
User Security Analysis.
VPN Report
Web Usage Report
WiFi Network Summary
Wireless PCI Compliance
(L) Application
-7 Web 52

Exemplo de um mddulo do relatério de aplicagdo:
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Top 30 Applications by Bandwidth and Sessions

# Application Bandwidth Sent - Received Sessions

1 VouTube 163.85 MB %
2 Skype 36.82MB 3,674
3 Google.Search 1251 MB 3
4 Facebook 1209 MB 30
5 HITP.BROWSER 10.51 MB 210
6 Google Accowmts 968 MB 41
7 SMB 3.66 MB 1
& Google Plus 44 NB g
9 BitTorrent 4.82MB 1,055
10 HTTPS.BROWSER 430MB 19
11 Google. Hangouts 196 MB 15
12 SSL 9428 KB 102
13 Gmail 36208 KB Pl
14 Mhcrosoft Portal 391.68 KB 2
15 Google 33237KB 2
16 HTTP Video 28206 KB 3
17 12350Vtep 210.68 KB 1
18 Activesyne 13087 KB 7
19 DNS 33180KB 100
20 30004 /tep 27.16 KB 2
21 30005/tep .83 KB 1
22 Foot.Certificate. URL 1311 KB 4
23 NetBIOS Name Service 1284 KB 1
24 OCSP 14EB i
25 40021udp 475 KB 3
26 40020/udp 448 KB 3
27 33033/tep 431KB 2
28 40015/ udp 423KB 1
29 4000Ludp 338EB 1
30 40025/ udp 3 XEKB 1

Exemplo de modulo do mesmo relatério onde foi capturado as aplicagdes de alto
risco :

High Risk Applications

Top 20 high ypplications are histed below. These applications have the risk rating of 3 (critical risk) or 4(lugh nisk). Each application is listed with its
Tespective category. technelogy, number of us os.
£ Rusk Application Name Category Techmology User Bandwidth  Session
18 & Ultrasrf 9.6+ & Proxy Client-Server 1 138 M EB 13
oy 4 | ™ BitTorrent m PP Paer-to-Peer 2 13371 KB 339
i@ \y BitcomstHTTP.S2ed & PP Peer-to-Pear 1 1B H
Figure 2: High risk applicarions (rating of 4 or J) thar are maversing the nenwork

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | Geragdo de relatdrios com mapas geograficos gerados em tempo real para a

1.6.12.5.29 visualizagdo de origens e destinos do trafego gerado;
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao do | Configurar a geragdo de relatério com as informagdes e periodos como
Teste solicitado neste item.

Procedimento Demonstrar opgao do Threat Map do Fortiview
do Teste

Evidéncias
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192.168.169.84 c

Device Manager  Policy & Objects VPN Management AP Management  FortiClient Manager [NEREYIVILR system Settings

Top Websites
Top Browsing Users.
= sjven
SSL & Dialup IPsee
Site-te-site 1Psec
= F Wi
Rogue APs
Authorized APs
Autherized SSIDs
Wi Clients
& system
Admin Loains v

Comentario

Assinatura

do Cliente

Assinatura NCT

Item de Teste -
1.6.12.5.15

Localizagcdo de em quais regras um endereco IP, IP range, subnet ou
objetos estdo sendo utilizados;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Automaticamente ao configurar um objeto e sendo este inserido em uma
regra, perfil ou group, ao lado deste haverd uma referencia "Ref"
indicando em quantos objetos ele encontra-se em uso.

Procedimento do
Teste

Mostrar a referencias do objeto

Evidéncias

€ @ nitps//192.168.169.83/inde: @ | Pesquisar B 4+ A =
FS3RTINET | FortiGate 600C -
System

Router

[EADD TUNNEL 17 Subnet

Policy & Objects 000000 Any [
[E1ADD TUNNEL 18 Subnet 10.10.18.0/24 Any )
[4/ADD_TUNNEL_15 Subnet 10.10.19.0/24 Any o
5ADD_TUNNEL_20 Subnet 10.10.200/24 Aany [
5 ADD_TUNNEL 21 Subnet 10.1021.0/24 Any [
[ADD TUNNEL 22 Subnst 10.10220/24 Any [
[E1ADD TUNNEL 23 Subnst 10.1023.0/24 Any. o
15/ ADD_TUNNEL 24 sub 10.10.24.0/24 Any [
15/ADD_TUNNEL 25 sub 110.1025.0/24 Any [
) Adobs Login Faon *.adobelogin.com Any [
L CLIENTE 10.69.70.65 Subnet 10.65.7065/32 Any. [
[ CLIENTE 10.69.70.222 Subnes 10637022232 Any )
I Gotomesting FQDN * gotomesting.com Any o
(SRV-10.69.70.222 Subnes 10637022232 Any [
4 SSLUPN_TUNNEL_ADDRL 1 Rang: 10212.134.200 - 10212.134.210 Any [
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€ | @  hitps;//192.168.169.83/index @ Q Pesquis
FEERTINET | Fo
System Create New @ ]
Router Lo e [ Tee [ Detan
{2 ADD_TUNNEL 11 Subnet 10.10.11.0/24
|2 ADD_TUNNEL_12 Subnet 10.10.12.0/24
Policy
-1 (5] ADD_TUNNEL_13 Subnet 10.10.13.0/24
vl
1PvE £ ADD TUNNEL 14 Subnet
* NATE4 2 ADD TUNNEL 15 Subnet
S |5 ADD_TUNNEL_16 Subnst )
« Excplicit Prosey W ADD_TUNNEL Lx Object Usage [«]

e {5 ADD_TUNNEL_18

pa

1BvE DoS [EADD TUNNEL 19 Address "CLIENTE_10.69.70.65" is used by: ba

R [/ ADD TUNNEL 20 o . Total References: 3 ) - 24

Dol Option |2l ADD_TUNNEL 21 BB e NG ey e confrates B Ko I SH et e e |

* S5L/55H Inspaction WADBITHIENEL 22 Fr— — ba

B9 Objects [ ADD_TUNNEL_23 B

" e .  policy (3) m

. FER [/ ADD TUNNEL 24 24

Sarvices IZADD TUNNEL 25 Policy "141" (1) @ o
SEAE 5] Adobs Login Policy "143" (1} @a =

* Traffic Shapers (2] CLIENTE_10,69.70.65 Palicy "144" (1) @a sz

« virtual IPs (5] CLIENTE_10.69.70.222 b
P 5] Gotomesting |

# [ monitor [E SRV-10,69.70,222 Closa | b2
# SSLVPN_TUNNEL_ADDR1 p12.1

& Teste

1P Range 152.168.167.34 - 192,168,

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.6

Deve prover relatérios com visdo correlacionada de aplicagGes, ameacgas
(IPS, antivirus e anti-spyware), URL e filtro de arquivos, para melhor
diagndstico e resposta a incidentes;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao
do Teste

Configuracdo de um relatdrio de ameaca conforme os filtros de scan solicitados
neste item .

Procedimento
do Teste

Gerar relatorio e executar o download para mostra dos resultados extraidos

Evidéncias

Executado extracdo de relatério de um perlodo de tempo da ultima semana:
€« C' [ hep5://192.168.169.84/cgi-b <

in/mod

/docroot/index htm?actio

 FortiManager-VM64

Device Manager  Policy & Objects VPN Management AP Management

NI 1 og & Report

View Report | Configuration | Advanced Settings | Layout

[Time Period Today v
All Devices @ Specify
Devices o
PGOF-BACKUP-01 X
360-Degree Security Review
Admin and System Events Reporlll| ™VP° & Single Report (Group Repart] () Multiple Reports (Per-Device)

Application Risk and Contral Enable Schedule
Enable Auto-cache

Enable Notification

Banduwidth and Applications Repo
Client Reputation o
Data Loss Prevention Detailed Re [ 2epy |
Detailed Application Usage and i
Email Report

1PS Report

Threat Report

User Security Analysis

VPN Report

Web Usage Report

WiFi Network Summary

Wireless PCI Compliance

(] Application

(71 Web i
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resultados conforme solicitado neste item:

App Categories

®Not. Scammed 54.16%
Web.Others 41.16%
® General Interest 1.34%
PP 0.96%
@ Storage Backhp 0.78%
®Proocy 0.38%
@ Collaboration 0.31%
Network Service 0.24%
@ Social Media 0.23%
@ Cloud IT 0.01%
Others 0.02%

File Transferred by Applications
No matrching b data fiox this repart

Application categories by bandwidth

@ 54.17% Not. Scanned (14.48 ME)

® 41.17% Web. Others (11.01 MB)

@ 1.34% General Interast (367.53 KB)
0.96% PIP (263.37 KB)

@ 0.75% Storage Backup (214.035 KB)

@ 0.58% Proxy (158.04 EB)

@ 0.51% Collaboration (140.63 KE)
0.24% Network. Sarvice 52KB)

@ 0.23% Social Madia {6181 KE)
0.01% Cloud IT {3.16 KB)

Foi criado um relatério especifico com os dados mencionando relacionado os
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Intrusions By Severity

Top 20 Users by Bandwidth

# User (or IP) Source IP Bandwidth

1 Y jealdir 10.69.70.222

Top 20 Viruses

# Virus Name Ocewrrences

1 Riskoware UltraFeach

Top 20 Web Domains by Visits

¥ Desrial iy s
1 beaconrubicanproject.com [ Information Teclmology 111
2 hpamesuol.combr 3§ Content Servers Ta
3 www.google.com [E] Search Engmes and Portals &4
4 of dropbosstatic.com B File Sharing and Storage 37
8. rincw ot siciai b [ Search Engines snd Portals 35
6 mmeuol.com | Content Servers 51
7 pagead® googlesyndication com B Advertising 38
& tpe.googlesyndication com. [E] Search Enzmes and Portals 38
9 imsuolcom [ Information Teclmology 35
10 tr2.terra.com ] Search Engmes and Portals 33
11 rtax eriteo.com [E] Busines: M
1 ek [ Advertising ETY
13 em g doubleclick net B Advertismg 26
14 googleads g doublechick nat B Advertising 19
15 download cdn mozilla net [ Information Teclmology 19
16 www.google.com [E] Business 19
17 akhtm nspmotion com. B Advertising 18
18 cdn bitmedianetwork com B Advertismg 16
19! pare] athta com [ Content Servers 15
20 pixel rublconproject.com B Advertismg 14

4 High {1,684
4 Critical (1,337
12.84% Medium (443 )

Critical High and Mediuum Intrusions Timeline

Sent  Recerved
26.73MB

M Critical
High
Medium
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Intrusions

Intrusions Detected

Severity CVE-ID Counts
Critical CVE-2010-1903 80

Orve Critical CVE-2011-1508 40
Critical CVE-2009-0096 40
Critical CVE-2010-0818 40

Critical CVE-2010-2862 40

e StreamUs  Critical 40
orruption

ne Memor Critical CVE-2010-3231 40

Parser Integ Critical CVE-2011-3341 40
Le Critical CVE-2011-3250 32

P Critical 30

Malware

Malware Detected

Malware Type Counts

Virus 80
Virus 40
Virs 40
Virns 40
Virus 40
Virus 3
Virus 30
Virus 3
Spyvare 1

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | O gerenciamento da solucdo deve possibilitar a coleta de estatisticas de todo o
1.6.12.7 trafego que passar pelo dispositivo de seguranca;

Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragdo do | Apresentar Log & Report
Teste

Procedimento Demonstrar Log view e Fortiview
do Teste

Evidéncias

Device Manager Policy & Obj VPN Management AP Management Forticlient Manager [RRSEMISSEN System Settings

[ Fortvien N pe— om0 e [ 5. 5
= [ Threats QY[ source ¢ [ Sourcenterface ¢ Threat Score(BBlocked/ [ Allowed) = | sessions( M Blocked/ [ Allowsd) Bytes(Wsent/ [ Received) 0
Top Threats 10.69.70.222 port? 295 168 10.09KB/ 12.58KE. 1
1722500478 ports 2,330 as 210.99K8/1.16M8
172.25.10.91 port16 2,190 a1 224.52K8/1.22M8
172.25.1011 port1s 3.220 0 212.77K8/1.14M8
172.25.1013 port1s 3,140 7 203.28K8/1.15M8
Tan Cauntries 172.25.10.173 portls 3,140 78 204.16KB/1.11MB
Policy Hits 172.25.10.92 port1s 3,140 7 201.23K8/1.11m8
= (@ Application & Websites 172.25.10.98 port1s 20 2= 222.438/1.15M8
Top Applications 172.25.10.92 sort1s 20 2 222.39K8/1.15M8
Top Cloud Applications 172.25.10.17 port16 20 28 222.43KB/1.15MB
flopsiebeites 172.25.10.100 portls 20 28 222.43KB/1.15MB
Top Browsing Users 1722500477 | portis 20 2 222.438/1.15M8
Faiven 172.25.10.172 port16 20 28 222.43KB/1.15MB
3SL 8iDiElup IRsec 172.25.10.99 port16 20 28 222.47KB/1.15MB.
Site-to-Site IPsec
172.25.10.94 sort1s 20 2 222.438/1.15M8
= F Wi
) 722510178 | portis 20 = 222.43K8/1.15M8
Rogue APs
172.25.1095 port1s 20 2 222.43K8/1.15M8
Authorized APs.
172.25.10.09 port16 20 28 222.438/1.15M8
Authorized SSIDs
1722500475 | portis 20 28 222.47k8/1.15m8
WiFi Clients
10.69.70.65 port? 3 2 76.14K8/275.2268
< ® system
172.25.1015 port1s 20 = 222.24K8/1.15M8
Admin Logins. ¥
s | zesaoae port1s 20 2 222.43K8/1.15M8
172.25.10.2 cort16 20 28 222.478/1.15m8
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€ ) @ hitps//192.168.169.84/cgi-bin,

VPN Management FortiClient Ma

AP Management

Device Manager

Policy & Objects

B . D | Last 20 intes | () 5. =
Top Threats 172.26.10.14 FTR, (" FTP, [ HTTP, | HTTP.Audio, @ HTTPBROWSER_Chrome, @ HTTP.BROWSER Firefox, @.. 569 1.54M8/7.39M8
Threat Map 192.168.169.182 DNS, | 53/udp 163 9.95KB/14.70KE
172.26.10.10 3811/tcp 132 967.61KE/1.67ME
172.26.10.13 I Rop 132 4.97M8/10.70M8
Policy Hits. 172:2610:0) LR 132 355.68K8/24.95MB.
= [ @ Application & Websites RERMER @ sitTorent 132 35.88KB/37.51KB
Top Applications 172.26.10.5 &) skype 132 50.92KB/52.46KB
Top Cloud Applications 172.26.10.6 @ skype 132 53.63KB/34.29KB
“Top Websites 18 157.56.106.189 & 3544/udp 10 1.74KEB/0B
Top Browsing Users 21658222358 ] GoogleAccounts s 4.44K8/13.87KB
ERv] 173.194.42.143 & 9] Googl h_AL how, {4 Gogl h_Safe.Off, @ HTTREROWSER Firsfox, | 'H. 5 61.45K8/241.73K8.
SSL & Dialup IPsec 15 63.245.213.50 & @ Firafox.Update 2 1.75K8/3.98K8.
Site-to-Site IPsec 52.27.130.229 & | | HTTPS.BROWSER 2 1.76KE/4.36KE
e 185 63.245.213.27% | || HTTPS.BROWSER L 201K
auttioraed AR 1 64.232.186.91 ¢ HTTPS.BROWSER 1 8985/2.79KE.

Authorized SSIDs
WiFi Clients

jer  Policy & Obj VPN Management AP Management FortiClient Manager

la @ Device (1= pepF-ackup-01 v | Last 5 Minutes [v. AICustom View i Chart Builder Tools +

Date/Time ¥ Device 1D 7 Destination IF 7 Service Sent/Received 7 User 7 Application

= 10. FGE00C3912800461 DN arror 10.69.70.222 192.168.165.182 o/0 S3/udp
@l security 10; FG600C3912800461 @ 10.69.70.222 192.168.169.182 DNS 67B/1338B DNS
@ vore FoS00C3312800461 | @DNS eror | 10.69.70.222 152.168.169.182 ) S3/udp
1§ Log Browse 10 [ 1o.69.70222 192.166.169.182 DN cas /1308 ous
4 Custom View 10 FGE0DC3912800481 @DNS error  10.69.70.222 192160165182 0/ S3/udp
14 10 FG600C3912800461 @ 10.69.70.222 192.168.163.182 DS 678/1338 pns
5w Fe00C3912800461 | @ONS amor | 10.69.70.222 192.168.165.187 o/0 udo
6w feeoncasi 2800461 @ 10.69.70222 192.168.169.182 DN 538/ 1288 ous
v 1w Feeoncasias0sast @ 106370222 192166165182 01 2098/ 1258 ous
1 |1 #6600C3912800461 | @IP connection { 10.69.70.222 oo sa/uds
2 10 Fae00ca912300461 | @ONS amor | 10.69.70.22 o/ e
3 a0 Fosoocasizsondss @ONS emer | 10.63.70.222 L92.168.168.162 o0 sa/ude
2 10 Fee00ca312800461 @ 1o.69.70222 192.168.165.182 D15 538/ 1288 ous
3 10 Feeo0cas12800451 @ 10.65.70222 192.168.165.182 D1S 5381288 ons
% 10 faeoncas1 2800461 & 10.69.70222 192.166.169.182 DN 76/ 138 ous
L M >
100% tems per page 1 Search Scope AT <]

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | Deve possuir relatdrios de utilizacdo dos recursos por aplicagdes, URL, ameacgas
1.6.12.8 (IPS, antivirus e anti-spware) e etc;

Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao Configurar a geracao de relatério com as informagdes como solicitado neste
do Teste item.

Procedimento | Gerar relatério e executar o download para mostra
do Teste

Evidéncias Gerado relatdrio especifico para detalhado recurso de aplicagbes:
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c

FortiManager-VM64

{5 b#tr7s//192.168.169.84/cqi-t

Device Manager Policy & Objects VPN Management AP Management Forticlient Manager ENERTIELA System Settings

View Report | C Advanced Settings | Layout

Today v

Time Period

Devices @ All Devices ) Specify

s

360-Degree Security Review
Admin and System Events Report
Application Risk and Control
Bandwidth and Applications Report
Client Reputation

Data Loss Prevention Detailed Report

Report

PCI-DSS Compliance Review
Relatorio Reladionado
Security Analysis
Threat Report
User Security Analysis
VPN Report
Web Usage Report
WiFi Network Summary
Wireless PCI Compliance

(X Application

= @ web

Type @ Single Report (Group Report) ©, Multiple Reports (Per-Device)

Enable Schedule
Enable Auto-cache
Enable Notification

0

Bt i 19216816983 - PuTTY

Alguns resultados extraidos do relatério de recursos de aplicagao:

Application Bandwidth Usage

# Application. Action Bandwidth Session Count

1 @ BitTarent Allowed T49.69 KB L517

2 @ BuTarent Blocked 260.36 KB 930

3 i Bitcomet HTTP.Seed Blocked 391 KB 49

4§y Bitcomet.HTTP.Seed Allowed §80B &

Note: The above Tist presents the application combined total usage for the time period of this report.

Application Bandwidth Usage

# Application Action Bandwidth

1 HTTF Download Acceleratar Allowed 60.09 MB

2 @ Skpe Allowed 50.05 MB

3 Facebook Allowed 2.50 8

4 B YouTube_Video.Flay Allowed 10.93 MB

5 B MNicrosoft Portal Allowed 5. 79MB

§ B FacebookChat Allowed

7 B4 YouTube Allowed

] FIP Allowed

9 8§ Google.Search Safe Off Allowed

10 HTTF Andio Blocked

11 3 Google.Aecomts Allovweed

11 8] Google.Search Always.Instant. Show Allowed

13 @ Google. Hangouts Allowed

14 ] Facebook Blocked

15 Facebook Chat_Meszage Allowed

16 Pinz Allowed

17 Facebook.Chat_File.Upload Allowed

18 Google.Plus Allowed

19 B Google Logm Allowed

20 B Facebook Chat Blocksd

Il @ Geoogle.Hangouts Blocked

2 I Microsoft. CDN Allowed

i ] HITP Video Blocked

M HTTF Audio Allowed

13 By YouTube Chamel Access Allovweed

26 Teredo Allowed L3168 EB
@ Sbpe Blocked 12881 KB

Sibverlight Allowed 1264 EB

9 @ Linkedin Allowed 119.02 KB

3 8 Geoogle.Search Allowed 14.20EB

il HITFE Video Allowed 11255 KB

32 SSL_TLS+1.0 Allowed 98.23 KB

33 OCSP Allowed T.13EB

M [[ Disqs Allowed 66.73 EB

35 FIP Blockad S1.30EKEB

Gerado relatério especifico para Filtro Web (URL):

Session Coumt

3.663

3T

I i
ad Rk iR ]
=

=
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€ C' | B bups://192.168.169.84/cgi-bin/module/docroot/index htm?action =switch

Device Manager &Objects VPN Management AP Management  Forticlient Manager [EGNESENITS

View Report | Configuration  Advanced Settings | Leyout

Time Period | Today 5,
Devices & All Devices ) Specify
Type & Single Report (Group Report) (-, Multiple Reparts (Per-Device)

360-Degree Security Review =

() Enable Schedule

Admin and System Events Report
[ Enable Auto-cache

- Application Risk and Control
Bandwidth and Applications Report
Client Reputation

(7] Enable Notification
==

- Data Loss Prevention Detailed Report
Detailed Application Usage and Risk
Email Report

- IPS Report
PCI-DSS Compliance Review
Relatoric Relacionado

~ Security Analysis
Threat Report
User Security Analysis

- Wireless PCI Compliance
(L3 Application

[Jweb

Alguns resultados extraidos do relatério de recurso de Web:
Web Activity
Top 20 Most Active Users

Top 20 Most Visited Categories
% Category Flaquasts
1 [ SearchEngmes and Portals
2 [ Information Technology
1 [ Advertisme
4 [ Coutent Servers
5 [ Business
6 Web-hased Email
7 [ Streaming Media and Download
§ [ File Sharing and Starage
9 [ Finance and Banking
10 g Meanmgless Content
11 [ Peer-to-peer File Sharine
12 [ Secial Networking
k] Promy Avoidance
14 [ Domaim Parking
13 [ Malicious Websites
16 [ Medicine
17 [ Real Estate

System Settings

1594

169

653
43
356

139
111
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Top 50 Most Visited Sites

£ Wabsite
W, google com

beacon rubicorproject com
mail. google com.
download cdn morilla net

wvw. oogle. com b

b imevol com br
safsbrowsing-cache. google.com
i.ytime.com

9 cf dropbostatic.com

10 pagead). gooelesyndication com.
11 imgvol com

12 2.client-chemnel gooele. com

13 wh.com

14 fpc.googlesyndication com.

15 sslgstatic.com.

A e

NS

16 tr2terra.com
7 gooeleads. dobleclick net
18 rtax criteo com
19 pmstckcom
20 tmimevol.com.
21 v ferrasmpresas. com br
22 cm g doubleclick net
23 apis google.com
24 safebrowsine.clisnts. sooele.com.
35 5 ytime com
accownts. google. cam.
7 v youtube. com
28 edn bitmedianetwerk com
29 userdmp.com
30 akhtm nspmotion com.
31 accoumts.youtube.com
32 D.clisnt-chamel google. com
33 piel mathtag com
14 biseorecardresearch com

35 pmel rubiconproject com
36 1.client-chammel.google.com
37 csi gstatic com

38 fouts.sstatic.cam

Category

Business, Search Engines and Portals
Information Technology

Web-based Fmail

Tnformation Technology

Prowe Avoidance, Search Engines and Portals

Content Servers
Search Engines and Pertals
Content Servers

File Sharing and Storage
Advertising

Content Servers

Search Engines and Pertals
Finance and Banking
Search Engines and Pertals
Information Technology
Search Engines and Partals
Advertisine

Business

Advertising

Information Technclogy
Business

Advertising

Search Engines and Partals
Search Engines and Pertals
Content Servers

Search Engines and Pertals
Streaming Media and Dovaload
Advertising

Meamingless Coutent
Advertising

Streaming Media and Dovaiload
Search Engines and Pertals
Content Servers
Advertising

Advertising

Search Engines and Pertals
Content Servers
Information Technolosy

Gerado relatdrio especifico para detalhado de ameaca:

€« C | {3 hu#ps,//192.168.169.84/cgi-bin/module/docroot/index.htm?action:

Device Manager

VPN Management

AP Management Forticlient Manager [ESEANEEILS

139

View Report

Time Period
Devices
Type

360-Degree Security Revien =

Admin and System Events Repor E:::: ii

Application Risk and Control S

Bandwidth and Applications Repo
Client Reputation

Data Loss Prevention Detailed Re
Detailed Application Usage and Ri
Email Report.

1PS Report

PCI-DSS Compliance Review
Relatorio Relacionado

T Securty Anatvsis
VPN Report

Web Usage Report

WIFi Network Summary.

Wireless PCI Compliance

([ Application

Fiweb >

Configuration || Advanced Settings | Layout

Today v
@ All Devices () Specify
@ single Report (Group Report)
hedule
ito-cache
tification

Multiple Reports (Per-Device)

(Laomy |

Alguns resultados extraidos do relatério de ameaga:

Malware Detected

= Malware Name
1 MB CVE_20

4 HTML/CVE_X 2000 A excplort
Alexplort

€ PDF/CVE_2011_2462 Alescploit

7 SWF/Fot! exploit CVE 2012
B wirus_test

9 RiskwareUlraReach

Malware Trpe
Virus

Virus

Virus

Virus

Virus

Virus

Virus

Virus
Spyware
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Intrusions
Intrusions Detected
2 Attack Mame Severity CVE-ID Commt
ME. Word Lir Co Critical CVE-2010-1903 50
Fe Critical CVE-2011-1508 40
ct Critical CVE-2009-0096 40
Critical CVE-2010-0818 40
Critieal CVE-2010-2862 4
Critieal i
s Critical CVE-2010-3331 4
Tnteg Critical CVE-2011-3541 40
Le Critical CVE-2011-3250 2
P Critical 0
Intrusion Victims
# Aftack Vit Comt:
1 | 172261014 370
2 £l
3 £
4F 39
5 £l
6 39
B £
8 3
9 £
1 39
Intrusion Sources
# Aftack Source Coumt:
11712 1,384
2 n
3 12
4 12
3 12
6 4]
71 12
5 12
9 12
10 1

Comentario

Assinatura

do Cliente

Assinatura NCT

Item de Teste -

Prover uma visualizacdo sumarizada de todas as aplicagdes, ameacas (IPS,

1.6.12.9 antivirus e anti-spware) e URLs que passaram pela solugao;
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao do
Teste

Acessar a aba do Fortiview referente a dados de seguranca, a qual ira
apresentar todos estes componentes solicitados.

Procedimento
do Teste

Executar teste de filtros e drill-down dos dados listados sumarizados .

Evidéncias
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€ ) @ | hitps://192.168.169.84/cgi-bin/module

@ | Q Pesquisar

Device Manager Policy & Obj VEN Management AP Management FortiClient Manager [RESRLTTRN System Settings

B o o o+ |[Lamt 20 vimare= | [0 5. =
-
M8 Word.Linked.Ob s =] 730 15 D
FrUsenToo.Long 1PS: CVE-1995-0368,CVE-2000-0781 igh ss0 =
78 Traffic Sophos. AVRAR VMSFRGE FiterParsi.. | IPS (=) 600 12
Jon Sadices Orade.Outside. In.0OXML Tag.Parsing... | 1PS [c==n) s00 12
e Adobe Flash PlayerActionseript Malfor.. | IPS: CVE-2013-0834 (== 00 2
Top Countries
L Adobe Flash.PGM.Parsing.Heap.Overfl | IPS: CVE-2012-5677 s00 12
<@ Applcation & Websites — o | s G @
Top Applications. . o 1es: === s00 2
Top Cloud Applications Sophos.Anti.Virus.CAB.File.typeCompr..  IPS 600 12
Top Websites WS Windove DiractPlay. A s =) &00 12
Top Browsing Users @ BitTorrent P20 ow 575 15
-8 ven Sophos.Anti-Virus PDF Handling.Stack.. | 1PS = ss0 1
SSL& Dialup IPsec - e = — . =
| ;‘;"”'5"* Ll Apple.QuickTime. JPEG2000.C0D.Len.. | IPS: CVE-2011-3250 (G s00 10
i it dobe.Reader Font.P: s (=) 450 s
e VS Visio.nvalid.Tag. Handiing.Remat.. | 195t 40 s
Authorized SSIDs MSOffice/CUE_2013_3306.Blexploit Malvare (=) 400 s
Wi Clients Mozila Firsfox. XMLSarializer Use.After.. | IPS: CVE-2013-0753 igh 260 12
- ® system MS.Win3Zk.TueType. Code.Exscution | IPS: CVE-2012-4786 Figh 360 12
Admin Loains V| Sophos. AntiVirus. RAR.VNSFDELTAFIL. | 1PS High 260 2
= VideoLAN.VLC.Media.Player.PNG.Rem. 1IPS: CVE-2012-5470 High 360 12
I I esi Figh as0 u 9
< >
100% fitams per Page. 1 2 Net> last>> GotoPage[t fof2

Sumario de ameacas

Device Manager Policy & Obj

VPN Management AP Management FortiClient Manager

©|a search = AlDevces + |[Last 1 week [V [pomain V] [ B 3
~ 0 T T
Top Threats google.com Business, Saarch Engines and 30m S4s 35 132 1.21MB/11.40MB "
Threat Map imguel.com Advartising, Contant Servers, 1. 272 10 54 20.03Ke/526. 24k
= @l Traffic wol.com.br Advertising, Search Engines an. 28s 5 45 75.55KB/1.02MB
Top Sources doubleclick.net Advertising, Search Engines an._  0s E s 175.23K8/709.34K8
Top Destinations gstatic.com Content Servers, Information T | 4m 8s 20 2 151.27k8/2.37M8
Top Countries google.com.br Proxy Avoidance, Search Engin.. | 5m 205 10 0 248.23K8/1.45M8
Palicy Hits crteo.com Advartising, Business, Informat . | 4m 422 s 39 108.75K8/53.65k8
= [@ Application & Websites nxtcke.com Advertising o= o S 24.61KB/23.48KB
Top Applications googlesyndication.com | Advertising, Search Engines an. | 95 0 £ 125.55K8/1.24M18
ations tarra.com Search Engines and Portals 4m s6s o S 27.33K8/27 98K8
rubiconproject com Advertising, Business, Informat . 475 70 2 471.93KB/171.26K8
R BT IS dynactnet Advertising o= o 26 33.78K8/221.28K8
S8 veN trsfcom Content Servers 0= o 25 36.36K8/212.78K8
R — googleusercontant.com | Content Servers o= o 1 s2.7aK8/164.41K8
e T tacsbook.com customz 1m 385 570 1 16.63K8/77.53K8
5 B utorrent.com Peer-to- peer File Sharing 1m 115 190 1 13.45K8/5.34K8
i e tailtarget.com Business, Mesningless Content | 185 25 1 27.02e/53 2068
G bitmedianstiorkcom  Advartising 0= 10 1 24.37K8/14.20€8
P imguel.com.br Content Servars o= o 1 53.25¢8/780.45k8
v userdmp.com Meaningless Content 0= o is 26.03K8/86.12¢8
O terra.com.br Search Engines and Portals 235 o 14 54,62K8/303.29K8
S | bimgcom Search Engines and Portals S o 12 50.13K8/1.61M8
> | ytimg.com Content Servers 0s o 12 84.56K8/1.228
youtube.com Streaming Media and Dovnload | 435 s 12 56.96K8/257.03K8
File Sharing and Storage 7 o 12 72.72¢8/1.36M8 Y
< >
1005 1 2 3 Net> lsst>> GotoPagei fof3

Sumario web

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -

1.6.12.10

Deve possuir mecanismo "drill-down" para navegacdo nos relatérios em tempo
real;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragdo do

Teste

A partir aba Fortiview e Log&Report em qualquer uma dos médulos de
sumarizacao clicar com o botdo direito para executar um drill-down, para
varias instancias de analise, ou expandir os reports para acesso as
informacdes.

Procedimento
do Teste

Executar uma demonstracdo de drill-down conforme solicitado

Evidéncias
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£22 FortiManager-VM64

€ ) @ | https;//192.168.169.84/cgi-bin/module/docroot/indexhtm?action= switch ¢ | Q pesquisar P an=] 3+ 8=

Device Manager Policy & Objects VPN Management AP Management FortiClient Manager [EETELITRE System Settings

< Search \m AllDevices v || Last 1 Week | v | | Dom:

+ | v o) = | Sessmon=(MBlocked/ B Allowsd) - | Bytes( W sent/ @R

Top Threats - - -
Threat Map £ 80.03K8/626.24KB
= @l Traffic 4 79.59K8/1.02M8
Top Sources s 175.23K8/709.34K8
Top Destinations a2 151.27K8/2.37ME.
Top Countries <0 248.23K8/1.49M8
Policy Hits ES 108.76K8/53.65K8
= [@ Application & Websites ES 24.61K8/23.48K8
Top Applications E 125.55K8/1.24M8
Top Cloud Applications tarra.com Search Engines and portals am 382 o £ 27.33K8/27.98KB
Top Website: Advertising, Business, Informat . | 47 70 25 471.93K8/171.26K8

£2% FortiManager-VM64

Device Manager  Folicy & Objects VPN Management AP Management ~FortiClient Manager [IEBERIIELY system Settings

| [vrew neport| [Conhaieation] [Advarced setings [Lavest

_’ i Run Report Now

e : o :

B
c
D
D

1]

T I T TER eI

dwidth ai

nt Reputation
a Loss Prevention Detailed
ailed Application Usage anc

enfail Report

Report

1-DSS Compliance Review

atorio Rel

urity Analysis

eat Repoy

r Security Analysis

i Network Summary
eless PCI Compliance
[rpplication

b

etailed User Report
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Comentario

Assinatura Assinatura NCT

do Cliente

Item de Teste -
1.6.12.13

Deverd ser possivel acessar a gerencia para visualizar ou aplicar
configura¢des durante os momentos onde o trafego é muito alto e a CPU
e memoria do equipamento estiverem com taxas maiores que 99% de
utilizacao;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragdo do
Teste

Executar o teste conforme o solicitado

Procedimento do
Teste

Durante todos os testes de performance dos equipamentos FGT 70D, FGT
600C e FGT 800C o processamento chegou aos niveis solicitados. Foi
demonstrado a todos os presentes que todos os equipamentos
continuavam operacionais aceitando altera¢des nos mesmos.

Evidéncias
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€ ) @ | nttps://192.168.169.88/inde; c Pesquisay wBa 93 A =
INET | FortiGate 600C o O U
s ox
2
<
+ System Information s ox
+ Features s ox

€ )P @ | nips//192.168.169.82/inde e Pesquisar wBa 9 ¥ A~

im

FEOIATINET | FortGate 70D =

* WAN Link Load Ealanci
“ons

iz cPU Usage: 99%

@ memory si
Usage
[ Los Rate
=
< >
Routes » System Information s ox
Policy & Objects
€ ) @ | https;//192.168.169.87/inde < Besquisat wBe 9% a =

FEZEATINET | FortiGate 800C

» System Information

2K Power Status:  Tatal 1 povear supaly. All verking properly

S FanStstus  Total 3 fans. All voring propery

3% Reboor_ @ Shutdown

» Unit Gperation s ox

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.15.1

Situacdo do dispositivo e do cluster;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao Equipamentos em HA
do Teste
Procedimento | Demonstrar o status dos equipamentos na tela de monitor HA em ambos os

do Teste

cluster 600c e 800c
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Evidéncias

600C
FZIRTINET

|

© Dashboard
* status

[

Logout

e O
Video  Help

FortiGate 600C

HA Cluster View HA Statistics

) NS B W

* Theats
il Fortiview
& Network
* Interfaces
~* WAN Link Load Balanci
* DNS
* DNS Servers

FE:ATINET.
FortiGats 600C
MGMTL WANLWAN2 3 5 7 5 11131517

B mewmss  roswocasizows  suve oo b @ B

1921

mewT2 1

2 4681012141618
Bvps BYPS

2022

* Explicit Proxy
* Packet Capture
= Config

“ SNMP.
* Replacement Message

~* FortiGuard v
< >

FE:ATINET.
FortiGate 600C
MGMTL WANLWAN2 3 5 7 513131517

&)= PGDF-BACKUP-02  FGE00C3911800153 masTer 128 i (& [&

1921

mewT2 1
Bvps BYPS

Router <+ 6 31012121618 2022

Policy & Objects

Security Profiles

veN

800c

FZ:RTINET

System g

© pashboard

" Status
1l Fortiview
8 Network
1= Config

LG} (2] [ lad

Help

FortiGate 800C o

Nizard  Video Logout

HA Cluster View HA Statistics

B/®) PGOF-02 Fesoocasizeostzz masteR 128 U (2 (@

WANL WANZ 3 5 7 9 1113

]
B momesn

46 8101214

MGMT1

1517 1921 23

16182022 24

“* SNMP
~* Replacement Messages
~* FortiGuard
~* Fortisandbox

* Advanced

MowTz 1
Bves BYPS

* Features
& Admin
Certificates
& monitor

FEIATINET,
FortiGate 800C
MGMT1

& FoB00C3913802912  Feso0CIsIzB0siz  SLAVE 64 U (@

ELAE 3 5 29 1133 15171521 23

MowTz 1 2
Eves ove

Ro— 46 8101214 16182022 24

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.15.2

Principais aplicacdes;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do
Teste

Na aba de Fortiview abrir a tela de "application”

Procedimento do
Teste

Mostrar a tela do Fortiview

Evidéncias
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€ a 192.168.169.84/cai-

Device Manager  Policy & Objects VPN Management AP Management  FortiClient Manager JENEYIERY

S semrch o w0+ [t wesk 0] [0 B =
- I - S T N e I T B e :
Top Threats Mo Proxy B 6.70K8/261.14KB ~
Threat Map & Ultrasurf 9.6+ Proxy 20 45.01KB/237.29K8
= @) Traffic [ roe —— 1866 70.33MB/151.31 M8
Top, Sourzes; ) Bitcomet.HTTP.5eed P2p 155 4.65KB/1228
Top Destinations
@ EitTorrent p2p 3850 765.27Ke/1.02M8
Top Countries
F3 Facsbook Social.Media 625 2.27m8/15.26M8
ssL_Tisvi2 Netuork Service == ' 1Ke/1.95KE
SsLTLSvI.0 Hetwork.service = 44 34.89KB/63.34KE
% Dropbox_File.Dovmload Storage.Backup === 24 46.38KB/23.44KE
Top Websites Ram Collaboration = 15 2008/2408
Top Browsing Users a Amazon.aws_s2 Cloud. 1T == : 1.03Ke/2.13K8
=8 ven [0 Vimas_video.play Video/ Audio == 4 7.81K8/3.91k8
SSL & Dialup IPsec £ Dropbox Storage.Backup = s 43.65KB/504.43KE
Site-to-Site 1Psec @ HTTPEROWSER_IE Web.Others = 5,530 17.24MB/500.65M8
"
[ Godaddy Cloud.IT = 2 4.98KB/18.81KB
Rogue APs
1 Gemail Emai = 1 312.60K8/2.36M8
Authorized APs.
Exchangs Sarvar Emai == 1882 10.85MB/5 49MB
Authorized SSIDs. =
WiFi Clients. Jae Jabber Collaboration 2 4.19KB/9.62KB
-+ © system HTTPS.BROWSER Wab.Othars = 73 81.20K8/2.43M8
o sipe o| © wTeeRowser Web.others ] 14 767.50Ke/42.37M8
x =+ 4% Dropbox_File.Upload Storage.Backup 8 15.63KB/7.81KB
i ss. ssuz Netuork Service == p 4.17KB/20.40K8
B - LR — - Ane o Py o
>
e ——— 10 [50 . Jitens per Page 1 2 3 MNext> Last>> GotoPage[l Jof37

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | Principais aplicagGes por risco;
1.6.12.15.3

Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao Verificar no FortiView "Top Threats"
do Teste

Procedimento Demonstrar o Fortiview
do Teste

Evidéncias

Device Manager Policy 8 Objects VPN Management = AP Management FortiClient Manager

I (¢ |5 sean = o~ |[ast s wesk -] [ S- 2
e - T T
fop Threat Failed Connaction Attsmpts to 152.16..  Failed Connection Attempts Low 15,485 3.7 ~
Threat Map. @ sitTorrent p2p Low 19,180 3.836
78 Traffic M5.Word Linkad.Objects Memery.Corr.. | 195: CVE-2010-1903 (=] 12,650 253
oS urces e oo e (G 8,900 =
Top Destinations
o FTR.UsanToo.Long 1PS: CVE-1995-0368,CVE-2000-0761 sigh 5.400 280
) VS.Cinepak. Codsc.Dscomprassion.C..  1PS: CVE-2010-2553 sigh 7630 256
0 A S Failed Connaction Attempts to 8.8.8.8  Failed Connection Attempts = 6765 1353
Top Applications WS Viso. trvalid Tag Handling Remot . 155 (@D &40 128
Top Cloud Applications dobe Readerront s e = = iy
Top Websites Wword/CvE20103333 Arexplatt = = 6250 =
Top Browsing Users MS.PublisherPubconv.dil.PointerOver.. | 19S: CVE-2011-1508 c.250 125
T sveN HTML/CVE 2011 2000 Atexplait Malvars =) 6,250 125
SSL & Dialup IPsec B = e e —
Site-to-Site Ipsec
sl POF/Shellkcode NTiexploit Malvare c250 125
et T R T T e == s 7]
e WS.Windons.MPEG4.Codec ASFParsin.. | 1PS1 CVE-2010-0818 (= 6200 124
Authorized SSIDs POF/CVE_2010_2883. Alexploit Malvars 6.200 124
WiFi Clients W5.Office VDA Module, Stream.Use.Aft.. | 175 @D 6150 123
= @ system Failed Connection Attempts to 68.142 Failed Connection Attempts Low 6,075 1,215
Admin Lodins V| porfcue_z011_zasz.Atexploit Malvare () 5,050 12
N ” | fople.QuickTime. JREG2000.CODLen | | 75 CVE-2011-3250 @D 5200 108
WS, Windove.Media.MIDI Remote.Cod.. | 1PS: CVE-2012-0003 (=D 5050 1010 &
< >
100% 1 2 3 Hextz last=> GotoPagel vfof8

Comentario

Assinatura Assinatura NCT
do Cliente

| Item de Teste - | Administradores autenticados na geréncia da plataforma de seguranga;
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1.6.12.15.4
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste
Configuragdo do | No dashboard no widget "system information" ha uma referéncia chamada
Teste "Current Administrator" que mostra quantos administradores logados.
Procedimento do | Mostrar os administradores locais cadastrados
Teste
Evidéncias
€ ) @ | https://192.168.169.84/cgi-bin/module < quisar wBa 9 ¥ a =
[ = [ I |
R B ——
o —— [:: Ba[:::n:/sj 151113 (Candidate Release 1) [Update] e i
Beeaion — T e e
T Task Monitor
= dvanced - S —————————
Comentario
Assinatura Assinatura NCT
do Cliente

Item de Teste - 1.6.12.15.5

Numero de sessGes simultaneas;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do Teste

No dashboard no widget " system resource"

Procedimento do Teste

Mostrar o painel de system resource mostrar as informacdes
conforme solicitado

Evidéncias R S R
© pashboard
Ilill .FT;EVEE CPU Usage: 0%
* Sources
* Applications E Mo 47%
* Cloud Applications Usage:
* Dastinations ; Disk Usage: i s
" Web Sites
* Threats g Disk: O logs/:
WAl Baesinre [i] Los Rate: F;T‘t\AnaIE:r:SEOEIogs,’sa:
* System Events - gt Total & .38
* Admin Logins [E EE=Sons; NZv?SEE:iE;?\ZspEr Sacond: 0
" VPN
P
Comentario
Assinatura Assinatura NCT

do Cliente

Item de Teste -
1.6.12.15.6

Status das interfaces;

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do Teste

No dashboard no widget " operation unit"

Procedimento do Teste

Mostra o status de todas as interfaces na imagem do préprio
equipamento

Evidéncias
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Used Storage 15.64 GB{15%)

0.0.0.0

Management [P Address

= Unit Operation

Fi:ATINET.
1 2 = 4
o o @ &
FortiManager-WME4
{port1

Link status: Up
3+ r{ IP/Mask: 192.168.169.84/255.255.255.0

Speed: Auto
Sent: 4.08 GB
= Alert Message Console Received: 4.04 GB

Time Message
Mov 23, 10:23:31 - fgfm connection to device PGDF-BACKUP-01 is up
Mowv 23, 10:29:17 - fgfm protocal start, offline mode is diszble

__

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.16.1

Resumo gréfico de aplica¢des utilizadas;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragao Configurado no modulo de "report" o relatério correspondente "application"
do Teste

Procedimento | Gerado o relatério de uso de aplicagbes

do Teste

Evidéncias Executado a criagdo do relatério de uso de aplicagdo:

€ 5 C | Bbes//192.168.169.84/cgi-bin/module/docroot/index htm?action=switch

View Report | ¢ Advanced Settings | Layout

Time Period Today 2
Devices @ All Devices Specify
Type # Single Report (Group Report) () Muliple Reports (Per-Device)

360-Degree Security Review
Admin and System Events Report
Application Risk and Control
Bandwidth and Applications Report
Client Reputation

Enable Schedule
Enable Auto-cache
Enable Notification

[ Aoty |

Email Report
1PS Report

Security Analysis
Threat Report

VPN Report

(1] Application
-] Web

banda:

PCI-DSS Compliance Review

Relatorio Relacionado

User Security Analysis

Web Usage Report

WiFi Network Summary
Wireless PCI Compliance

Resultado desde relatdrio correspondente ao uso de aplicacdo por consumo de

i < = = = S PGDF
Device Manager ~ Policy & Objects VPN Management AP Management  FortiClient Manager JREAISLL System Settings




(NCT

Revisao:

PREGAO ELETRONICO N° 04/2015 03

Pagina:
105/126

CADERNO DE TESTES TECNICO

Key Applications Crossing The Network

The sectien below shows the top 30 applications crossing the netwerk based cn the amount of bandwidth thev are using, sorted by application category
and technology. The risk rating pplication aleng with it: ion count. This pr mplete view for the applications
mumning on the networlk: and res ion-making for overall application contrel policies and busin: 3k management

% Risk Application Name Category Tecmology User Bandwidth Seszion
g @ HTTPBROWSER Firef Web. Chient Browser-Based 1 9.59MB 404
a
2 HTTPS BROWSER Web. Clhient MNetwaork-Protocol 1
kN 2 | #] Google.Search Safe. Off @ General Interest Browser-Based 1
4 {# Dropbox o Storage Baclap Browser-Based 1
5 @ HTTPBROWSER IE Web. Client Browser-Based 1
s @ & Ultraswf 9.6+ ) Prog Client-Server 1
Gl 4 | @ BitTarrent m PP Peer-to-Peer 2
s A oy Slape # Collsboration Paer-to-Pasr 2
B 2 | *] Google.Search @ General Interest Browser-Based 1
0 B Facebook i Social Media Browser-Based 1
ng v Silverlight @ Network Service Browser-Based 1
o 5 | 2§ Google Accounts 3 General Interest Browser-Based 1
£ ] 2§ Google.Search Always] @ GeneralInterest Browser-Based 1
nstant. Show
1A Teredo @ Netwark Service Network-Protocol 1
J=N 3 | OCsF @ Netwark Serace HNetwork-Protocol 1
16 8  Amazon AWS_S3 Cloud IT Browser-Based 1
g é‘? YouTube_Video Embedd @ Video/Audio Browser-Based 1
=
EA Twatter i Social Media Browser-Based 1 1M KB n
[LN 4 |  Bitcomet HTTP.Seed m PP Peer-to-Peer 1 176 B 8

i

4: Top app. nsuming the mos icith, sored By

The ForiGuard research team
technelogy. and the related tr:
see: hitp:/v f

ons mto different categeries based on the application behavieral characteristics. imderlying
The categories allow for better application g . For application category details,

The followng

effectively pricritize the applications based on the busmess

use.

@ Web.Others
General Interest

® Storage Baclap
Promy

@FIP

@ Collaboration

®50cial Media

App Categoties

Metwork Service
@ Clond IT
Video/Andio
@ Others

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.12.16.2

Principais aplicagOes por utilizacdo de largura de banda de entrada e saida;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragdo | Selecionar no modulo de "Fortiview" a extracdo de um relatdrio correspondente
do Teste a controle de banda conforme solicitado e extrair um PDF
Procedimento | Gerar o relatério de utilizagdo de aplicagdo por consumo de banda de saida e

do Teste

entrada:
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£ [ Threats Applicatio | Category & | misk - |
I:‘r’:t":aa‘: @ HTT _IE Web.Others == 1,080 3.nmaufs.7nma
e et v [ = iy
e Oimrscus e | whows | mm | o
3 Q:sl;:a:ln:&wmsi(es " . ; www E 450 s.xs‘MB/s’xs.;wa
—— : : s
o e : T
Sel Sbilupieses 9437/udp Not.Scanned 1 97B/93B
e R ]
<| Pt — g SR
Resultado do relatério extraido do Fortiview:
Top Application
[ agmcacon —————Tcegoy -l | semiooDabcietGatowe - | yesgeovgeceved |
A anTorrent F2pP [ m Z1.1BKB/ZZITEE
ENDP Remaoie Aes [ d -] Z94MB/EZIME
{3 HTTF.BROWSER_IE Web Omers. =T 1,080 2 0ZMB/EATOME
Ewchange.Server Emad >l m &52 29KB/ 232 BEKE
g ,Sl)rpe. Collaboration F 156 s!.s‘mams.zzm
u.mw.smm_ru:rm Web Omers: [; 675 1.62MB/%_ZIME
HTTPAudio Video/Audic F 135 Z31.17HB/OLAEME
§ HTTF.EROWSER_Chrome m.!m : a5 B5.17KB/3ITME
2141 7tudp Mot Scanned 1 112E/08
14370/udp Mot Scanned 1 112E/08
LIS Pict Scanned 1 1ZBE/EEE
55261 udp Mot Scanned 1 112E/08
S43Tudp Mot Scanned 1 STESIIB
35033N0p Mot Scanned 1 1ZBE/BEB
35282fudp Mot Seanned 1 97E/338
11582¢udp Mot Scanned 1 A5ES0B
TIEWudp Pict Scanned 2 SEEST4E
1oratop Mot Scanned kS 3B4E/ 2648
3358Mp Mot Scanned 1 1ZBE/EER
TIT0S udp Pict Scanned 1 1126008
35513Mcp Mot Scanned 5 240E/ 2008
14355/ udp Mot Scanned 1 112E/08
3201 udp ot Scanned 1 1126/08
14736/ op Mot Seanned 1 128E/88B
S35 Uep ot Scanned 1 128E/888
Evidéncias
Comentario
Assinatura Assinatura NCT
do Cliente
Item de Teste | Principais aplicagdes por taxa de transferéncia de bytes;
-1.6.12.16.3
Objetivo do Demonstrar funcionalidade conforme solicitado
Teste
Configuragdao | Configurar no modulo de "report" o relatdrio correspondente conforme
do Teste solicitado neste item
Procedimento | Gerar o relatério de utilizagdo de aplicagdo por consumo de banda de saida e
do Teste entrada:
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Top Threats @ Wi WSER_IE Web.Others == 1,080 3.02MB/166.70MB
Threat Map T Email — 7 462,29KB/232.85KB
3 Traffic
QI o HTTP.Video Video/Audio (TR 225 742.10KB/40.03MB
Top Sources
&) Skype Collaboration o | 156 57.51KB/48.22KB
Top Destinations -
Top Countries (@ HTTP.BROWSER Firefox Web.Others === 675 1.62MB/94.22M8
Policy Hits HTTP.Audio i o 135 233.17KB/10.46MB
([ e = rETr |
@ HTTP.BROWSER_Chrome web. (o) 4s 85.17KB/3.27MB.
o 21417/udp 1 1128/08
Top Websites 14370/udp Jof 1 1128/0B
Top Browsing Users 42715/tep 3 P
5-@8 VPN 55261/udp 1 1128/08
SSL & Dialup [Psec 9437/udp Not.Scanned 1 97B/93B
Site-to-Site IPsec
(o 36033/tcp Not.Scanned 1 1288/888
i 35282/udp Not.Scanne ]l 1 97B/938
Rogue APs.
Authorized APs 11582/udp Not d 1 46B/08.
e .
MG Cliante bed 11074/tcp Not.Scanned 3 384B/264B
L. ido d N
Resultado do relatdrio extraido do Fortiview:
Top Application
ation 3 Session s [ Elocked! A llowed) : | Byt Sent/ QIReceived) a
by
3 nTorrent F2P -— 7 ZLIBKE/IZITHE
L RoF Femae ATEs [ ] Z34MB/E.3ZME
[%} HTTF.BROWSER_IE Web Others. —_— 1,080 302MB/ 164 TOME
bwchalg!.smr Emadl v m £52.29KB/ 232 BEKE
HTTF.Video WideolAudio R 225 T42.10KB/2003IME
) Shype Collabaration F 156 ST.EVKB/4BIZKE
u.HTTP.BmLN_FIr:fm Web Others: [ 675 1.62MB/5%4_Z2MB
HTTP.Audio Wideo/Audic [: 135 ZI11TEB/NOLEME
FTP Metwork Service F 450 G 16MBIEIGZIKE
§ HTTF.EROWSER_Chrome Web Others. R a5 B5.1TEB/2ZTME
2141 Tiudp Mot Scanned 1 112E/08
14370/udp Mot Scanned 1 112E/08
LIS Mot Scanned 1 1ZBE/EEE
55261 udp Mot Scanned 1 112B/08
S43Tudp Mot Scanned 1 STBESI3B
35033N0p Mot Scanned 1 1ZBE/BEB
35282fudp Mot Scanned 1 97E/338
11582¢udp Mot Scanned 1 45E008
T30/ udp Mot Scanned 2 25BES748
nuurn-.p Mot Scanned 3 3B4E/ 2648
3358Mp Mot Scanned 1 1ZBE/EER
TIT0S udp Mot Scanned 1 1128/08
35513Mcp Mot Scanned 5 240B/2008
14355/ udp Mot Scanned 1 112B/08
20k Mot Scanned 1 1126/08
14736/ op Mot Scanned 1 128E/88B
S35 Uep ot Scanned 1 128E/888
Evidéncias
Comentario

Item de Teste - Principais hosts por nimero de ameagas identificadas;
1.6.12.16.4

Objetivo do Teste Demonstrar funcionalidade conforme solicitado

Configuragao do Configurar no modulo de "report" o relatério correspondente conforme
Teste solicitado neste item

Procedimento do Gerar o relatério ameagas
Teste

Evidéncias Executado relatério de ameagas:
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‘VI!WR!DQI’! Configuration  Advanced Settings  Layout
‘@RunkepunNuw 1 Delete @ Download

360-Degree Security Review
Admin and System Events Report
Application Risk and Control
Bandwidth and Applications Report
Client Reputation

Data Loss Prevention Detailed Report
Detailed Application Usage and Risk
Emal Report

1°S Report

PCI-DSS Compliance Review
Relaterio Relacionado

User Security Analysis
VPN Report

Web Usage Report

WiFi Network Summary
Wireless PCI Compliance
(2 Application

(Qweb

- 25 v Items er Page 1 GotoPaae 1 v oF 1

Resultado extraido do relatério:
Malware Victims

# Victiz Name (or IP) Couts
1 [ IR235.10.13

63 0 09 o o9 a o9 oo O9 03 B0 69 GO 60 GO 00 00 GO ©0 0 0O CO DA OO OB OO 69 G0 03 G0

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.6.12.16.5

Atividades de um usuario especifico e grupo de usuarios do AD/LDAP,
incluindo aplica¢bes acessadas, categorias de URL, URL e tempo de
utilizacdo e ameacas (IPS, antivirus e anti-spware) vinculadas a este trafego

Objetivo do Teste

Demonstrar funcionalidade conforme solicitado

Configuragao do

Configurar no modulo de "report" o relatério correspondente conforme

Teste solicitado neste item

Procedimento do | Gerar o relatério

Teste

Evidéncias Executado a geracdo do relatdrio especificando o usuario especifico

autenticado pelo equipamento usando credenciais do AD fazendo uma
consulta via LDAP:
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FortiManager-VM64

Device Manager  Policy & Obje

VPN Managemer

AP Management

FortiClient Manager

Log & Report [ E T

_

360-Degree Security Review
Admin and System Events Report
Application Risk and Control
Bandwidth and Applications Report
Client Reputation

Data Loss Prevention Detailed Report
Detailed Application Usage and Risk
Email Report

IPS Report

PCI-DSS Compliance Review
Security Analysis

Threat Report

User Security Analysis

VPN Report

Web Usage Report

WiFi Network Summary

Wireless PCI Compliance

(2] Application

[Jweb

253 bl e

View Report | Configuration | Advanced Settings | Layout
Filters

Log messages that match (@ All () Any of the following conditions
@ Add Filter

| EquaiTe

User (user) ¥

@l LDAP Query

Joaldir x
;

LDAP Server [PGDF-LDAP v |

| Hide = Column

®

Layout Header
Header Text
Header Image
Layout Footer
Print Cover Page

Print Table of Contents

FEE®

Print Device List

Case Change [Disable 7
< Advanced Settings
Bundle rest into "Others" Ao v
Print Orientation @ Portrait () Landscape
Chart Heading Level Headng2 ¥

Choose. . ’fDﬂmEtJDgu.Dng

& Default

[Customize]

Custom

Compact ¥

Relatério feito filtrando o usuario Joaldir, que é um usuario autenticado pelo

AD:

# Victim Name (or IP)
41 Fy User
42 Fy joaldr

Web Activity
Top 20 Most Active Users

4 User (o IP)
1 [y joaldir

Web Browsing

Top 10 Online Users

# User (or IF)
1 jealdir

Report Filters(Logic: All)

# Filter mame
1 User

Website

download cdnmozilla.net
mail google.cam.

cof dropborstatic.com
ssl.gstatic.com

PR

v gooele cam br

bp izl com br

SN

v ol com br
tpe. govslesyndication cam
hangouts, soosle.com.

10 apis.google.com

11 v terra.cam br

12 securepubads.g dovbleclick net

13 mimeul com

14 safebrowsing-cache zoosle com
15 accomts.google.com

16 pagead? sooslesndication com
17 phe.goosle.com

18 weww. gstatic.com

19 beaconrubiconpraject com

20 fonts sstatic com

21 imgwol com

2w gooele cam

23 rtexcritec.com

M skl nepraotion com

25 weww. google.com

ste.vol.com

s.drmadnet

28 0.clisnt-chamnel google com

Browsing Time(hh:um:ss)

Value
imclude (joldir)

Category
[ Information Technology
Veb-based Email

[ File Skoring and Storage
[ Information Technology
[E] Sesrch Ensines and Portals
Content Servers

[ Search Enines and Partals
[ Search Engines and Portals
[ Search Engines and Portals
[ Search Engines and Portals
[ Search Engines and Pertals
Advertising

[ Information Technology
[ Sesrch Ensines and Portals
[ Search Engines and Portals
Advertising

Social Networking

[ Information Technology
[ Information Technology
[ Information Technolozy
Content Servers

[ Search Engines and Partals
[ Business

Advertising

[ Bsiness

[ Search Engines and Portals
Advertising

[E) Sesrch Ensines and Portals
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# Risk Application Name Category Teclmology User Session
1a @ HITP.BROWSER Firef Web.Client Browser-Based 1 44
ox
2 HTTPS BROWSER Web. Client Network-Protocal 1 ®
EN 7 | 2] Google Search Safe Off @ GeneralInterest Browser-Based 1 2]
4 i2 Dropbax — Storage Baclap Bronwser-Based 1 3
5 @ HITPBROWSEF_IE Web. Client Browser-Based 1 Il
a & Ultraswf 9.6+ B Proxy Client-Server 1 13
4] @ BuTorent m PP Peer-to-Peer 2 133.71KB 339
N 2 | @ Skpe #% Collaboration Peer-to-Peer L 110.02KB 113
B 2 | # Google Search @ Gensral Interest Browser-Based 1 76.35KB g
1o Bl Facebook @ Social Media Browser-Based 1 SBETEB M
g v Silverhght @ Network Service Browser-Based 1 TKB 1
[ 5 | 2] Google Accomts @ General Interest Browser-Based 1 I2HEKB 6
&N 2 | 2] Google Search AlwaysI @ General Interest Browser-Based 1 1286 KB 1
nstant. Show
4Aa Teredo @ Network Service HNetwork-Protocol 1 1101 EB 1
A OCSP @ Network Service HNetwork-Protocol 1 B.18KEB )
16 & Amazon AWS_S3 Cloud IT Browser-Based 1 316 KB 1
N 7 | & YouTube VideoEmbedd @ Video Audio Browser-Based 1 110KB 1
=d
A Twitter i Social Media Browser-Based 1 1M KB 21
L 4 | j Bitcomet HTTP.Seed m PP Peer-to-Peer 1 176B g
7 .
Comentario
Assinatura Assinatura NCT
do Cliente

Item de Teste
-1.6.12.16.6

Deve permitir a criagao de relatérios personalizados;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragdao | Configurar no modulo de "report" um relatério com os charts e datasets
do Teste customizados.

Procedimento | Gerar o relatdrio personalizado

do Teste

Evidéncias Criar um novo relaério:

€ ) @ | https//192168.169.84/cgi-bin/module/docroct/indes htm7acti

Management  FortiClient Manager ESFARELR system settings.

View Report ofi ti Advanced Settings  Layout
(S vE— ——
e — R &
360-Degree Security Review-2015-11-23-1103 HTML PDF XML CSV/ 3mes
360.Degres Seanty Review  [EE2055 2vis1231055 HTHL POF XL CSV anss
360-Degree Security Review-2015-11-22-2010 HTML PDF XML CSV &

Admin and System Events Rewi

Application Risk and Control

Client Reputati
Data Loss Prev|
Detailed Applic

Email Report
1PS Report

PCI-DSS Compl
Relatorio Relacj

5 clone
o Delete

2 mport
& Bxport
Security Analys| £/ ger
Threat Report. &
& Create New
User Seaurity 4|

VEN Report
Web Usage Report

WiFi Network Summary
Wireless PCI Compliance
Caapplication -

Editando um novo layout:
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£28 FortiManager-VM64

Device Manager  Policy & Objects VPN Management AP Management  FortiClient Manager IRWENINILE System Settings

- BEXxXbhEEE « /A @mE == M lu@E
— — J[Fot  |[sw -|[B T U5 x A B|[==|EE»====|x]

| Format

o

360-Degree Security Review  * |
Admin and System Events Repc
Application Risk and Control
Bandwidth and Applications Rej

Client Reputation

Data Loss Prevention Detailed 3
Detailed Application Usage and
Email Report

IPS Report

PCI-DSS Compliance Review
Relatorio Relacionade

Security Analysis

Threat Report

User Security Analysis

VPN Report

Web Usage Report

WiFi Network Summary
Wireless PCI Compliance

i »

Configurar uma query SQL customizada :

« C' | B¢ birs://192.168.169.84/cgi-bin/module/docroot/indes

m?action=switch LN

FortiManager-VM64

Device Manager  Policy & Objects VPN Management AP Management  FortiClient Manager [RNEALINLE System Settings

View Dataset

Test query with specified devices and time period

ompliance Review

@ All Devices ) Specify

Lost7Das v

Devices

Relatoric Relacionado Name |wifi-usage-authenticatedimeline

Log fTime Period

[Event v
Type Test

Security Analysis

FPhreal-Report; [select hodex, count(distinct stamac) as tetalnum frem
User Security Analysis. ###(select $flex_timescale as hodex, stamac from $log
lwhere Sfilter and subtype—wireless' and
VPN Report
P |action='client-authentication' group by hodex,

stamac)##% t group by hodex order by hodex

Web Usage Report.
WiFi Network Summary

Query

- Wireless PCI Compliance
3-[1] Application
(] web
-] Detailed User Report
4] Forticlient Report

{izll Report Templates
~g Charts

& Macros

Output Profile
-] Language

{2 Report Calendar

I T

[ e o]

click to add variable

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste
-1.6.12.17

Em cada critério de pesquisa do log, deve ser possivel incluir multiplas entradas
(por exemplo, 10 redes e IPs distintos, servigos HTTP, HTTPS e SMTP), exceto no
campo hordrio, onde deve ser possivel definir um faixa de tempo como critério de

pesquisa;

Objetivo do
Teste

Demonstrar funcionalidade conforme solicitado

Configuragdo
do Teste

Configurado o pesquisa de log por variados origens, destinos e servicos como
conforme solicitado

Procedimento
do Teste

Gerado o filtro no log de Webfilter " srcip="10.69.70.65" dstip="173.194.42.178"
service="HTTP" service="HTTPS" dstip="173.194.42.178" dstip="173.194.42.184"
dstip="173.194.42.184"
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€« C' | B beeps,//192.168.169.84/cgi-bin/module/docroot/index.htm?action=

iManager-VM64
Device Manager  Policy & Objects VPN Management AP Management (e EHALENERES Log & Report

evice (= paDF-BaCkuP-01 | [Last 1 Day v & | Scustom View
@ srcip="10.69.70.65" dstip="173,194,42,178" service="F 2} = Tools ~
GiChart Builder
&) Traffic -
z 1 11:28:01 FG600C3912800461 10.69.70.65 EE5173.194.42.184 HTTP www.google.com.br passthrough gfe_rd—crg|
£ Event v B
i 5-1HIAg
- (3l Security
o 2 12mo1 FG600C3912800461 10.60.70.65 ®5173.194.42.178 HTTP wurw.gosgle.com passthrough
i Vulnerability Scan =
- antivirus 2 i
) . [ F— j0ss7085 | EE17s.104.02.04 rres — pussthrougn | FTVRGRIS
. Application Control IHiAgegns,
_ Intrusion Prevention ol
r
. Emall Filter =
H 4 11:27:35 FG600C3912800461 10.69.70.65 E5173.194.42.184 HTTP www.goagle.com.br passthrough afe rd-os
Data Leak Pravention ,m:g'

VolP
Qﬂ 11:27:34 FG600C3912800461 - 10.69.70.65 @, sSearch "Destination IP = 173.194.42.178" e
5 Log Browse

@ search "Destination IP 1= 173.194.42.178

= I2gfe_rd=c
B custom view & 1uzses Fe600C3912800461 wes70es  EE17 J IV ]
=ssl|
/7gfe_rd=c
11:26:20 FG600C3912800461 10.69.70.65 E5173.194.42.184 HTTP www.google.com.br passthrough *NTVpitGot ™
y
100% 50 v | Items per page SIS et > Search Scope | All ¥
Log Details
Action passthrough Category a
Categs Description Search Engines and Portals 11:27:34
Destination IP 5173.194.42.178 n Interface port3
Port 80 FGB00C3912800461
B pevice Name PGDF-BACKUP-01 Device Time 2015-11-23 11:28:27 o

Evidéncias

Comentario

Assinatura Assinatura NCT
do Cliente

CARACTERISTICAS ESPECIFICAS PARA OS 2 (DOIS) EQUIPAMENTOS STANDALONE QUE
CONECTARAO 0S ESCRITORIOS REMOTOS:

Item de Teste - | Throughput minimo de 100 Mbps com a funcionalidade de controle de
1.7.1.1 aplicacdo habilitada para todas as assinaturas que o fabricante possuir

Objetivo do Demonstrar funcionalidade conforme solicitado
Teste

Configuragao Foi configurado sensor de APP control as configuragdes de base e assinaturas
do Teste default:

-Sensor de APP control habilitado com todas as categorias de aplicacbes
disponiveis no dia do teste.

O sensor foi habilitado em todas as regras onde o trafego foi gerado.

O spirent foi configurado com os parametros de trafego ja descritos nesse
caderno de testes.

Procedimento | O trafego é gerado a partir de Spirent, pode ser observado que os nimeros
do Teste solicitados neste edital foram alcangados no equipamento FGT 70D

Evidéncias
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€ P & nhiips//192.168.169.82/inde <

FortiGate 70D

5 uisser  J Deseosrs

= © pashboard Datach # X

& il FortView

= 88 netrork
- Interfacas
 WaN Link Load Baland
- ons
- ons servars
- Exalicit Procy

#18 Config

¢ Admin

£ Certificates

&8 Monitor

CPU Usage

6 nemory -

Usage D

[5] toq Rate Fortianalyzers 0 logs/sec

i Total Sessions: z218
[E] sessions NawSazs ons par Sacond: 726
4 Rsbost @ shutéomn

< > °
P

T et ,ox
Policy & Objects

Equipamento alcancando throughput solicitado.

192.168.169.82/incle e

FZIATINET | FortiGate 70D

1 system.
Router T Schedule
2 i s 3 awavs aAL v Accept Edetauit
518 policy
-3  intemal11 - internal12 (1)
- 1ovs s @ @an 7 ahwavs aA + Accepr S detauit
I v internal3 - internal4 (1)
- naTas
JE Ve 4 [ER] s 7 ahwave AL + Acceer Edefauit
* Prosey Options v intarnals - ntarnale (1)
SigSt nzpoction s all @al 3 ahways aaL v AccepT Edafault
£ Objacts
. v internal7 - internal8 (1)
6 @all @al 3 always. 2ALL  ACCEPT 3 default
v internal® - internal10 (1)
7 (Eall Eall 3 always. aALL  ACCERT R default
» sslroot (SSL VPN interface) - fgt8ooc (1)
» Implicit (1)
€ @ htips//192.168.169.82/inde: c

TINET | FortiGate 70D

Edit Application Sensor

Hame Fr [View Application Signatures]
Commns
Security Profiles
8 Ankivirus categories
© Web Fiter & eotnet @) General.Interest & Social.Media & Web.Others
& Business @ mobile @ storage.Backup & Al Other Knovn
W tntrusion Protection ‘Applications
& Cloudrm ) Netuork Servics & Update
o Email Filter Al Other Unknoun
45 Dats Leak Pravention @ Collaboration & p2p @ video/Audio Applications
L @ email 0 proy & vore
& Game &) Remote Access & Industrisl
Application Overrides
2 G Add Signatures

P ——

Mo matching entries found.

Options
@ Deep Inspection of Cloud Applications
@ Allow and Log DNS Traffic

T Replacement Messages for HTTP-based Applications

Apply

Sensor de APPControl configurado

- Spirent
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[ Run-Time Statistics - o x

~ @ % g B ror

r | T Wizards + |3, Summary... Manage Tags.. | & User Defaults Manager.
H X x|
i p 3
' = 010000 g
= Network traffic - Client/Network = [-El [ S =
) . e=lcagl Load Loadunit | PR ypyistribution i
o Blaajali Mode g
a - bady 1 Mbps MIX UDP/RTP g
3 Network traffic bady 1 Mbps M UDP/RTP
)
225000 1 bps Fixed |8
w2y 1 Mbps MIX UDP/RTP E
200000 ssdy 1 Mbps IMIX UDF/RTP %
175000 H
160000
125000 / >
L\
7 \ A
5 00w / \v/ ) 7 x
R / ffic and Counters > Aggregate Port L1 Rx Rate | Change Result View = {3
—{ i3
0000 o -
Aggregate Port L1 Rx Rate
25000
000100 000200 000300 000400 00DSO0  0DOB00 000700 000B00
<
L3
< ||~ sum of incoming[ 35,63
—  Sum of outgoing| 37,373
|A - Total| 127,236
Fstimated server nroc Hmel 11707 -

0
24/11/2015

Comentario

Todas as configuracdes tanto do FGT 70D como do Spirent foram
apresentadas/explicadas a todos os presentes na sala de homologac3o.

Maiores detalhes sobre o relatdrio de trafego gerado pelo spirent, podem ser
encontrados no CD anexo a este caderno.

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.7.2.17

Os dispositivos de protecao devem ter a capacidade de operar de forma
simultdnea mediante o uso de suas interfaces fisicas nos seguintes modos:
modo sniffer(monitoramento e analise do trafego), camada 2 (L2) e camada 3

(L3);

Objetivo do
Teste

Demonstrar funcionalidade de modo sniffer, L2 e L3

Configuragao
do Teste

Demonstrar modo one-arm-sniffer, transparent e router

Procedimento
do Teste

System -> network -> interfaces / Status -> operation mode

Evidéncias

€ ) @ | hiips://192.168.169.82/ind e e 9 % a =
FEERTINET 70 o
FoRTINET e
) ]
Create New~ N e
Ll st Mame | mMembers [ ip/Metmask ____________wee [ ‘Acees | ket [0}
alanci| Hardware Switch (1)
*ons © intemal 192.168.1.99 255.255.255.0 ® Hardware Switch (2) PING] [HTTPs| [55H o
Ot Servers

Explicit Proxy

Physical (13)

= 0 intemals 00000000 & physical :
i ° 00000000 ® ] s
° 00000000 ® ] 1
° 00000000 & Physical 1
° 00000000 = I .
° 00000000 # ] :
° 00000000 % ] s
° 00000000 & Physical 1
° 00000000 % Physical 1
° 00000000 s ] !
° 00000000 ® | p
° 00000000 @ physical .
° 1 172.95.10.2 255.255.255.0 5 Physical BiNG) [FTTes [SSH) 7T E
2 ~ ° 2 (Poma Srifer) Onectem Siffer @ Bhysical PING) [FMG-Accass| AUTO-TP5EC] 1

Router.
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do Cliente
Item de Teste - Modo sniffer, para inspegao via porta espelhada;
1.7.2.18
Objetivo do Teste Demonstrar funcionalidade de modo sniffer
Configuragao do Demonstrar modo one-arm-sniffer
Teste
Procedimento do System -> network -> interfaces
Teste
Evidéncias

€ ) @ https//192.168.169.82/inde: e Pesquisa wBa 9 3 A =

FEATINET | FortiGate 70D

£16C150:34)

Router

ok Cancel

Policy & Objects.

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.7.2.19

Modo L2, para inspegao de dados em linha e ter visibilidade e controle do
trafego em nivel de aplicagao;

Objetivo do Teste

Demonstrar funcionalidade de L2 do equipamento

Configuragao do
Teste

Demonstrar modo transparent

Procedimento do
Teste

Status -> operation mode

Evidéncias

€ a 192,168,169.82 e g wa 9 sa =

FiIRTINET

Edit Virtual Domain Settings

Comentario
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Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.7.2.20

Modo L3, para inspecao de dados em linha e ter visibilidade e controle do
trafego em nivel de aplicacdo, operando como default gateway das redes
protegidas;

Objetivo do Teste

Demonstrar funcionalidade de L3 do equipamento

Configuragao do
Teste

Demonstrar modo router

Procedimento do
Teste

Status -> operation mode

Evidéncias

€ a 192.168.169.82

FZIRTINET

Edit Virtus| Domain Settings

Comentario

Assinatura Assinatura NCT

do Cliente

Item de Teste - | Controles de politicas por porta e protocolo;
1.7.3.1

Objetivo do Demonstrar possibilidade de administragao de portas e protocolos

Teste

Configuragao Demonstrar formas de administragao do firewall

do Teste

Procedimento Firewall objects, address, service, policy

do Teste

Evidéncias
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€ 8 hitps;//192.168.169.82/inde: [ A Pesquisar

F&IRTINET | FortiGate 70D

system.
Router.
e General (5) A
aALL Ay ) s
(i Policy 2 ALL_ICHP. 1CMPIANY o o
“1Pva @ALL_IcHPs 1CMPE/ANY o 0
*1pv6 2L Ter Top/1-essas 0.0.00 ° o
" NATE4 24LL UDR UDP/1-65535 0.0.0.0 @ o
* NAT46 Web Access (2)
aurme - TeprE0 00,00 o 1
aHTTeS Web Access TeP/ae3 00,00 o 2
File Access (8)
2453 TCP/7000-7009  UDP/7000-7009 0.0.00 o o
arTe Teprz 0.0.00 ) o
PP _GET Topr2t 00,00 o o
TFTe_puT Tepr21 00,00 @ 0
2nes Teplant Tepz04e uoprait /2049 0.0.00 ° o
SETITTN Tcenzs 0.0.00 o 1
2sve Teprass 0.0.0.0 0] T
aFe upes 00,00 o 0
T
21map Email Topl143 0.0.00 ° :
2 MAPS Email Tee/993 0.0.00 ) 1
2popa Email Tepr1to 0.0.00 ° .
@popas Emsil Tceia9s 0.0.00 o 1
Fsmre Email TeRrzs 0.0.00 o .
25wTPS Email Teplass 0.0.00 ° f
MNetwork Services (11)
SeoubuBrafies, 28GR Tcen7e 0.0.0.0 [ o
ven @oHce up/e-68 00,00 o 0
—— Fomces uoe/sas uoe/sar 0.0.00 o o
208s Tepisa uop/sa 0.0.00 o 4
WiFi Controlar
anTe Tee/2s uBpi123 0.0.0.0 o 0
Log & Report 2oseE /89 ° o |v
€ ) @ httpsy/192.168.163.82/inde € Q Pesquisar wBe 9 ¢ A

FOIATINET | FortiGate 70D

o |

Firewall / Network Options.
&« nar

@ Usa Outgeing Interfaca Addresq|
O use Dynamic 1P Pool b

o Wl
@D Application Control

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.7.3.2

Controle de politicas por aplicacGes, grupos estaticos de aplica¢des, grupos
dindmicos de aplica¢gdes (baseados em caracteristicas e comportamento das
aplica¢Oes) e categorias de aplica¢des;

Objetivo do
Teste

Demonstrar controle de aplicacdo

Configuragao
do Teste

Demonstrar application control

Procedimento
do Teste

Security profiles -> application control

Evidéncias
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192.168.169.82/indlex € Q Pesquisar

TINET | FortiGate 70D
Edit Application Sensor

Name [View Application Signatures]

default
| Enmenenic Menitor all applications.
8 antivirus Categories
% web Filtar & Eotnst & General.Interast &) Social.Madia & web.Othars
L= Acplication Control @ Business @ mobile @ Storsge.Backup @ All Other Knoun
0 Intrusion Protection g ) o Applications
@ cloudrr @ networkService & Update
¥ Email Flter @ All Other Unknown
% Data Leak Prevantion & Collaboration & r2e & Video/audio Applications
@ Advanced @B sl & Proey & vor
\_® o @ Remote.Access @ Industrial

Application Overrides

1 Delete G Add Signatures

B Facebonk Sociledia @ Allow

Telegram Collaboration £ Reset

options

T pesp Inspection of Cloud Applications
T Aliow and Log DNS Traffic
T Replscament Messages for HTTP-based Applications

Apply.

Incoming Interface incemals B

Source Address wal -6
Source Usar(s) Click to 2dd -
Source Davice Type Clickto 2dd -
Tove
Outgoing Interfacs. interals e
naTes
Destination Addrezs @l 6
“nAT45
* Explicit Proxy schedule o always E
+ Broxy Options Sarvice AL -6
5L inspection Action e =
& Objects
S wall / Network Options
* Services T
 Schedulas @ Us= Outgoing Intarface Addrass[] Fixed Port
 Traffic Shapars O use Dynamic 17 Pool Click to 2dd
*virtual 15
o Security Profiles
S Mot o Antivirus a
Web Fitter ]
@ Application Cantrol a
1es 2
o Email Fiter a8
0LP Sanzor 2
@D 55t Inspaction cartifcata-inzpaction B ]
- NS | B BRSNS/ 194,100, 102,04/ INUES

FEERTINET | FortiGate 70D

System - |

Edit Application Senso:

Name default
Router
Incoming Interface internal Comments. Monitor all applications. 4 257255
Source Address & all
Source User(s) Click to Caregories
| BT Dy T T & Botnet (& General.Interest (Gl Social.Media & web.Others
Py Outgoing Interface internal B8 Business [ Mobile [E Storage.Backup @:g{ﬁit(::roﬁr;own
NATE4 _
Destination Address & al B dloud.IT B Network.Service & Update
LB e _ _ _ @ all Other
Eeititroy chedule | alwe &) Collaboration & p2p & Video/Audio ::;‘n:a\t\‘gns
Proxy Options Service AAL & Emal & Proxy & vorp
SSL Inspection Action A :
P VACE & Game [ Remote.Access (& Industrial
{1 Objects . )
= Firewall / Network Options
W Moritor o AT Application Overrides
@ Use Outgoing Interface Address Fixed O Delete @ Add Signatures
E—— Aoplication Signature | Category | Action |
[ Facebook SocislMedia @ Allow
Security Profiles
v Telegram Collaboration £} Reset
Antivirus
ST (@ spplication Contrl o
s
VPN @ peep mnspection of Cloud Applications I
Email Filter
User & Device
DLP Sensor B
WiFi Controller Apply
@ SSL Inspection e

Loa & Report

Comentario

Assinatura Assinatura NCT
do Cliente

Item de Teste - | Deve ser possivel a liberagdo e bloqueio somente de aplicagdes sem a
1.7.4.1.1. necessidade de liberacao de portas e protocolos;
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Objetivo do
Teste

Demonstrar controle de aplicacao

Configuragao Configurado perfil de filtro de aplicagdo com bloqueios. Configurado regra de
do Teste firewall permitindo todos servigos e com o perfil de filtro de aplicagdo.
Procedimento | Tentou acesso ao youtube, e recebeu o aviso de aplicagao bloqueada. Tentou
do Teste acesso ao facebook, e recebeu o aviso de aplicagdo bloqueada.

Evidéncias

i) -
|1} Welcome to SSL VPN Senvice | €2# FortiGate - FaT70D3Z 14001161 x| [ Application Control Viclation [+]
& @ hitps//192.168.169.82/ index | |B- Google P R~
= : = B 0
FZERTINET  FortiGate 70D S e ©
System % Edit Application Sensor
Router é Name default [View Application Signatu
% Policy & Objects Comments [Manitor all applications. | 251255
7
“* IPvE Categories
"" NATE4 | @ Botnet & General.Interest &l Social.Media & web.others
" NAT46 =f ) )
5 = & Business & Mobile & storage.Backup @& Aall Other Known
= Explicit Proxy - Applications
* Proxy Options =l cloud.m & Network.Service & update
: _ i _ @ all other Unknown
“ S5L Inspection &l Collaboration &l P2p &l Vvideo/Audio Applications
#-§ nhierts e
: = 5] =
b el & Email & Proxy & vorp
VPN = Game & Remote.Access & Industrial
Perfil bloqueando aplica¢gdes como video/audio
‘(j}wE\cume to S5L VPN Service x |§:§FurtiGate' FGT70D3Z14001161 x | { | Application Control Violation x | + |
€ @ hitps://192.168.169.82/inclex ¢ ||E~ Google A B~ ¥+ #
= " =
am - ~»
FiERTINET | FortiGate 70D s -fi o ‘Z_;.‘“
System & Create New  [& i " @® Section View () Global View [@ Search |
Router [sea-#]_+ Source |+ Destination] v Schedule | v Service |+ Application Controll T Action [ v nAT [2]
} internal - fgtB00C (1 - 1)
§ Policy & Objects | =
| + ssl.root (SSL VPN interface) - fgt800c (2 - 2)
ppva B
Eall =
* IPv6 2 G Elall 3 always DALL [ default v ACCEPT @enable
" NATG4 e
L= NATAE _[| » 1mpiicit (3 - 3)
' Explicit Proxy
. Proxy Options
“® S5L Inspection
£ Ohiacte ¥
Security Profiles
VPN

Regra de firewall permitindo todos os servicos, o bloqueio somente é feito por
aplicacao.
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Welcome to SSL VPN Service |£:E FortiGate - FGT70D3Z14001161 {7} Application Centrol Viclation x | +

(- v youtube.com - E‘ Google

@ FortiGuard = oellcziien Seoprinel

Application Blocked!

You have attempted to use an application which is in violation of your internet usage policy.
il YouTube

Category: Video/Audio

URL: http://www.youtube.com/

Client IP: 10.212.134.200

Server IP: 216.58.222.14

User name: joaldirrani

Group name: pgdf

Policy: 924418b4-945e-51e5-a423-ab492ad70f8d
FortiGate Hostname: FGT70D3Z14001161

Tela demonstra o bloqueio pela aplicacdo e nao pela web.

[, Welcome to S5L VPN Service |§:5 FortiGate - FGT70D3Z140011&1 | 4 Application Control Violation x |8

& s facebook.com e | |B- Google

@ FortiGuard :.oolicziiloy Georpiee)

Application Blocked!

You have attempted to use an application which is in violation of your internet usage policy.

m Facebook

Category: Social.Media

URL: http://www.facebook.com/

Client IP: 10.212.134.202

Server IP: 173.252.120.68

User name: joaldirrani

Group name: pgdf

Policy: 924418b4-945e-51a5-a423-ab492ad70fed
FortiGate Hostname: FGT70D3Z214001161

Comentario

Assinatura Assinatura NCT
do Cliente

Deve inspecionar o payload de pacote de dados com o objetivo de
detectar através de expressoes regulares assinaturas de aplicacdes conhecidas
Item de Teste - | pelo fabricante independente de porta e protocolo. A checagem de

1.7.4.1.4 assinaturas também deve determinar se uma aplicacdo estd utilizando a
porta default ou ndo, incluindo, mas ndo limitado a: RDP na porta 80 ao invés
de 389;
Objetivo do Demonstrar controle de aplicagao

Teste
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Configuragao do
Teste

Configurado o perfil de controle de aplicagdo default. Configurado uma regra
de firewall com o perfil de controle de aplicacdo default.

Procedimento
do Teste

De um cliente remote desktop tentou conexdao 192.168.169.182:80 para a
aplicacdo passar pela porta 80. De um cliente ssh(putty) colocou o ip
192.168.169.182:3389 para passar a aplicacao na porta do remote desktop.

Evidéncias

System % () Application Name: rdp | Add Fiter

i 2 17:22:10 n joaldir (10.69.70.65) 192.168.169.182

T roP pass
1 joaldir (10.69.70.65) J roP pass

MEN ik J1(bI (¥ [ Total: 9 ]

User & Device

Router

Policy & Objects

Security Profiles

| 3 17:19:01 178.33.250.62

# 1 Action pass

WiFi & Switch Controller s
Application Category  Remote.Access

Log & Report | B
Application ID 15511

Application Control List default

m RDP

Application Name

* Endpoint &
P Application Risk ——— Date/Time 17:22:13
* HA
- WiFi | Destination 192.168.169.182 Destination Interface  port3
e uﬂ Security Log Destination Port 80 Event Type app-ctri-all
* Antvirug Group Jjoaldir Level
“ Web Filter
Log ID 28704 Message Remote.Access: RDP,
i Application Control
P RN T T Protocol tep Protocol Number 6
* Anomaly Sequence Number 2171027 Service HTTP
§ " bats ek Proention Source 11 joaldir (10.69.70.65) Source Interface port7
# "# Log Config
Source Port 1105 Sub Type app-ctrl

& & Monitor ~

Detecg¢do do Remote Desktop na porta 80

System € || Add Fiter Log location: Disk | ¢

|Ls oloste/rme]___sowrce | oestination | Appiication Name |action| Application User|Application Details
I . p

@ joaldir (10.69.70.65)

Router

Policy & Objects

- |2 17:27:00 joaldir (10.60.70.65) 46.43.34.31 (@ HTTP.BROWSER_Firefox pass Firefox

[ Security Profiles |l 3 1726143 [ joaldr (10.69.70.65) 212.13.107.220 (@) HTTP.BROWSER_Firefox pass Firefox
VPN 4 17:26:43 [ joaldir (10.69.70.65) 212.13.197.229 (@ HTTP.BROWSER_Firefox pass Firafox

5 17:26:35 1 _joaldir (10.69.70.65) 212, 13.197.229 ) HTTP.BROWSER Firefox nass Firefox

User & Device

4[] |/25470»| M [ Total: 127307 ]
WiFi & Switch Controller

RS 1 Action pass
Log & Report g
default

'~ [| Application Category  Network.Service Application Control List

* Endpoint
Wil Application D 16060 Application Name ssh N
* WiFi Application Risk oo==] Date/Time 17:28:57
&3 security Log Destination 192.168.160.182 Destination Tnterface  port3
* Antivirus vy
Destination Port 3389 Event Type app-ctri-all
* Web Filter
Biiicncine Group joaldir Level
* Intrusion Protection Log ID 28704 Message Network Service: SSH,
“ Anomaly Protocol tep Protocol Number 6
* Data Leak Prevention ,
e Sequence Number 2172019 Service RDP
WY A panfia
i s e G
TINET | FortiGate 70D i o ':n :(‘c ( s
R o gy e

O Create New (@ ] @® Section View O Glabal View [& Search
[sea-#|_~ Source | Destination| v Schedute | v Service | action | _~nar | ___+av__| = webFiter [ Application Control __v s __]5 ]

» internal - fgt800c (1 - 1)
|| v sslroot (SSL VPN interface) - fgt800c (2 - 2)

[ policy San
. 2 & Ean T always DAL v ACCEPT @Enable CBdefault CE)default (£ defgult default
/po %ILFJ
- 1Pve T
Implicit (3 - 3
* NATES =
* NAT46

= Explicit Proxy
* Proxy Options

= SSI Tnanaction

Regra de firewall

Comentario

Assinatura
do Cliente

Assinatura NCT
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Item de Teste - 1.7.4.1.5

Deve aplicar heuristica a fim de detectar aplicacGes através de
anadlise comportamental do trafego observado;

Objetivo do Teste

Demonstrar uso de analise comportamental no equipamento

Configuragao do Teste

Demonstrar regra de ips

Procedimento do Teste

Este item é comprovado com a documentacgado técnica enviada e
apresentada no dia das demonstragGes

Evidéncias

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -

Deve possibilitar a diferenciacdo de aplicagGes proxies (ghostsurf, freegate,
dentre outros), Instant Messaging (AIM, Gtalk, Facebook Chat, dentre

1.7.4.1.19 outros), peer-to-peer (Bittorrent, emule, neonet, dentre outros) permitindo
um controle granular na configuracdo de politicas;
Objetivo do Demonstrar controle de aplicacdo
Teste

Configuragao do

Configurado o perfil de aplicacdao default para bloquear P2P,

Teste Collaboration(Instant Messenger), Proxy. Demonstrado o application overrides
para a granularidade de op¢des.
Configurado uma regra de firewall utilizando o perfil de aplicacao.
Procedimento O cliente windows xp tentou acesso ao facebook chat, utorrent e ultrasurf para
do Teste certificar do bloqueio dos acessos.
Evidéncias Lista de Aplicagdes

FEZERTINET
Router Nomne
Policy & Objects i Risk [%]
O ASProxy Proxy Browser-Based fateey ~
) categ( Astrill Proxy Client-Server Rrind (EmEES]
Anhmus AutoHidelIP Proxy Client-Server e
B Web Filter N Proxy Client-Server L]
& Bt Bypass Proxy Client-server o
Intrusion Protection chy CGIProxy Proxy Browser-Based R
% EmailFiter | cscoven Proxy Network-Protocol PN =
LR R, Cisco.VPN.Client Proxy Client-Server aunR =
%9 Advanced Bl corkscrew Proxy Client-Server L]
Ge| Cproxy Proxy Client-Server g
CyberGhost.vPN Proxy Client-Server Lty
Applici|  DNS.TXT.Records.Tunneling Proxy Client-Server g
DNS_DNS2TCP Proxy Client-Server ]
Dnscat2 Proxy Client-Server L 4
DotVPN Proxy Client-Server Lanynd
DroidvPN Proxy Client-Server Prixgignd
Option|  Easv.Proxy Proxy Browser-Based ttr
—_— Flash.Proxy.Auto.Discovery Proxy Client-Server o
N FlashvPN Proxy Client-Server fagagusad
MEN ___ | Forwara Proxy Browser-Based, Client-Server o =
User & Device K[ ]73¥¥ [ Total: 1061
WiFi Controller
Log & Report fewm

Proxies
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TINET

System. |
Router ‘
Policy & Objects. \
A Antivirus ‘

W web Filter

i
I Intrusion Protection
T Email Filter
[ Data Leak Prevention

@ & advanced

veN

User & Device

'WiFi Controller

J—

Signatures.

chnology + popularity | v misic_[e+
w

# Doshow.IM

Duolingo ¢ Bre d Tl ey
Facebook.Messenger.Image. Transfer ce ci Ragxing
Facebook.Messenger.Video. Transfer ci W
Facebook.Messenger.Voice. Message e Cli Ripiiig
Facebook.Messenger.VoIP.C: [¢ ci Rixing

# Fetion ¢ ci fatrerey
Fetion_addBuddy v ci w

# Fetion_File.Transfer Cl e
Fetion_Login ce Cli *
Fetion_SendMessage e ci w
FireChat Collaboration Client-Server, Peer-to-Peer ot

& First.Class c a atrey

& Fring Br d wow
Fronter Ci Bri d iy

[l Fuze Mecting c ar d oty
Fuze.Meeting_File.Transfer Ce Br d o
Fuze.Meeting_Remote.Control ¢ Br d *

@ Gadu.Gadu < Cli Rk gaing

(i Gatherplace Cl A

76 ¥ M [ Total: 207 ]

IRADROBOEEEEERRRRRAE

Log & Report

FiERTINET

System
Router
Policy & Objects
4 Antivirus

W% web Filter

Application Control
1) Intrusion Protection
9 Email Filter

Data Leak Prevention
[ advanced

ven

User & Device

WiFi Controller

Log & Report

Pee-to-Peer

Return

FortiGate 70D

Collaboration (Instant Messenger)

Pear-to-Peer ==
P2P Peer-to-Peer D )
P2p Pear-to-pear an ==
o Punk P2 Pear-to-Peer o )
Cabos P2p Pear-to-pear & ===
- [— P2p Peer-to-Peer o ==
Sl | croment P2p Peer-to-pear oty ]
= e DC++ P2P Peer-to-Peer & =]
Direct.Connect P2P Peer-to-Peer w =]
LS| eponkey P2p Peer-to-Peer o ==
emule P2p Pear-to-pear atr ==
ExtraTorrent P2P Peer-to-Peer Wod ==
EzPeer P2P Peer-to-Peer RAdutid )
Fast.Tudou P2p Pear-to-pear & ==
FastTv P2 Pear-to-Peer o =
FileGuri P2P Peer-to-Peer Raditigigd =
FlashGet P2P Peer-to-Peer RAaansngid ==
FrostWire P2P Peer-to-Peer Ragugn i ==
Peer-to-Peer @ =]

/200 ¥ [ Total: 85 1

ation Sensor

System
Router
Name default
nhomiitoioniss Comments [Monitor all applications- | 257255
g Security Profiles
Categories
45 Antivirus .
W web Filter & Botnet & General.Interest & Social Media & web.Others
[Application Control [ Business (& Mobile 1= storage.Backup @ Al other known
£ Applications
W Intrusion Protection & Cloud.IT & Network.Service 1= update
3 Email Filter @ All Other Unknown
[ Data Leak Prevention & Collaboration &l p2p &l Video/Audio Applications
& & advanced & Email & Proxy & vorp
& Game [&] Remote.Access (& Industrial

Application Overrides

& Add Signatures

Application Signature Category

BitTorrent P2pP &l Block
Facebook.Messenger.Image.Transfer Collaboration @ allow
Facebook.Messenger.Video. Transfer Collaboration [ Monitor

— Facebook.Messenger.Voice.Message Collaboration Q Reset

T Facebook.Messenger.VoIP.Call Collaboration Traffic Shaping (high-priority)

‘WiFi Controller

& Ultrasurf_9.6+ Proxy

&l Block

Perfil de controle de aplicagdo




(NCT

PREGAO ELETRONICO N° 04/2015 Re‘gga“
" Pagina:
CADERNO DE TESTES TECNICO
124/126
FeERTINET | FortiGate 70D :i ::: s
System Q CreateNew (& 1] (@ Section View () Global View [& Search
Router mmm\ﬂ
e R

2| e Eall T always BALL v ACCEPT @enable IR default CE default D default default
& pg
*1Pve
* NAT64

» Implicit (3 - 3)

Comentario

Assinatura
do Cliente

Assinatura NCT

Item de Teste -
1.7.5.6.6

Dever permitir criar politicas de controle de aplica¢des, IPS, antivirus,
anti-spyware e filtro de URL para trafego dos clientes remotos
conectados na VPN SSL;

Objetivo do Teste

Demonstrar regras de seguranca

Configuragao do
Teste

Configurado um perfil de controle de aplicacdo, filtro de conteudo, antivirus
(fungdo de spware encorporada) e sensor de IPS. Criado uma regra com
todos os perfis e sensores.

Procedimento do

Demonstrado o tunel em funcionamento com o usuario joaldir.rani que

Teste recebeu o ip 10.212.134.200. Demonstrado a ferramenta tracert para
certificar que o trafego passa pelo tunel. Tentativa de acesso a um pagina e
recebido pagina de bloqueio. Demonstrado as demais funcionalidades como
bloqueio de aplicacao, bloqueio de ataque, bloqueio de arquivos infectados,
bloqueio de URL.

Evidéncias

P WelcometosstvPNsevice xR —
€ B A hps192.168108 tal htmifang=er xia O s s e

Welcome to SSL VPN Service @ Help gl Log

Time Logged In Joaldir rani (0 hour(s). 2 minute(s). 28 second(s)) Connect Disconnect Refresh

HTTP Inbound/Outbound Traffic 0 bytes / 0 bytes Link status up
/
HTTPS Inbound/Outbound Traffic. 0 bytes / 0 bytes Bytes sent 13419
Bytes received 902

" FortiClient SSLVPN connected to server
No login history found.

Tunel conectado
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Welcome to 55L VPN Service x \+

€ i@ hips/192.168.160.82:4433 sshvpn/portal htmi7lang=en

Welcome to SSL VPN Service

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.960@1]
Kc> 2013 Microsoft Corporation. All rights reserved.

Users’\Administrator>tracert —d terra.com.br

Time Logged In- racing route to terra.com.br [208.84.244.1161
s, over a maximum of 3@ hops:

HTTP Inbound/Outbound Traffic:

HTTPS Inbound/Outbound Traffic: 15-212 -134.208

192.168.169.254

2@1.16.178.41
.66.158
.47.285
.58,
-46.162
.45.166

.125.
.238.209
42.238.226
[EFortiClient Windows 200.84.244.116
[ FortiClient Mac
[Cd FortiClient i0S
[ FortiClient Android

Tracert

Welcome to S5L VPN Service x / Web Filter Violation x 4

rwviesh.br

iesh wi B8

FertiGuard /=) =ili= s

°
=

? Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: www.iesb.br/
Category: Education
Client IP: 10.212.134.200
Server IP: 54.174.194.96
User name: joaldir.rani
Group name: pgdf

To have the rating of this web page re-evaluated please click here.

Pagina de bloqueio

FEiERTINET | FortiGate 70D

System

— No. User Source IP

]
= ldir 192.168.169.182
Policy & Objects g joaldirrani

Subsession Tunnel IP:10.212.134.200
Security Profil

88 tPsec

= Tunnels
Wizard
= Tunnel Templates
=g ssL
= portals b
Settings
=& Monitor {

IPsec Monitor

Informacgdes do tunel

FEERTINET | FortiGate 70D

System D CreateNew @ o ® section View O Global View [& Search
Router lsea#]_~ Source ] estination| v Schedule | v Service | action | wat [+ av__ | webFiter | application Controll __1es %]

) internal - fgt800c (1 - 1)

v ssl.root (SSL VPN interface) - fgt800c (2 - 2)

& Policy T
=7 @an 3 always QAL vACCEPT  @Enable default
e & pgdf
L ) Implicit (3 - 3)
NAT64 Lz

NAT46 ‘ ‘

Regra com os perfis de controle de aplicac¢do, filtro de conteudo, antivirus
(fungdo de spware encorporada) e sensor de IPS.
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